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ID token OpenID Connect client-relying ALERS| 15 Abdnt iss-sub-aud-exp-iat-nonce S

party claims M&
access resource server H3S resource ™2 #Hst issuer-audience-expiry-signature L=
token e introspection-scope
refresh authorization server token M access token 2% client binding-rotation-reuse-revocation
token endpoint

9.1. OAuth®} OpenID ConnectE L &28tL|C}

OAuth 2.0: client?7t resourcel| NZ== JHot2S t= framework
OpenID Connect: OAuth 2.0 £/°| identity layer . YHE e

profile APIE S &3l 212122 3|M5h= A BAIE m|FfLICt

base64url decode 7ts = ASstE

MH 2% # | APIZ audienced!

expiry =& # account-grant’t otz 3igg

JWT®! # access token%

AZ librarydi| 312 algorithm-issuer-audience-clock toleranceE HA|5t11, token SFE = S5HXA| Z&LICE client=
access token LI HAl0f| 2| &5HX| ob= 20| ot 4528 RIZILIC

=] o = si= S
9.3. 2|f 2912 ABE FES M8t

Authorization Code flow2} Proof Key for Code Exchange(PKCE), Z&t5t redirect URI, state-nonce, issuer:ID
token ZZ, key rotation2 Z|& 7t0| 1846HK| LSL|CH RFC 97002| %|Al OAuth EQF AT E 2= HZEl OpenlD

Connect library®@} provider metadatasS A EHL|LC}
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28t subject-action-resource ontext— pollcyOII ‘4= sl

role HL{TF Hi= CHAl ZHR| AQH-TX|-Al

article art_81 > aal=2 - office

usr_17 - editor > publish >
ZZEl-role-scope read-create-update-delete owner-tenant-classification time-device-risk

POLICY DECISION

member && resource.tenant == subject.tenant && aal

TP 2 subject-action-resource:contextE &0 '20{ ALLOW-DENY-CHALLENGEZ

6I_I-I_

7.
Sl

|
rH

>
go T
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4 A ( )
usr_17 - editor > publish >
ZZ&!l-rolescope read-create-update-delete

\_ J \_ J

POLICY L

member && resource.tenant
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RESOURCE

article art_81

owner-tenant-classification

DECISION

subject.tenant && aal >= 2
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CONTEXT

aal=2 - office

time-device-risk
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decision = policy(subject, action, resource, context)

of
subject id=usr_17 , role=editor , tenant=org_1 =5l session-token-directory
action read , refund, publish, delete method-operation &5 command
resource order=ord_81, owner=usr_17 , state=paid serverZt 235k Al ZHx|
context aal=2 , auth_age=90 , device=managed , risk=low Q15 -2td-2I™ engine
policy same tenant AND scope AND amount <= limit S01E Y HA

10.1. policy input2 22| AAHE ZA|EHL|C}

server?t token signature® audienceE #3Zd THE subject
: DBOIM orderIdZ %2 owner:-tenant:-state

client?t bodyd| €& role-owner:price-isAdmin

decision

ALLOW S ZZHOZ QX A ownerZ} XpAQ| F2 X3
DENY CI2 Q52 S Xl HAA 2715 2 Q12 CIE AEXte| F2 =3
CHALLENGE o Z3tALE 29| 2150]| Qo™ xjHIt 1o 5= X step-up

X xH

engineO| booleant BIES &= application® policy_id, reason_code, obligations, audit fields £
e el o= lELCt RIS LIS FAM MR Z clientdf] =&5HK|= &LICH
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11. role'scope- A -&M- 27| = C|E &E2AL|C}
role-scope-2F#-5M- -2 = MZ CIE 20| EFsiC}
=43t MulALE B 20 DTSN 941 97| 412 ZET B HHoR Bl

N
e
role delegation relationship attributes graph
AR RS client &t | L 2217t EalEa) A g2
2| Xt HERE orders:write order.userId tenant-aal-time member—of-shared-with
| J | J & J | J . J
0“: -’F—-E .i_l'% role=support AND scope=refund:write
AND order.tenant=subject.tenant AND amount<=limit
EH2 787|220 MY A4S FHo| =it oflelS HEts| gotof Bt
serverOijA 2E 3} ZHF|ojCt 4-345iC]
= A 0o = = o ==
21 8. e 7|8t scope, A3, £4 7[8t 2HA| 7|8 M2 ME CfA|=l= §F & 80{7t OfL|2} CHE YT HES EAELICH
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4 ) 4 N\ 4
e
role delegation relationsh
X2 22 client st 2| LH ZHR| 217}
22| X} HEXL orders:write order.user:
L 2 \. v/
4
0“ = i._"% role=support AND scope=refund:wr

AND order.tenant=subject.tenant

EH

2 7o 7|sE0t M AR Aol =Dt o2 E He
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e

ABAC

s

ReBAC

ip attributes graph
2 &g A E=
Id tenant-aal-time member-of:shared-with
_ \_
N
ite

AND amount<=1limit
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Role-Based Access Control(RBAC) O™ =2 22017t role=support

scope client0fl OfH 9| H(It UFEH =Tt refund:write
ownership 0| ZHH|7} O] subjecte| ZiQ17t order.userId ==
subject.id
Attribute-Based Access Control(ABAC) subject-object-environment 40| HMS tenant-=2H-A|ZHAAL
A=Fst=7t
Relationship-Based Access graph A 427t =7t member-of-shared-with

Control(ReBAC)

OWASP= £%!st application0f|A] RBACEIO 2 = ZHR|-2HAH|IE E S5tV | 2L} attribute-relationship =71
oH—H°“—|Ef %*Efﬂ 2X 5E ¢t policy languageE = 5t2t= 552 OFHLICE HS &S 71 27| &4
X

11.1. scope®} role2 Ztx| et&L|CH

role=support: =X oA =2 z=2

scope=refund:write: O| client-grant7t ¢Igt2 API 2|

30

support roleO|HE $xlf access tokenOf| &= scope?} S £

R BT WS SDpHR| 28 & JALICH

&LI|C} BHH 2 scope 2XI0| 9l0{ = AH| subject?]

11.2. tenant= 2= A Z20j|M ghelstL|ct

multi-tenant AH|AOA URLS| tenantId 2t YX| ZELICE subject tenant®t resource®| | tenantE server0i|A|
H|m3t1, nested resource®} batch-export-search Z0l| = 22 AAHE MFHL|C}
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SUBJECT / RESOURCE UPDATE DELETE REFUND PUBLISH

customer / own order ALLOW before paid DENY DENY -
support / tenant order ALLOW note only DENY under limit -
editor / own article ALLOW ALLOW draft only - aal2
admin / any article ALLOW ALLOW step-up - ALLOW
unknown / any 401 401 401 401 401

2t 71| E|AE = 3|2 1+ C}2 role 1+ CHE owner 1+ ZAZE 1+ 2H2-F A1

M 7|52 4l ZH2 ALLOWE FH35IX| 211 deny by defaultofl A &gstCh

a2 9. IE2|A ZHojl= ALLOW-DENYRF M| 9411 AR ALl 3HE-AAL 262 Z7IS SBLICH 24 740| HIAE £20| ELIC
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SUBJECT / RESOURCE

UPDATE

customer / own order ALLOW

support / tenant order ALLOW

editor / own article ALLOW

admin / any article ALLOW

unknown / any 401

before paid

note only

ALLOW

ALLOW

401

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

MO04-03 - 39/ 63



REFUND PUBLISH

DENY DENY -

DENY under limit -

draft only - aal2
step-up - ALLOW
401 401 401

CI= owner 1+ A1+ Ot -F A 1

ot deny by defaultOj|A] S4tsiC}
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121. (i E&|AS| £

subject role-ZZ!-tenant-2|& client-service account

resource Z2-AQX}tenant-2F-AEH

action read-create-update-delete 2C} L& & QI publish-refund-export
condition scope-amount-AAL-auth age-A|Zt-device-approval

deny behavior 401-403-404-step-up-592 2

evidence policy ID-request ID-subject-resource-reason

12.2. deny by defaultOi|A{ A|ZFgtL|C}

HAI=I ALLOWZL Qe ZeH2 HEStL|Ct M endpoint-M action-Al| resource typeO| 442 i framework defaultd|
7|CHX| of 0 FRTE B|AETE FIHE ok HEIL|CH

—_

12.3. R E Q& -BE ZHF|o|AM =HEEL|C}

220 &2 - UX
HE disabled - UX

route guard - client navigation ES

server policy check - %Z st &

client-side checke= AFEXt AE S 7HMSHK|RE [ 2Ot AA|7t OFEIL|CE URL Z1 & 13, API 21 SZ, batch, export,

H
background job, websocket message, static fileOl| = & 25t server-side ZAAIES ELIC}

12.4. 5|2 HIAEDIO R = B=E38H|C}

ZF ALLOW ZtOlCH £ At CHS B2 aHsL|Ct

4. scope 2t

5 SH-AlZH-SEi BAIZE
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H=

6. AAL-auth age 85

7. MHEXt #H X -batch &

H3S resource 28

Mo 5|8

(=X - =
Rastels
action-resource-context?

credential/session/token?

401

M 215-token Z4 2l

WWW-Authenticate

2XX

HA—

= ME7}glom 401, 9l

o
40
ol
rot
ro
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HS reso

401
»

M 21=-token ZHAl

WWW-Authenticate
_J

o — —
NO =22
credential/se
o N\ f
| -
ZX H|IS7H 2o H x| =0
W A
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kol

0l

Huo| 518

ssion/token? action-resource-context?
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HTTP 2jOj client C}2 &

401 target resourced|| &35t authentication 0|239!-8t= -invalid token- 2 M 91=-token Z Al
credentials7} gl assurance & -step-up
403 serverZ} O[si3HX|2t @F 7S HE rolescope: AR -AE] M 2= C}2 resource-291- At
fobs|
404 4% representationO| QiAHLE =X SIHE A Si=2-HISH =X H= Y2 7tsst S50|1M
HsHA| 24 CRA| MEH

RFC 91102 401 responself| M 7t58t www-Authenticate challengeE Q1&L|Ct RFC 67502 bearer token2]

invalid_token 2t insufficient_scope £ H2|5t0 insufficient scopelil= 4032 AH&ILICY.

13.1. 4012] O| 20| £X| ot&L|CH

M (aquthentication credentials) £Z=0f| 7pP24&L|CH

403"M3 CHa 247|6HK| 21 credential R &AM T A& ZADIE SEL|Ct

status phrase= Unauthorized X|
JejM ‘20l oF =12 401, 20182 ExA

=]
10
=
YT
30
fol
rok
ro
n O
A
o JM
oA

13.2. 4032 HH2 270l 5{HO 2 HIYX| o&L|C}

Z+2 credential 2 X+s A3 E 4032 HE SHAE|X| LSLICE 25t scope-SQl-role @, 5{2E! ZHA| MEH AMQ|
C

YA O|2tHE X 32 Z=E 2ARLC

13.3. 404 20 M2 AZE|0{0f SL|C}

CI= AF2XC| H|Z7H resourceZ} =X

S22 &7\ 4042 MEE £ JUSLICE detail-response time-== count-ZA4-mt
URL-ZA} logOll M EXH7t MX| F=X| HERIL 404

ICh 25 4038 FX71 4042 HiLEe F212 obgLct
13.4. problem details 0]

HTTP/1.1 403 Forbidden

Content-Type: application/problem+json

"type": "https://api.example/problems/insufficient-scope",
"title": "QFSt XS E Asto| giELICH",

"status": 403,

"requiredScope": "refund:write",

"requestId": "req_81"

DIZSH LIE role 2-CHE AFAL HE MM Al S detail2 OCHE = SotKA| S&LICE
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14. Z2Q 2 x||ol=-step-up2E ME|E ME &loIstL|C}

=3
M 217]-21%I H|YHS oo Y of ZN|-gh= AHE 5+

=
2150 2 &
authenticator MAX

auth_time =1t

I-J

=2 transaction

STEP-UP / REAUTH

required_aal=2 - max_age=300 - user_intent=true

\|Z}-assurance Z

O 1. 2150 QEHFHAL I M- AY HE- o
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e N & N 48
>~ .0l x o =
ei50] L:jiE M 7171-%ix] H[ZMHS -
auth_time =1t e e g5 AF =ty iz

\ J \. J L

STEP-UP

required_aal=2 - max_age

Zr-assurance %
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B N 48 D
' MONEY RECOVERY
=l =i
of o 1M AN|-2l= AHE 5+
| Z=Q transaction authenticator AAX
J . J \ J

REAUTH

'©E 2= 80| oLk

FAD-E1-F A A28 ePH MSetct
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14.1. trigger 0Of|

trigger

0o Ax|-2tE- MR transaction 22 HO{ =1 A%} 2| =fol
M device-?|X|-2I& H 7t factor-22!-H|5t

22| X} AbH|-CHZF export AAL2-auth age 52 O|L{-&Q!

A& 23 -authenticator HS= 28t 251.7| = session XA

14.2. OAuth resource server2| step-up

RFC 9470& access token0l| M1ZAEl Q1= ZHE-%| MM 0| resource server Q 1HLCH S

insufficient_user_authentication challenge®t acr_values-max_age S Ar23H O MElst Q152 QASH=
A FolgtLCt.

HTTP/1.1 401 Unauthorized

WWwW-Authenticate: Bearer error="insufficient_user_authentication",

acr_values="aal2", max_age="300"

0l DrOfileE MX| = 2t web sessionOf M= Z2 JHES policy= EAE = ASLICE CH2E Y2[9| headerE EEXH

OHSX| 91 application H|2FS HA|EHL|CY.

elef QFS OFNGHA| CHA| RIgHL|Ct £L transaction2 QIS

oy
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cro
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wn
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"event": "authorization_decision",
"requestId": "reqg_81",

"subject": "usr_17",

"action": "refund",

"resource": "order:ord_81",

"tenant": "shop_1",

"policy": "order.support.refund.v3",

"decision": "DENY",
"reason": "amount_limit_exceeded",
"httpStatus": 403

request-trace ID A A QIE Z7H ID2} LHE =X ID 718
subject-client FI7t QEMEX] Z| A AHXLHE 7|7

action-resource B2 AEHEX| 0I1Zt resource zf OtAZ

policy ID-version o 732 X=X M HF 0" RX|

decision-reason o FHE-HEIH=X] LHE AMIE clientd]| JCHE =E5IX| LS
auth context AAL-auth age:ldP authenticator secret2 7|2 2X|

Hot HA-22| X} role £0q-service account secret 25831 M2 2= session A= HUE 1S event2 7|25t
st HE X ALK oA YEILICH

MA-HAE

credential stuffing rate limit- 8= password- 2|8l EHX| Ct: A|™- IP-device 24 A|E
account enumeration 9|& H|A|X|-timing-recovery S& ZXH-H|EX A H|w

session fixation QIE-Hst 45 Al ID 3|1H 2321 X ID THAE A=

session hijacking secret 25 -0t -F| A KRS ELE| cookie-token replay

CSRF cookie X}= ®<&-origin-anti-CSRF cross-site state-changing request
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Bkl Al

2A-HIAE

XSS token theft XZE |X|-CSP-&3 encoding

Broken Object Level Authorization 43| owner-tenant EHA
stale privilege st A Mt A|ZHtoken lifetime
recovery bypass

231 assurance:7|& session F|&

confused deputy audience-client-resource binding

script?} token-session2 2 =

CH2 APIZ token R{ALE

Hot 7|52 2™ M &S -token EAIO 2 OEX| U&LICH HSEl identity provider, framework middleware, policy
libraryE At&35t=| application2| MA| H|-HFE XS He Y} HAEZ RFZLICE
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AlA
=

MO04-03 2I5-28t Y ARCIQ

credentials

subject-scope-

ct-assurance RE0ICH HEBLIC

ko
03t
ol
-
I~
i
=
)
0
Q)
-+
®
Hu

=y 871

ERROR TYPE

allowed

MATCHED POLICY

order.customer.view-
own

AUDIT RESULT

success

event": “authorization_decision",

at": "2026-87-15T18

0+09:08"

requestId®: “req_demo_81"

subject”

Musr_17"

“customer”,
@ "view",

shop_1"

“order. custoner.view-own",

: "allowed"

AuthN = AuthZ

23 2o editable 23y w mo|Zatel allowed
credential role
‘ valid v‘ customer v| . . . .

2ELE credential || session % | subject 74
subject 1D subject tenant N § — i

public & protected none-valid-expired-revoked overall idle-revocation 2% Identity context

usr_17 | shop_1 | protected resource valid credential active - age 90s usr_17 - customer

action resource
\ view v\ order v| . . . .

s 3y scope H A =2 | assurance
Tesouree owner resource tenant role-action resource FRIE Ha WA owner tenant-amount AAL-3uth time:step-up
| usr_17 | | shop_1 | customer - view - order orders: read same tenant + owner asl 2 - age 90s
scope amount

= 0| gL
orders:read | | 42000 | Yol 23F si8WSLICH
YA B BE £ EaLct
current AAL required AAL 2 0 0 Chg B85 resource SEE BHEIEIC
| 2 | 1 | allowed | B
auth age (sec) max age (sec)
[ 90 || 3600 |
resource &4
| 7 A B v
request GET /orders/ord_81
subject usr_17 - customer - shop_1
policy input view order  owner=usr_17 -
aal=2
E 7|1 deny by default 7ok E5H
policy sublect action resol
1 credential
catalog.public. List any lst catalog public resource ALLOW UEEEHAREE IR
order. customer. view-own customer view order owiner == sublect - ordersiread ALLOW
3 subject
clirt R1E{0] O1LI2} HEE session ol
order. support. refund support refund order Same tenant - refund-Wrte - aMOUNT < 106000 ALLOW
article.admin.delete admin delete article articles-delete - AALZ - auth age < 300 ALLOW 3 obiect policy
roleS SIR| BT owner-tenant-A/El-291E WIRLIC)

default.deny any any any aAE ALLOW 813 DENY

2112 HiE AL Q&= credential-session-subject-

ZAL eventE ePH E0{ ELICE

17.1. &H| o}

. A& oh
. 9F s HHY ARC|Q
. AZ B YA B2

Hu
|
ro
ro
oy
r
rok
o
<
A
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5 failure-audit

4014034043 AHEAL 8

BE AALZ suth time Z28 WEE ACILHLIC)
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17.2. O} AlLI2|22] 7|cH &2}

AlLIE| status outcome

W =2 =3 200 allowed

olz ¥HE gi= 401 authentication_required
session Dtz 401 reauthentication_required
session |4 401 reauthentication_required
eh= scope 9l2 403 insufficient_scope

CIE AFEXIL| HISH =2 404 not_found_hidden

HER B St =1t 403 object_forbidden

ZtE|Xt AMH|-22HEl 215 401 step_up_required

37H catalog 200 allowed

1. credentialO| §l= 22| 401 challenge

2. Z2 roleO|X|2t CtE ownerQ! 2X09| 403 EE= 404

12
o

3. scope= QUX|BH 2 TEEH2 239|403

4. role-scopeZt B5 QUX|TF AAL-auth age?t 25t & 9| step-up

17.4. 57 vhy & 2

scope-owner 1}

credential gi2

expiry

revocation

scope Almjf

ownership-visibility

amount condition

AAL-auth age

public route

role, scope, resource owner, tenant, amount, current AAL, required AAL, auth age, max

age , TM =& FHS S HREL|CE 0121 24S el BHPH Ot =710] Z1tE HiXl=

AA -

HE7(9] 8t

0| E3 = st&8 Ml vty 7| L|Ct AK| password:passkey-OIDC-token signatureS
policy engine-OAuth authorization server- =20t A|& =17} OFLL|CH AN 32 A=
HAE-ZE HAER SRl
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- AAE 39K - A
- X% 2M export

- AEZ AsH HEY

18.1. 3 23

support subjects Z2 tenant? paid ordero| CHsli refund:write scope?t ¥4,
g2 20| 100,000 O|5t0|H AAL2 QI1E % 10=F O|LiY Tt refund™ = RUCH.

subjec actio resourc i
. object-context =71
n e

suppor refun order refund:writ same 401 step-up / 403
t d e tenant-paid-amount<100000-AAL2-age<600 deny

18.3. session-token Mz 5t =

AAL2 HS & 302 8AIZF st S refresh AHE logout-FX|- =4 BEAH HE

18.4. Mijje} C}S s

status-type

access token Bt& 401 authentication-required otEst AM-xjZaQl issuer-token ID hash-reason
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