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e
iid]
ok!
9

=

opy: &= &1t SA|0f| AEREXIX| b= XL

Jmn
L]
o

45 £2]: production adminO| backup® ZA| X|& £ JUSL|IF?

N
i

3. offline-immutable: threat model0f| t= F 2 27t5-#HE EX| copy?t [SLII?
4. ASsh-key: NE-HE & ESE|1 key-HEtE: ST £ JASLII?

5. 2ZM AL manifest-file list-size-checksum-Z2 Q WALS &tQIEHL|77f?

6. & restore: 42| 40| A| databaseE ¥ UL G|O|E{E HAFEL|7I?

7. O|&EM H=E: base-incremental parent-WAL-configuration-extension-key7} Zt0| S&L|7k?

CISA #StopRansomware Guide= £ 3t |0|E{Q| offline-encrypted backup®} H7|XQl 7t2M-2ZAM A|&S
HIOEH|CE HZ 7HsEH backupkE ransomware?| EXMO| & 4 QUEL|CEH immutable copys =20| & £ QX2 HRE

HeHEEH|IE-HY 235 X5 25K 222 threat model 2t Z=X| #1301 5| MEASH|CE,

- Lo——

A

backup job M329| Z7 £

= 7] Ozl R2= 7
1 scheduler?} exit 0 Y i 8- 2t -key
2 object:size x| corruption-Z 2 chain
3 manifest-checksum S} server 7| 4% 2|0
4 isolated restore & application-#sH-AI2X} S &
5 app smoke-invariant:-RPO/RTO S1} production & Af2H-E= X}t
6 F&trollback-XHAFK|7HK| & C}2 version-Al dependency

s " backup success loge S2EAQILICE,

=29 7sAde 718 712 £7{= & restore?t
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8. PostgreSQL2| M| Z+1 WS {1=efLICt

PostgreSQL 27 Wile gIst B3 ciglo} AHOZ nEr}

logical dump-base backup-WAL2 CHAM|RH7} OfL|2t MZ CHE =52 (20|t

e N7

N\
SQL dump base backup WAL archive-PITR

SQL dump

database-object £t

base backup WAL archive-PITR

cluster 22| 2At base + 912 WAL

version 0|=0| {2/

PITR base Ot

manifest 4% A& -restore point

server version Zg} cluster HH| 57

WALZHO 2 postgresql.conf-pg_hba.conf7} E0t2X| 2420 pg_ dump &t DBE cluster global

o
H
ool
o
El
52
i
jin}
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-

N\l

SQL dump

database-object £t$

base backup

cluster S| 2At
version O|S0f| {2|

PITR base Of<!

manifest 24Z

server version 28t

configuration files-roles-tablespaces:|

WALBFS 2 postgresql.conf-pg_hba.conf7t =02 X| @2«

Lo -
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WAL archive:-PITR

WAL archive:PITR

base + ¢1& WAL
Al -restore point

cluster x| 23
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o

PostgreSQL 18 Backup and Restore= SQL dump, file-system level backup, continuous archivingS A™MEEL|C}.

8.1. SQL dump - &=2|% e}

pg_dump £ SQL B & archive YAIOZ databaseE XA MELICE dump= AIZ A Q| Y2HEl snapshotE PHED,
UHIM O 2 M PostgreSQL versionO|Lt CFE machine architecture2 22 i S2|8LICE custom-directory 4l2

pg_restore 2 MEH-HE SRI5h £~ QUGLICY

pg_dump —-Fc appdb > appdb.dump
createdb -T template@ restore_lab

pg_restore ——exit-on-error -d restore_lab appdb.dump

| -

e pg_dump = S database £t9|0|0q cluster-wide role-tablespace §HE Z&6IX| 4&LICH.

+ pg_dumpall --globals-only Z2 EHk global 8¢ AH|ot0] et 4= UFLICE

0{2{ databaseE pg_dumpall 2 X2|8i= database™ snapshot A|H S S7|ste|X| E&LICH.

logical dump= WAL replay2| base backup@2 AF&et 4 QigL|Ct

o textdumpe QF F YED ESRIE £ QOO Z ON_ERROR_STOP -single transaction M=Z ZAESH|C}

8.2. base backup - E2|A cluster A}

pg_basebackup 2 running PostgreSQL cluster?| base backup2 BHSLICt. backup_manifest £ AAsH
file-checksum-Z2 2 WAL ZAS0f| A& &= QELICEH E2| backup server version-architecture-configuration
A S =elgfL|ch

pg_basebackup —h db.example -D /isolated/backup —-Fp —-X stream

pg_verifybackup /isolated/backup

pg_verifybackup 24! 2A= manifest, file =XY-size, checksum, Z 5t WALS| 27| -parseZ &H215}X| 2t running
serverZ} £88t D E ZAALE CHAISHR| 28t WA |BHL|CH =17 E2FSE test restore?} 41K database LI ZHZ S
23S OF gt

8.3. WAL archive-PITR - A|H 5+

Continuous Archiving and Point-in-Time Recovery= base backupX} 0| WAL sequenceE HZ35l base A|FEEH

IAXO| \|H OS2 E5ts HAIS MuishL|C)
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restore target = 2026-07-15 14:31:00+09

e = = HE3 base backup + I 0|% targetZIX| 2 gl= WAL

PITR2 timestamp, named restore point S22 SHEE H& 4 U1 recovery timeline2 Sl 57 27|& &2|gL/ct
JgjLt ChEE sXIX| B

o {5t= 2E tableRto| OfL|2} PostgreSQL cluster F&| A|X 2717} SAIQ]L|CH

o WAL archive2t@Z postgresql.conf, pg_hba.conf, pg_ident.conf 7} S)IE|X| &&L|CE

« configuration, extension, OS dependency, secret, certificate, DNS, application versiong B
Ao = gte|gCh

o URHE archive_timeout 2 archive It =2t XZ H|ES 3 5% £ JSLICL

o SH AHOM ALEX AZS E7| Tof H0[E]-2et-AH| suppressionS AAFRILICE

9. incremental backup

rlo
10
I3
0x
(@)
-
o
=
142]
-
[ul

incremental backup2 =2 n}jl0| 0
=

parent-WAL summary-Z2Q WAL & stLiz2tE QIo™ £[Al =Ztato 2

) (o] )

FULL FO El_)i”d INCI efi“d INC 12 e_Di”d COMBINE
base Fo Ol 110|E full 84
manifest + WAL manifest + WAL manifest + WAL manifest + WAL

2 — 12 58 27}

=17} dependency retentionS CHAIGHK| QH=C}.

latest fileO| OfL|2} restore 7}58t chain + B8t WAL + key + configuration

T2l 9. z|4l incremental LfQ StLEZF OFL|2} parent chain'WAL summary-2 2 WAL-manifest7} €74 RI0{0F S& THR{ 7t ElLICH
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o] =B
FULL FO el INCIH fegp

base FOO|&
manifest + WAL manifest + WAL

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO05-03 - 36 /69



INC 12 "‘efi”ds COMBINE
N10|&E full g
manifest + WAL manifest + WAL
J L J
' N\
- 11 kK| — 12 28 E7}
S317} dependency retentionS CHAISHK| Qt=LC}.
. J
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PostgreSQL 182| pg_basebackup ——incremental £ M3 backup2| manifest2} WAL summaryE O|&¢&L|C}.
22l Alojl= M3 full-incremental chainzt 2t WALS EZ35t1 pg_combinebackup 22 full backupS gHAdet

= AFLICE

dependency

full parent FO D= childe| 7|& AA immutable ID-manifest
incremental 1112 0|= change 7N E7t parent pointer-checksum
WAL summary incremental A =71 Alnjf server version-range
recovery WAL Z2E A M 27} first-last segment-gap check
encryption key ol T sis 27 key ID-recovery test
configuration server-H2 M& BUX| versioned config backup

PostgreSQL2 2 X7} ¢t backupO| CH= incremental backup?| parent@lX|0f| GtE| retentiong At= 22|65 F=X|
4ELICE 30Ut @eljEl mhY AMH|” Z2 object age 112!0| 012 E Rt parentE X|RX| Z=X| dependency
graphZ AS{LICE

restore set2 SLI2| objectx{Z C}ESL|C}

restore_set_id = rs_2026_07_15_1430

contains = FO@ + I1 + I2 + required WAL + config + key reference
target = 2026-07-15 14:30 KST

verified = manifest PASS

restored = drill_2026_07_15 PASS

expires = OHX|9f child?t °|&EsHX| ¢t= AE + policy
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10. 53 =82 A2|- A5 W7 |7x] ojoFLICt

29l S22 0jQ! ZANIA MH|A x| 0]ofZIct

production 1Z F0f| 42| oA CO|E-Eot-0iZ2|H|0[ M S 3P =helsttt

=2

Afx1 Med Zg| =H| restore data ZA}

APH|-2AF AIE network-#&t base-WAL-key schema-count

stop rule stop rule stop rule stop rule

app #A
smoke-login

stop rule

B7{-#7|
RPO-RTO-cleanup

stop rule

sl otz =7

manifest S0t + 2F A& &l + Al invariant + #t-secret | + app smoke + actual RPO/RTO

pg_verifybackup PASSE= §23}X|2t running server?} ¢S H|0|E{2] A AMNEXR|

21 10. restore BHO| Bt A[Zkat MH| AT} QFMSHA| FH|E AlZ2 CHELICE 23

Otx|=2fol| QFHSEA| Tk gLl ct.
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4 \ [ \ ( )y
= [ 2 |
AbTL ME Uik | e )
AN AIE network- &t base-WAL-key
stop rule stop rule stop rule

\. J . J . J

FO|

—

ol
ol

manifest E11 + S5 A|M + siAlinvariant + #M8t-secret W X| + apy

d
+ A=l 7HRI™ H O] suppression- A4l

PN + &3 etgo| gt Y|
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data ZA}

schema-count

stop rule

app @A
smoke-login

stop rule

SH-57]

RPO-RTO-cleanup

stop rule

) smoke + actual RPO/RTO
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10.1. drill A|%} M

=
=

incident M2 3|2 1,0008S A8 14:31 At

target AbH| 21 14:30:59

scope PostgreSQL cluster + object attachments + search rebuild
target RPO-RTO 1582 - 1208

isolated environment production route-queue-email Xt&t

test data handling AlGole 2 &Q!-AZ|-drill £ 1}7|

stop rule WAL gap, key mismatch, unexpected outbound traffic

10.2. restore 5| 4|O|E{ S

—— schema version
SELECT version FROM schema_migrations ORDER BY version DESC LIMIT 1;

—— A row count®t 7|7t

SELECT COUNT (%), MIN(created_at), MAX(created_at) FROM member;

invariant OiA|
SELECT COUNT (%) AS orphan_count
FROM enrollment e

LEFT JOIN member m ON m.member_id = e.member_id
WHERE m.member_id IS NULL;

ZAZL row count tLtE BLIX| &&L|CH

e schema-extension-collation-timezone

4l table count-min/max timestamp-sample

_|0|'

e PK-FK-UNIQUE-YZ invariant

e role-grant-row security-secret rotation

o queue-scheduler-webhook-email0| Z2|Z|{ RL=X|
« application login-Z=3|-*7|2| X|&t=l smoke test

o 2X A1} actual recovery point
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o incident start52E{ application-ready”7}X| actual RTO

10.3. production 91Z F AH| suppression

1} backupOfl= 0|0 AH|E JHRIHEIE S0] AUS = ASLICE restore 2= Q. MH[A-ALEX HZAS B7| TOi| ALX|

ledgerE &35} search-analytics-vendor2 CHA| I X|X| 24| gtL|Ct.

0.4. drill 4 10}7|

—h

£ database, log, screenshot, export, temporary key, operator local fileg inventory0fl 21 m}7|gfL|Ct EHE 2|5l

2H= copy?t &7 EX|E[H F7 AS0| MZ2 fIedS THELIC

30X &0l 4
*pg_verifybackup PASS", PostgreSQL 7|= A&, application 2121 M& 7120 = StV LHHX| 22
ASOZE ZSYRILITI? off M| THAI7} 25 HFHL[7}?

ocood

1. 28| A2 copy sweepiL|C}

AtH| 22 primary DELETE7} OfL|2} copy sweep Zt¢io|C}

Z} copy@| ZA| AfH|-HIAE-HZ FX|-2tE Of7|E F25t 0 AIE RAI=EHTt

(S =y =)

| liveDB _-"W| search-cache ab-- ¥ | vendor-export
Yi - - -
,' delete now _-" - _ purgeH= = =" confirm
-
’ o T Al evidence
START 4 - -
’ PP L
. ¢ et =T
valid request 2%°
-
VSIS~
identity-scope \ o -~
- \ = S~~~
exception 20! \ ~o - S=ao -
~ -~ -
\‘ ~ b TN
< =
< Ss ~ == -
\ ~o -~
A e
analytics-dev logs b backup
delete-anonymize policy action beyond use-expiry

evidence

evidence evidence

Alaff 0 + backup expiry 0f|2f + restore suppression S=

complete = 6/6 copy class ZHd +

I N west QF-2/HE &2I8t F copy classOiLt ™ AX|-HIAE-Feh2tz -0 2" & Tt HuiE A =FL(Ct

=
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s

START

valid request

identity-scope

exception 22l

N
4| liveDB _
4 -
-
U delete now -
4 -
’ \—eviternre——t— /
4 - ————
Y4 ” ————
-
, ”f _ - ————
V4 ‘::—‘—
‘—
e
‘ N:..-
‘ N\ -.-
\ S il
~ I
‘ N\ --.
‘ ~ ---
\ S~
é ~ \
A ~N~
\ ~
=B -k
= 7
analytics-dev
delete-anonymize
CVidCIILC /
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N\

.-V | search-cache T 4 vendor-export

————
-
purge; k==~
—‘ﬁe‘

-
- T

confirm

-

il J \, sl J
CVIUCTICT CVIUCTTICT

ﬂh.-

) 4

= -
L]
-,
.--
-~

o logs >

policy action

backup

beyond use-expiry

il J . sl J
CVIUCTICT CVIUCTTILT
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11.1. 2& H£2} identity-scope

1. QEXtO| identity?l #EHS SIBtLICE

11.2. copy™ Z} AFE}

deleted target dataZ} M|[7H{El count-verification A%
anonymized 20lE HhHo 2 XAl 9|58 Lix validation-X{&7t 2AH

restricted A2-EHZ 2X| otz -hold review =&
expiry scheduled granular deletion 22kt backup OtZ job-restore XA
exception hold SEst 22 It7| LA|IFX| Hel-owner-review date
failed 7|&-vendor 2LF KAl -escalation
missing 2|X|-subject mapping £2H inventory 7iM-ZA}

11.3. 28| job2] idempotency

Z2 A LEO| MAIZE|NE of0] AH|E HEHE LFZ BHEX| 11 H2 copylt BE 4= RA0{0F LIt

request_id = erasure_2841

subject_ref = protected(mem_102)

copy = search/member-v3
expected = 1 document
actual = 1 deleted
retry = safe

outcome = CLOSED
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11.4. 20| 2c|o|E{S CHA H71x] 25LICt

AR S0l TR Ol - HeHH S -EHotS SASHHE S M7t M /HlYE fFo| Lo 2F

reference, CHAF 2| X|, count, method, timestamp, policy version, @&

12. backup Bt22} restore £ AN E MA|tL|C}

backupOifM SA| X| 7] O{RECHH AL SX|2t ZHAIHIE EAIeICt

(==
29 AMH-backup Bt -2 & HSES MZ CHE eventot SAHE 22|50t

To 24 T1 live AtH| T2 beyond use T3 0lg T4 restore
R4 ol A0l-vendor backup HZ 2% backup set AHH| A copy MSE

T5 THAHA|

suppression 2

suppression ledger

subject key2| ZI™Zt CHAl ZSE H5 % reference- A= version-AA| A|ZE-backup expiryS 7|28tHC}

42 2
restore 215 MH|A 1A M ledgerE &35t MAH| A3} count-@F 2012 H7ICtH

ScL= ot

Jzl12. 2y M7<I52f backup Btz = CHE eventQILICE backupOl A SA| 7HE AMKl|7F {ZCHH AFS 2X|-Hal
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TO 23 T1 live AHA| T2 beyond use

o5M 3ol AHO|-vendor backup M= X

suppression ledger
subject key2| 2™ Z} CHAl 25 AL HSE| reference-A=H versic

restore ZlE MH|A 914 X |edgerE M5t X{AMH| 22} count-@

HHoi O ! L HIA Ml = 0

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO05-03 - 48 /69



T3 oilg T4 restore

backup set AHA|

T5 KA

247 copy MSE suppression M2

|
n-AFK| A|Z+backup expiryZ 7|28t}
F-5012 H7ICt

J

A1 THALS TH T
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tistl= 7HelFE EsH M21xE ER7|12 3155 24 S WYL SEQE S ™ X[A| §lo] mhr[st, ThHE
Yol w2t EZES0F 5t CHE JHRIEEQL 2o ME-2HE[st=E FEELILh /HeIZE B/ Al>™ Miex= TR
ntels SRI0| 27tstt Yoz I ANlstn 7|=X S4Y siX5| 2kt 2 HolM Het g ez FRI0|
E7H53IEE ZX|5t= 7|ES sLICL AN HE2 2M HE- DA X Y-S JHIEE-HE HEYAF AESHOF Lt

backup2] 7 AHRI7H 22Het 1 29 M)
O| A= £7 backup M| Z- 2ol &t SIEEICtD EHYsHA| ELICEL M8 HED 7|s8 HESH 7| T2
SHE EMstetilct.
1. liversearch-analytics-vendor S 24 AF2 copy= 7ts8H HRI0|A SA| X2|§L|Ct.
2. backup & CHA2 Y2-2M 0178 S CHE FH 2= AF&SHA| 25t FHLIC
3. backup set2 A&l scheduleZ BFEA|Z|10 Qo] XS BHEL|CE
4. exception-hold7} Y™ H|-Z7-review dateE 7|=SetL|LC}.
5. restore A| suppression ledgerS X &3l AH| Ci0| Mb| A= IHSESHK| A LIC.
6. restore & ZHAMH| count-F 5211t 22l backup TR E 72 HZLICE
4= A 7| 22| ICO Right to Erasure guidance= backupOllA ZA| SO{MX| R5H= Z <R HO|E{S A WQ| dhof| =1
%

K|
CHE SHO 2 AMESHA| 2520 FoliTl scheduled]| izt BtzA[7|= 2 22 2FELILE Ol Y= GDPR &g &1
OflAlo|0q Bt= HEQ| thA| 2747+ OF LT

suppression ledger2| 21

AT 7|94512{H 5l referencer} HRE 4 USLICH & HIYHE Irf2 BESHK %1 1SS HESILIC

= My 2
subject reference MAtAoff S26tHM /7t &2 ERETT
key-salt =7t HM25HD rotation-23 = {2 A 5H=7t
purpose restore MAtH| @ AF2S SH=7t

retention DE 2 backup PR T ¢1X| ledgers X|RE7t
evidence O™ restore set0| Mg =X| Y 7587t
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13. legal hold= Hi2|7}

legal hold= RE AMH|E

oi:rl

A= ol Lt

S5t ths B E0] ofL|Ct

Hollzl 27-Hel-owner- ZHEL R 0| F 1t |2k LA| HX|ot LI X|= Al% *2|SHTt

EXCEPTION

~

TRIGGER

retention expired

exception checkl

scheduled disposal

data scope

H| 2

APH| LAIEX|
hold gate AtRS HE x5
277t R&S8t
ChAto| Maket

owner-review dateZ} =7t
"2 ®gtol A=t

hold Z& — &} — W2 YH-AF 20| 8

=

3813 hold= OfIF ut7|E LAl EXISHAI2 22 X 8 MES XIS SHE5HA| FSLICE tie 5 H0|E 2| Y
|

Al l0fof BhLIC
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TRIGGER

retention expired

scheduled disposal

data scope
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exception checkl

owner-review dateZ} ¢/

HZ MEtol A=+
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EXCEPTION

HOLD
AR ZAIZX

A2 Bk H|g

YES

. J
=7t
' N
NO
NORMAL
7 DESTROY
copy sweep
550l
. J

MO05-03 - 53 /69

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP



hold register

Of| Af
hold ID hold_dispute_2026_17
authority-reason Y S 28 LIE 52 A4
scope EX™ member-payment-7|Zt
systems payment DB, finance export, vendor case
started_at 2026-06-10
owner-approver legal owner-privacy owner
access restriction named review role only
review_at 2026-08-10
release condition 2 ZA.AQ|
release action e 'HE A "I £ mb7| ZHIH

9IS Ksl T SALICH

gt s|@lo| ZH| 24 uf20]| ZE s|@l9| 2 E st 7|Z2 2 holdstX| ZELICE subject, record type, 7|2k, system2 7hs gt
HLIOM AHSFRILICE 7|SX 22 MESH 22|71 OfFCHH M Alg-EHet SH-22| Al2l2 7| Sgfuich

hold A= &fx| 2t=7} OFElL|Ct

hold7} ZLIH @2l retention clockz} CE 2 | FE CHA| H7IEtL|CE. o|O] 7|Zto| E%tn THE 247}t gictH
scheduled disposal2 ZH7HEtL|CE 3HA| eventZ} AFH| queue2 HZAZ|X| 2 OM hold copyZt D7 HEEl 4~ QISL|CE

HE B 7
O TAH= HIZ ZRM|A MAIS 95t 8t KHZ0|0] T Afeto] HE XH20| OFLILITE Of O|S7} LMBH=X),
2 $9l- 7|2k 01| WA0] BN FAl B, B, Aok, A7 A Eold 4 Sl TEiTt AlE It
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14. MO 7] S48 -AS- 4018 LHsLCH

L OjzZk-. HiHi=2 =
XEohA| mh7|= WA T -0 ZHAH Alglez WS nEL}
NIST SP 800-88r2= 3l Z1} &0l1} SEAM £018 W CHA| 2 QA5
- N WG

ca
CLEAR PURGE DESTROY
AM2X} interface £& Z|Al laboratory Z|Al laboratory =&
simple recovery 240{ O Z+st gof 0% AtE 27}

O{A| ZHALHE 7Hs A THALS hard copy-2&&} 0|

J |\ J .
verification - Zr¢i Za} gtol validation - S2M &9l
=7 ot2 MEf-QF FH5H-Fh|-Of| AE S ZAF DIZHE FH0] Q1SS Hots S01-M4S-AlsF 2

certificate - O§%| ID -

HhH.7|%. =31 version - verification - validation - EH2tX}-&QIX}

2114, NIST SP 800-88 Rev.22| Clear:Purge:Destroy=
HEE J|SeiLIC

Yol =F1
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CLEAR PURGE

AHE X} interface &

b

|Al laboratory =&

simple recovery 204 G| Z2+sH ghod
Oix| THALE 7t ESENESIPN PN =2

4 N\
verification - ki z4 1} stol
C3F otz MEf-QF-FHel-EHH|-OfX| AEHE HAL
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DESTROY

DESTROY
Z|4l [aboratory =&
OfA| At 27+

hard copy-2&4A} O

validation - &S24

UZE-THO] 2l S E7
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0:

NIST SP 800-88 Rev.2= 20251 92l HI8iz|0f Rev.12 CHR|GHSLICE media sanitizationS MaiZl L2 $Z0j|Af
target data 22 A& 27t Bt=

EASI=F QHLRLICE

, M alZtof| 2H= program-technique-control2

rir
X
2
0
Hu
%
EI_
_o'h
!
2
0
S

14.1. M| sanitization method

media XjAI2

Clear AFE X0l HIZE|= 22 interfaceo]| Tha-H|ZlE 2712 ghof HE 7ts user-addressable 9] =2|H
&2
Purge Z| Al [aboratory technique@ £ target recoveryE A3l 27155 ZrjM o=  Zst logical-physical
=l IIs technique
Destro Z| 4l laboratory techniquel| 21& Bt0{5t11 HEOHN|E CHA| 27t OfA| oho|-T 7|
y MX| 51 &t

1

NIST Rev.2= 7ts6t AL Clear2LCt PurgeE At25I2tn AAHSHEX|OE AH| technique® media type-vendor 71&1-212t

AL Hlgl-&0l Z&=of w2t MEREHLICE cloud-virtual storageOf| A= 22| mediadl| && Mg £ gleo=z

—

cryptographic eraseZ} 7ts8t purge MEHX|Y 4= JUX|Tt 2S5 78 -key HS-2E 22| key-traceabilitye| HA| ZHS

HS3HoF gfLCt.

14.2. verificationz} validation

Verification2 A3t techniqueO| Ma& o2 Bit=X| &tQIgtL|C}

3 completion status
e error-anomaly

« media health

o TfD|El FHefeL AL EH|

o physical operation 2t& AFEf

Validation2 verification 21}, QIZtE, X0 Q&S TWU6l target data?t 23] sanitizationE|QUCHT £Q16HLE

HEELICH 7R3 CHE techniqueQ 2 CHA| 2AISHLE I 28t method2 &fefgiL|Ct.

14.3. certificate of sanitization

37 LHg

media identity vendor-model-serial-property ID-source
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https://csrc.nist.gov/pubs/sp/800/88/r2/final

data classification 0|2t 204 A AR AFEY

method-technique Clear-Purge-Destroy2} & H| technique

tool H|Z-ZHH|-version

verification completion- @& %5l - AEH

validation £91- {537} action

performer-approver O|2-ZIzH-AA|-Q|X|-MH

destination LHE ZHALS- 2| THALE -recycle-F|ZRA}-7|EF

NIST Rev.2= B E mediaZ XA full sample2 9= HE 7|2 QA2 £X| &1, =X Mo HA|=l ZRE
H|2|5HH elaborate samplingO| = Q6}X| &Lt MAEEL|CE CHAl error-anomaly-E7 21t RIZIE 2HE 9|

validationS Zr=§HL|C}.

15. st AFAS X ST E 2NX| =Lt
At - 14:31 ZH2E AlH|

YRt tenant =12 #E2l SQLE 3|91 1,000H S ARIFMELICE replicadf| = 52 tof| BHASiT, 14:3077EK2] WAL
archiveZt Q&LICE OFX|2H base backup2 M 02:00, target RPO= 152, RTO= 1202¢]L|Ct

15.1. H 152

ey - INE-ON write path X}Ehincident M incident ID-A|Zt
current state & logs-WAL-SQL-actor & hash-access restriction
271 target 14:30:59 restore point timezone-timeline

A SR g AR CHAHH QU THs Y expected-actual count

JT
ol
rz
I

isolated PITR & A=
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15.2. 2| 5

1. Y base backup} target”7tX| WAL gap2 &HQIEtL|Ct
2. B network-credential?| isolated cluster0f| S{I&tL|C}.
3. recovery targetz} timeline2 &tQIgtL|C}.

4.14:31 AH| H 3|¥ count-sample-invariantE ZAAFgHL|CE.

5. schema-role-extension-configurationS ZAFHL|CE.

6. application smoke®} outbound xtEHS &HQIBHL|LCY,

15.3. actual RPO-RTO

incident detected 14:33
last restored commit 14:30:52
target recovery point 14:30:59

application ready 16:18

actual data loss window 8 seconds from target

actual RTO 105 minutes from detection

SHE E6lE 20| ofLlL|Ct &2 El SQLe| £l tenant guard, 14 & target SELECT, row count stop rule,

production role, restore £, communicationS 7HMgrL|C.

A}zZ1 - ElE| §|210] 2}7 restorelj|A X SEH

1. restore setO| BFE0{ Xl & EE|st 5|2 22 & suppression ledger®|A 22{SL|LC}
2. production routeZ ¥7| F0f| restored DBOI|A] S{Z} subjectZ X{ALA|EL|CY.
3. search-analytics-vendor2 MY3Hc|= jobS XIEHSH7LE tombstoneS M ML CL

4. expected-actual count, ATf, retry, £ A= ZIL|CH

5. Ml 23 X|H0| 0|F backupOf| CtA| BHAE|=X| &HQIEtL|Ct.
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16. HIO|E| Holj=7| ARLR &5

HlOIE] MoHF7] ARCIQ

YC

M05-03 - HE A -HA-T7] 2A2Y 2

- RTO SE =2

1. 2E 7%

S5 Y
sy

trigger WH

2026. 01. 01
Yo ew

2026.07.15

2. olle| & Hef

[ umeyse

backup chain 2

LR

RERPO(E)

5

R/ERTO(E)

20

T}7| B LYE(%)

90

3.5k A

1. live DB

MNEE

3. search-cache

7. backup

ot ojet

HE trigger
A% ER
EEIRH)

365

[ legalhold 8=
=3 key 27
restore XA &

4% RPO(E)
2
A& RTOME)

190

2. replica

A8 &

4. analytics:dev

AEE

6. export-vendor

A8 &

o
RECOVERY_GAP

M =349 LS ALz

91

readiness / 100

£ chain-key & & RPO/RTOZt SEE SF5HA| R3ICE Mu|A HZ Holl 53 AlofS nElch

retention RPO gap
D-170 38

2026-01-01 + 3652 actual - target

1.inventory 2. retention

o
o
=)

B gate

© =50 M 37 HYEc

@ = triggerst dwizt A Shssict

@ 1o = copyel 2 Atgo| Mgtk

° base-incremental parent-Z2 WAL chain0] 28It
@ =8 iey et configurations =78 2= Ut

© 2 @0l A restore®t app smoke +#HCH
° actual RPO 12140] S 158 O|LHCH

o actual RTO 190:0| 23 1201 O|Lict.

@ 71 ¥ copy B active missingo| 57HCH,

@ backup restare S suppression HAKIS el 4 Tt

© 57 2= 00%z thy Wi 2F Selol Wt

Auzle e

GIOIE = OHE MHIATH 1908 § SRICH S 12083} X0|S TSI

@ SiE @UROPIHE @ di e

3. backup

®

10/1

RTO gap copy closed
+70&2 2/7

actual - target deleted:restricted-expired

4. restore 5. disposal 6. evidence

ESTETY 1t 3
copy sweep 2/7
live DB o— NeE
replica . MEE
search-cache E— NEE
analytics-dev aE— NEE
logs I S 25
export-vendor O N8B
backup N !5 0l

&7 JSON

“duration_day!
“age_day:

2115, 2071 ALtz 0| AH| 'EH-RPO-RTO gap= A|4tst1 RETAIN, HOLD, DELETE_NOW, RECOVERY_GAP,

RESTORE_UNPROVEN, RESTRICT_UNTIL_EXPIRY, EVIDENCE_INCOMPLETE

16.1. HIEA] &3St 87 AMLIE|L

= EI-I‘I%H_'[_'-.

= L-_oHd

trigger date

live — deleted

hold off
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AlLIZIR

4 M Mol L2t search - deleted copy sweep count

5 RPO 2= =1t actual 42 - 12 gap2t outcome

6 incremental parent 4| chain off - on dependency gk

7 ZZ 0kt 5¢l ot gt drill off = on verificationT} restore X}O|
8 I7|zAHEE evidence 35— 90 A 501 37 X0

16.2. 571 JSON 2{7|

"outcome": "RECOVERY_GAP",
"recovery": {
rpo": {"target": 15, "actual": 42, "gap": 27},

"chain_complete": true,

"restore_drill": true
}I
"failed_gates": ["actual RPO 42&0]| 15& O|LHCH. "]

JSONE HHE met AIXI0| OfL|2} sh& 8 oAFEH 7|2QIL|Ct Al Z=Zlof| A= policy version, authority, approver,

system evidence link, ticket, vendor responseE &l L|LC}.

17. 602 A 1|

Mission A - 1582 - copy map
L MH| AL 71 RIZbst7ALE 71 SR8t data class SHLHE MEHBL|CE
« canonical system 171
o XS mpd copy 371
o Al2H0| BHE export 171
o 2= vendor 174

e backup &F 271

2t |X12|] owner, subject 27| W, TTL, AfK| 9, restore A| XA 0182 E MELICE
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Mission B - 10& - retention rule

[data classl= [trigger]®E [duration] =9t HESH

[exception]O|™ [scopel?l O™ T7|E [review datel7tX| &

t
aolsict,

Z=2EM [copy list]ol [action]E A&stT [owner] 7t

Mission C - 20£ - restore drill 7| E

incident-target point

target RPO-RTO

restore set-dependency
isolated environment
data invariant 374
application smoke 374
security stop rule
suppression-re-delete

drill environment disposal

Mission D - 15& - AH|-hold =+

2 X
=

HHE 571

SE| 2| 1810 2R 27 2| 1HS 7HERLITE. 22 copy map0i| M2 CHE actionS M1, off LHEX| =75 2

-trigger-exception-owner 2 MHEHL|C}

18. A Alulj5t= AA| 1271X]
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HHE A

DB tableRt inventory search-CSV-vendor &2} copy map

replicaZ backupO|2} £2 QAMH|- 20| A Muf =2 restore point

backup job MZ20t = corruption-7|S- 2 2= 0O|&k0l restore drill

RPO-RTOE L2 =KX= & 2AM X|FH ER A ES target-actual timeline

latest incrementalZt HZ= parent-WAL =2t dependency graph

keyE backupstX| %= AS3 WAS s Zet key recovery test

PITRZ &t tableBt 216tCH0 718 cluster A|™ 2312 2X| isolated cluster-selective export
DELETE % backupg 92 restoreO{| Ao CHAF ZHS& expiry-suppression

legal holdE TH| Y7 HECZ AL He| 8 Ho|E 1Y EE scope-review-release

7| £ exit 02t 7|2 Zut S24 05¢l verification-validation

drill 84S gX| M 21Z copy MM cleanup-sanitization certificate

19. MiD E|AE - OiX| th2 MOM|2

28| 1- copy map

primary DBO||A| 3| O|H[Y S AtH|SHESLICE AFH| 2t2 S 2517| Tof| &Hele copy classE 0141 71X AM|L.

Ct-
=t

25| 2 - retention rule
A7 7122 59 =@ SEO|M B L 242 MM Q.

=

Ck-
=i

25X 3 - archive
archiveZ FZiCH= AMAO| HE 274t 0| k2 E BF ZHSIX| Z5t= 0|RE MM L.

Ck-
=i
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25| 4 - replica
read replicaZt backup2 CHAISHK| Roh= CiE Aol HE2 F 71X AMR.

Ct-
=

25| 5 - RPO-RTO

AF7115:00, OFX|2 271 7Hs3H commitO| 14:38, application readyZF 17:10QIL|CH At A|Zt 7|Z M| data gap2t

RTOE= 242t AotlL|f?

Ct-
=

25| 6 - backup evidence

manifest-checksumO| E2IHO = A H| restore drill0] 225t O|KE M| 7tX| MM|2.

C}-
=

25| 7 - PostgreSQL dump
pg_dump appdb SHAPIE cluster TH|E S mf A 4~ = WEHE F 71K MM|L.

=T
=

25 8 - PITR

r°l'

PostgreSQL PITRO| 22

Ct-
ke

=8| 9 - incremental
Z|4l incremental backup 127} =0 SR = 9= O|RE Ml 7HX| XM|L.

Ct-
=

25| 10 - backup & AHH|
backupOilA 7HE row HA| AH|7} 7|2 O{FCHL TSt 229 2Y SH|E Ul 71| 2M|L.

C}-
-

25 11 - legal hold

LBt holdol| WIZA| 7|28 HEE U] 74X 41, hold 37| $ 8 U2 3t 71K MN|2.
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23| 12 - sanitization assurance

NIST SP 800-88 Rev.2 2tH0]| A verification2} validation2| X}0O|2 M M.

=
20. 4= HAE Fehafid
YET

0fl: replica, search-cache, analytics-Al feature, logs, export-dev copy, external vendor, backup 74| 0{4
ZER|YLICE AN 2t2= Z2]2| copy mapdl| EXlsts 2E YIRS A2 giL|Ct

FEr2

0

aTH

ol

7|2t 2|0f trigger, exception, action, owner7} ZQSIL|C} 7|ZHE THR[- B ZAA| AL 7

L
fjo
0

Algh|ct.

I

YEs3

archivei= X33 HEfol Watel # S5-A 7] HE SRYUS XS 45K YBLICE archive HOIE B2 M3t

‘trigger-duration-It7| gieint =77 2o gtL|Ct

A

UPDATEZ} replicall| = FMItE|= AR, 242 22| X} A|E-cloud account-network MI{2 =21} replicaZ}
& A4El 297} eI

At A|Zof OFX|SF commit2] 1O 222 1L|Ct At 15:005F application ready 17:1077HX| RTO&= 1302 Q4L|C}.
ZZ0| RPOE AtLl AjZt 2 THE 7|EL 2 FEFSHCIH 1 AAIE A 2ol HAIRHLICY.

—

YEe6

AN =317} running server?| B E SEHS ASSHX| 26110, YEA SHEE row-invariantE &X| 25},

role-secret-extension-application smoke-RPO/RTOZ CHAl EX5HX| 2517| 2|}
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e 7

cluster-wide roleX} tablespace Mo|7} CHEXMQIL|C} ESH CH= database, configuration, extension-0S
dependency-secretE HE H|FoO 2 EQISH |}

HE 8

&5t base backupZt 2 A|EIK| 22 9l= WAL sequence?t SHAQILICE Of: postgresql.conf,
pg_hba.conf , pg_ident.conf = WALZICZ SRIE|X| tEL|CH

Yo
full parent 3t WAL-WAL summary?} 9i7Lt, manifest-Qt &35} key- &8t

= =Ztincremental parentZ} gi7LL, =R
=
|

CC
server/| gloM 22I51X| &2t 4= Ql&L|Ct

HE 10

live-IFH copy FA| X2|, backup datal| PF AtE-H2 2K, HaliZl backup Pt= schedule, 12| A

X
o
suppression-X{AfR|, expiry-XHAH| 71 7H20| Ul 7EXIQLICE X 51 A2 HE ME 7| =3 S QEE*LIEL

gEnN

L7{-reason, B &St scope, owner-approver, started_at, review_at, release condition, access restriction 7}20| 4|
ZHX|ULICE offd| & H2 HE 2HE ME Vst g12™ scheduled disposalZ A{7H&fL|CE.

e 12

verification2 At D}7| techniquel| P2 &G =X| =1 At Q2 -ZH5-media AEfZ &HQIgtL|C} validation& 1

=.
=2
2t RIHE-FH0 (el S G756l S2YE S5 L ARSI M3k 2L L

21. 2t M3 2|AE

inventory-retention

. data classOtCt SX&-27{-ownerZ} QJILCt.

. primary, replica, derived, log, export, vendor, backup2 X|=0j| 23iC}.
. subjectE Zt copydlM zt= keyZt QULCE

. HZ= 7=10] trigger-duration-exception-action-ownerZt QILC}.

. archive?| HZ2-HE-1}7| 20| WL
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. legal holdOf| scope-review-release?} RJL}.

backup-restore

«  RPOSIRTOS Y7 o= SR
. targetd} latest drill actual2 £2|3HC}
. backup copy-credential-failure domain2| S&ld=2 AESICEH
. encryption key-configuration-extension= 31 7|20 Q/C}.

. full-incremental-WAL dependency graphZ} @/C}.

. manifest-checksum2 AX| restoreE & £3HSH}.
. A2| $tA0| A data invariant-app smoke-E9t stop rule€ ZASSHCL
. drill t4 & 17 |stn 3HE EH2ICh

deletion-evidence

. AMH| 39| identity-scope-exceptionS EHQISHC}

. copy# expected-actual-failure-retryE 7| =23t}

. backup beyond-use-expiry scheduleg 7|23IC}.

. restore & suppression- ALK gateZt QULCH.

. 710l { 7HRI™EE S QoA SH[sHA| Z=LF.

. media It7| method-technique-tool versiong 7|=gtC}.
. verificationZ} validation2 &2|&tC}.

. operator®} approver?| 22l0| £2|z|0{ QIC}.

PostgreSQL 18
e Backup and Restore
e« SQL Dump
e File System Level Backup
« Continuous Archiving and Point-in-Time Recovery
e pg_basebackup

o pg_verifybackup
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https://www.postgresql.org/docs/current/backup.html
https://www.postgresql.org/docs/current/backup-dump.html
https://www.postgresql.org/docs/current/backup-file.html
https://www.postgresql.org/docs/current/continuous-archiving.html
https://www.postgresql.org/docs/current/app-pgbasebackup.html
https://www.postgresql.org/docs/current/app-pgverifybackup.html

e pg _combinebackup
e pg_dump

e pg_restore

23 Hok XAl Tt

o NIST Recovery Point Objective glossary

o NIST Recovery Time Objective glossary

e NIST SP 800-34 Rev.1 Contingency Planning Guide

o NIST SP 800-88 Rev.2 Guidelines for Media Sanitization
o NIST SP 800-88 Rev.2 official PDF

o CISA #StopRansomware Guide

I H=.5}7|

o CHSHOIZ JHOIHE HSH X21x

o
=]

o JHRINE HSH AHH H16X - 37PN EME

o MAHEESQRS| THRIYE HMa[UE 2HX|F 2025.4
o EU GDPR official text - Article 5 storage limitation

o |CO Storage limitation guidance

e [CO Right to erasure guidance

A 7|=L: 2026-07-15. PostgreSQL current EA= X2 =91 18 H|Y
2025 9g! x| BEE

AHEE NSSHA| &Lt
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O[0q Rev.1S CHAIRILICE CHetel= 2 37@%@2&51
A= At2E 2 |2 of|A|0|H &t= MEC| TiX| 2717} OFELICE O] = 7|&-Z2 M4 85 X
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https://www.postgresql.org/docs/current/app-pgcombinebackup.html
https://www.postgresql.org/docs/current/app-pgdump.html
https://www.postgresql.org/docs/current/app-pgrestore.html
https://csrc.nist.gov/glossary/term/recovery_point_objective
https://csrc.nist.gov/glossary/term/Recovery_Time_Objective
https://csrc.nist.gov/pubs/sp/800/34/r1/final
https://csrc.nist.gov/pubs/sp/800/88/r2/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r2.pdf
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.law.go.kr/%EB%B2%95%EB%A0%B9/%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3%B4%EB%B3%B4%ED%98%B8%EB%B2%95/%EC%A0%9C21%EC%A1%B0
https://www.law.go.kr/%EB%B2%95%EB%A0%B9/%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3%B4%EB%B3%B4%ED%98%B8%EB%B2%95%EC%8B%9C%ED%96%89%EB%A0%B9/%EC%A0%9C16%EC%A1%B0
https://www.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS217&mCode=D010030000&nttId=11134
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/individual-rights/right-to-erasure/

