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A2XL outcome =

UI input / state =

HTTP method / path / body =
server validation =

SQL / transaction =

DB row =

response status / body =
CtA| HOle 1M =

failure evidence =
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1.2. O]t slice?| actor®} outcome

actor:

action: ISk

outcome: i &o| = A =0 LiEfE
success evidence:
POST /api/observations = 201
response.data.summary = trimE
GET /api/observations meta.count &7}
SQLite row &7t
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01 BROWSER 02 HTTP
category + summary /api/observations
\ Y, \ Y,
' N\ ' N\
08 VISIBLE 07 CLIENT STATE
2t 43 + 3A new row first
\ J \ J
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03 SERVER 04 REPOSITORY - DB
4 A5 ——3 | INSERT (2,2,?)
Al-Z10|-allowlist transaction + CHECK
_ J
4 N\ 4 N\
06 RESPONSE 05 DATABASE RESULT
Location + data id + created_at
g J . J
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3.1. Request-to-row

form value

- JSON.stringify

HTTP request bytes
JSON parse

server validation
normalized value
DB-API bound value
SQLite row

2t siAtE = EHO0| HH = X|FQLICE Mo £2 = requestOlM category , DBOIME category 7} EILICE §H9|

Al2A label2 XESHK| @410 stable code USABILITY £ XZAFSHL|CE.

3.2. Row-to-view

SQLite row: created_at

- Python dict: createdAt

- JSON text
browser object
client state.observations
DOM textContent

Aol H= ER-29%-7|18 HE

DBQ| snake_case 2t JSON2| camelCase 7t CtE2H &t &I S 5 220f| SL|Ct &0 M= repository2]

_serialize() 7} O] MQIS JtEILICY,

trace key 0f
DB observations.id = 3
response data.id = 3
header Location: /api/observations/3
ul 715 #3
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trace key Of|

Aol 22 & 7t2|7{of gLict

EH2 YRS 055183 B4 015-20|-2F /0| HS5/0! o HLIC,

Ul A2k API 7|2} DB |2}
AR EE 28 ZAE KL= 2Y HNEEE= 28
25 Me - AE ok category - summary category - summary
required POST application/json = NOT NULL
5Xt 0|4 - 80X} O[5} 201400 - 415 - 422 IN (..) - length 5..80
N E- -2 28 stable error.code + fields trim - created_at - index
A2d AE2 He| M| AE2 ME| FA| constraints OFX|2H dhofM

ALIGNMENT CHECK
Ol A 7#=l0] HH ™ M| H|2F2t E|AES 8| Y AIghL|ct.
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4.1. Field alignment table

e E= select#category category string category TEXT 37} stable code allowlist

2 ok textarea#summary summary string summary TEXT trim 5| 5~80X}

MM HS 22 J|2 #n data.id number id INTEGER PK server-DB A, client @12 2X|
M A2 AR Rt createdAt 1SO string created_at TEXT server MM, client 218 2X|

DBOl A=El response?t
response0| RUAX|2t UIZt
gt xo| 0|Z20| HHH OfE test7t

stable code: USABILITY
display label: Al2M

olr

Al 27= HHE = AKX 2 stable code= 7|oF HE §10| HEPX| 4ELICE BH=0 labelS DB key= MY

# o1 piof- 2
£X0| data migration@ 2 HZEIL|C}
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5. POST 232 4 FolZ|= gi5LCt

POST 232 U dojz|e}t Ct HAIZ i&L|ct

SR} e JSONS 2A| 21, ZA0IM BAIRE 22 o|n|atx] ChA| Eelgict

REQUEST SERVER BOUNDARY

POST /api/observations HTTP/1.1 1 ZHE2-WMEI} a7}

Content-Type: application/json 2 JSON &Alat UTF-8217t

Content-Length: 96

3 220| 4KB 0|5}el7}

84 Zolt 2t

S
13}
In

"category" : "USABILITY"

"summary" : "N& 2= AEf . 5 YR allowlistol] £31=7t

Ul2| required &4 , ME| ZA AL|c.

T2l 4. method-path-headers-bodyE &E2|all 912 T, server= ZZ258E YT allowlist7HX| =AMCHE ASEL|CH
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REQUEST
POST /api/observations HTTP/1l.1

Content-Type: application/json
96

Content-Length:

: "USABILITY"
AefS solgh

"category"
"M 2R Y

"summary" :
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SERVER BOUNDARY

1 BR-HMEI} =L

2 JSON @Al UTF-8217}

3 E20| 4KB 0|5217}

S
[k

n
02
1=
N
)
N
p ]
rirF
N

5 A2 allowlisto]] £5=7}

] _AH{ Zi=O iZ7jlol
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5.1. Method®} path

POST /api/observations

POST &= OftH H|2F0l|A| Af resource MM O|=E SE§tL|CE CHE Z=0| POST o}H 404 , 22
405 2} Allow: GET, POST £ Sz{ZELICL

oX

20| DELETE 5™

5.2. Headers

header o|tH 7= Algj
Content-Type application/json 415 UNSUPPORTED_MEDIA_TYPE
Content-Length ZX{5t1 0~4096 byte 411, 400, 413

22 37| Mgt2 JSON parse Hoj| RISL|CL 2 bodyE HX ®& 2410 LA HESHH memory2t M| A[ZHS 0|0
A

"category": "USABILITY",

"summary": "XE t2 MEHE 2

5|18 o= Y5 FHYLICE role, id, createdAt #2 & 4 Ql= HEE ZE3| FAISH| 41 422
= =
— =

E
UNKNOWN_FIELD 2 HEgILICE clientZ} server AR ZEZE F2I5}

m

B
It

30 tol 2
HERK LR =20 M requestE £ O URLZ} JSONEF HX| 211 method-Content-Type-status-response

error codeZtX| st £E2 7|=2§tL|Ct.
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METHOD - PATH

= =

£ # Hol Mgt
F

20 X2 API M= HHERLICE SEl-body-2HAMX| RL0{0F AZE 4~ AFLICE

GET /api/observations

2 =5 o 20A

POST /api/observations

EEERT

e
0x

e

GET /api/observations/{id}

]|

o

x-lxl 741} (=52

< sadd

2xx - Z3p HY

T2l 5. endpoint A2F2 path S50 OfL|2} M3 body- A1l code-2¥HAIS AH|XI2} &

200 data[] + count

201  data + Location

200 data object

4xx - LAl 7
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500 generic error

400 JSON - 413 size
415 type - 422 value

404 NOT_FOUND

5xx - AjH{ ZA}

= oy

newest first

no-store

unknown field 2X|

trim & M%&
Y id

stable error code

error.code - £7| 7|

JL|Ct

o
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METHOD - PATH

ET ; i
G /api/observations 200 data[] + count

52 22 20} 2071

- —J1 7

POST /api/observations
/api/ 201 data + Location

=

—

oo

=R FaReS

e

GET /api/observations/{id} 200  data object

XEH ZA oHA B0

/. L—

2xx - Ep MY 4xx - e8-7of +F
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500 generic error

400 JSON - 413 size
415 type - 422 value

404 NOT_FOUND

5xx - A{H A}
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newest first

no-store

unknown field 2X|

trim & X%t

H=id

stable error code

error.code - £7| 7|=
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6.1. Endpoint inventory

GET /api/health local server 4= &0l
GET /api/observations E|2 2tE E|Cf 20
POST /api/observations 2 Y

GET /api/observations/{id} MM At chA 2ol

6.2. Stable error envelope

"error": {
"code":
"message":
"fields": {

"summary": 2 HNelet 5Xt o4 AFML."

code ZZMO0| 275t oY AlHEX}
message AHO| Hi= HA| MY
fields 1 2|X[0] focus-RF HEA|

200 {"ok":true}

200 datal] + meta.count

201 data + Location

Z=HMO0| t=0] message EAIE S H| w5t SHA| gEELICE 27 82t 0] client logicS MER 4

A7| 2 LICE.

6.3. Status ownership
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22 30| HOIE 248 HFts A} ofojo g Anj ULt

LAYER 1- BROWSER
= =
S m| =
required - minlength - max
LAYER 2 - SERVER
M= ZA

JSON - size - type - allo

LAYER 3 - DATABASE
[ =] x| =
CEREE

NOT NULL - CHECK - transaction

rlo
N
O]
=l
2
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LAYER 1 - BROWSER
E —
b2 | =4l

required - minlength - max

LAYER 2 - SERVER
ME| 3A

JSON - size - type - allof”

LAYER 3 - DATAB.

=0/ x| =
T?Eé;l Elo‘

O :iex A3 283 4 Y002 My HSS MK FhLC
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~
ASE
ﬂ NOT NULL - CHECK - transaction
J
J
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7.1. Browser validation

<textarea minlength="5" maxlength="80" required></textarea>

IR Y2 Mo ALE DX|EE F= AULICH YR} =72, 2T HTTP client, & El JavaScript2 3|8
|t

Q

9'|_l

rlo

C >

7.2. Server validation

if not isinstance(category, str) or category not in CATEGORIES:

fields["category"] = "Holizl 273 IE F SHLIE MEiSIHR."

normalized_summary = summary.strip()

if len(normalized_summary) < 5:

fields["summary"] = "% ZusS FNeletm 5K ofx M.

OWASP Input Validation Cheat Sheet= 2|50l M
ASstn, 22 1™ Esh2 allowlist2 EISIEE

8l= 7|Z0|0{0F gL ct.

2 22 7HsSt 0|2 A= syntactic:semantic £&22

TH|C} client-side ZS2 UXE0|1 server-side AS2 2358 &

rﬂ M

7.3. Database constraint

server bug, test fixture, maintenance scriptd{@ APIE HXIX| &= M7 MU 4 QI&LICE DBE NOT NULL =}
CHECK 2 Z|4 2ZAHYS CHA| @41 &fL|CE

7.4. Normalize 5| validate

OftH |2 ot SHE MHst 442 7|E22 Z0|E HMLICh

ZE7| 6%t

normalized: "Z=" - AF| 2%t
result: 422 VALIDATION_FAILED

2l=g S0} 5t domain0|2HH normalize 0| ZtEFEILICE XHS trimO| 8H4F § 242 OHZILICE Of BHE Q0

Afol Mt SolE ZFHLIC.

e
0|>

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-01 - 28/74



8. Server AAl= =AMCZE &3] ZL|C}
Request handlert= “JSONS 210} DBOY| ‘3= 3147} OREILICE ZF AITHE Tf 2313t 2| T RITHaHs 27} LIk

path-method routing
Content-Type

Content-Length Zx{-&%-4KB O|st
UTF-8 decode-JSON parse
object 0{&-unknown field
type-allowlist-trim-length
repository &

DB integrity error mapping

AL
20
3.
4.
5.
6.
7/
8.
9.

generic internal error mapping
10. response serialization

8.1. ZA7L HMx{el o] 7

body size body read-JSON parse 22235t memory-CPU AH]|
JSON object field access Ol Ak5HX| 526t list-scalar 2]
unknown field model-DB & mass assignment-contract drift
allowlist A2 =25 ZXE| option 2k

validation transaction ARl data2 DB MR

8.2. 27 2t} server log 22|

AE Xt responsedi|= stack trace, filesystem path, SQL textE ‘2X| t&L|Ct

response: INTERNAL_ERROR + gt 23
server log: exception trace + request method/path

=2Xl: raw body-7HQlEE -secret XA logging

0|t AM&L §H datalt A1 request bodyS logstX| &&LICEH
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9. SQL 1 x2} Z}2 Placeholder2 £2|&tL|C}

SQL X} US ClE EEE HUML|LC}

placeholder= 242 SQL 2o 2 s{AM5HX| 41 O|0|E 2 ZASH5HA §hlCt

SAFE - PARAMETERIZED

SQL STRUCTURE BOUND VALUES SQLITE DRIVER
INSERT INTO observations (category, summary, —P | 2 3x 0N

VALUES (2, 2, ?) created_at) U2 Pe=nt 2

DANGER - STRING ASSEMBLY
sgql = "... VALUES ('" + summary + "')" Zko| 243t Mof o|=51X] 22 SQLO| E £ U2

U ABUCZ 0| 2 hAISHR| FELICE #2| = XHHE Z2IFILIC

. @21 257 parameterized query's M2 CHHIBHX] 4&LICE SHL= 518 |0, CI2 SiLts SQL 7t Zte

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-01-30/74



SAFE - PARAMETERIZED

SQL STRUCTURE BOUND VALUES

INSERT INTO observations (category,

VALUES (2, ?, ?)

4

created at)

DANGER - STRING ASSEMBLY

" e o o VALUES ( tn + sumary + mnia ) 1]

2 A2 0O 2H|Z CthAlsHA| gF5LICE. #H2l #2& XIS Sl C.
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summary, _>

SQLITE DRIVER

=
2% 7= 1%
A2 U2 =0 Zet

40| EHat 40] 2|=51X| 22 SQLo| & - AS

LS 11—
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connection.execute(

INSERT INTO observations (category, summary, created_at)
VALUES (?, ?, ?)

(category, summary, created_at),

Python sqlite3 34 A= SQL 2XtE0| £t =& 'EX 211 placeholderZ parameterE bindingst=%=
OFL{EIL|CE. OWASP SQL Injection Prevention Cheat Sheet™ prepared statement2} parameterized queryE 7|2
2HO{E SLI|Ct

# SiX| ek&U T

sql = "INSERT ... VALUES ('" + summary + "')"

22401 SQL 21t 22 EAHE 2t ARILICE quoteE +F escapedt= Y4k contextt driver #AIS

9.3. Placeholder7} | Z5}X| &%= 2

categoryZ} &2 allowlist0f| £3t=X|

o summary?} 5~80X}QIX|
o SIXY actor7t X7 H5H0| QEX|
o table-column 0|28 SXOZ {2 £|=X|

o XZ0| A outcome0f 2ZH=X|

Zt binding2 SQL injection I&l2 £0|X|2F |2 validationZ} authorizationg CHAISHER] &&L|Ct

B
ok

30= il 3

“summary £ placeholder2 220 210

oy
ol
o
0%
Ju
o
H1
mn
[2%)
~J
4n
oz
2
N
o
_o'h
rir
A
Ao
o
J\l
N
il
if}3
r
o
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10. Transactiona} Connection $

x-lII-O |=

ATOMIC WRITE UNIT

HrA |7 L} SHLEE HX

transaction2 012 DB 2% & stLte| & 3-Aulf the|2 |&LICH

STATEMENT

BEGIN )
INSERT row

7| A=

SUCCESS EVIDENCE
201-id - 2217 - DB row 174

gzotof

P

+Y2 CHELICE

giLict

YES commiT
row 2¢|

ROLLBACK
row 0Z1 8X|

| NO - exception

FAILURE EVIDENCE
422 - stable code - DB row 074

121 8. transaction® data H45}9| X4 &, connection closing resource =S AMAIZXIL|C}

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP
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ATOMIC WRITE UNIT

STATEMENT
INSERT row

SUCCESS EVIDENCE
201-id-=2£ 174 - DBrow 174
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YES COMMIT

— row H¢l

NO - exception ROLLBACK

row 074 8X|

FAILURE EVIDENCE
422 - stable code - DB row 071
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10.1. = 719

LB

from contextlib import closing

#
#

with closing(connect(db_path)) as connection:

with connection:

connection.execute(...)
). fetchone()

cursor

row connection.execute(...

Z0|M connection.close()

43 commit, exception rollback

Python sqlite3.Connection 2| context manager= pending transaction commit L= roIIbacko}XIE‘f

connections EX| gEL|LE J2HM 252 closing()

10.2. 21Xt =7

) I} with connection 2 X &

fast 2E 201
summary 2Xt 422
DB constraint Af 422
unexpected exception 500

10.3. SQLite SA|AM H¢]

O
=

X2k o= 29 Fat 7S tiilstA|

S MVPO]| A gtshL|C

g
et =2

SQLite= local-single-process

o
T AR

architecture Z™QIL|C}

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

141 57t commit
H3l ol transaction A|Zf H XpCH
Hat s rollback
partial row gi2 rollback + Z=A}

8t AI™of| writer= O[22 busy_timeout = 3000 2
SA| 7|, 012 application instance, 2%t #st2 C}2
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11. Schema& OHX|Y} RZ2Y 742 = HL|Ct

Schema+ O|0|E{7} X|7{O} & O}x|at A|klL|C}

ME{ H{OLE CHE 27| Z27t HAZ E|0|S A2 22 REdS Q7 ELICL

. REJECTED AT DB
observations

category = "OTHER"

COLUMN TYPE INTEGRITY RULE CHECK allowlist AT}
id INTEGER PRIMARY KEY
summary = "H3"

NOT NULL - typeof text CHECK length &1z
category TEXT

IN (USABILITY, PERFORMANCE, CONTENT)

NOT NULL - trim x| summary = " 3 "
summary TEXT

length 5..80 CHECK trim ATj
created_at TEXT NOT NULL - ISO 2X}€ %[4 20| (

PASS CONDITION

i - £|A 207 =3
INDEX created_at DESC, id DESC - |41 207 =3] row?7} 20| BE H|oF E7}

21 9. row?} MA|Z2 EXHSHH= AR

]
ﬁ
b
o
o

= DB constraintE E13ICH= SHYLICH
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observations

COLUMN TYPE INTEGRITY RULE

id INTEGER PRIMARY KEY

NOT NULL - typeof text

category TEXT

IN (USABILITY, PERFORMAN

NOT NULL - trim x|
summary TEXT

length 5..80
created_at TEXT NOT NULL - ISO EX1g Z[A

INDEX created_at DESC, id DESC - |4l 2074 =3]
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REJECTED AT DB

~ \
category = "OTHER"
CHECK allowlist A!zj
\_ J
~ \
summary = "®2"
CHECK length Aluf
ICE, CONTENT) ) )
-~ N\
summary = " & "
CHECK trim Alxj
\_ J
20| ( A
PASS CONDITION
row?} £0|9 B E F|ek Eq}
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CREATE TABLE IF NOT EXISTS observations (
id INTEGER PRIMARY KEY,
category TEXT NOT NULL
CHECK (typeof(category) = 'text')
CHECK (category IN ('USABILITY',
summary TEXT NOT NULL

CHECK (typeof(summary) = 'text')

CHECK (summary =

CHECK (length(summary) BETWEEN 5 AND 80),
created_at TEXT NOT NULL

CHECK (typeof(created_at) = 'text')

CHECK (length(created_at) >= 20)

trim(summary))

);

11.1. Z} constrainte] & &

constraint

' PERFORMANCE ',

"CONTENT')),

PRIMARY KEY

NOT NULL
typeof(...)="text'
IN (...)
summary

= trim(summary)

length BETWEEN 5 AND 80

11.2. Index= query®} HH| A A|Et|C}

CREATE INDEX idx_observations_newest

ON observations(created_at DESC, id DESC);

e (UPNEIES
SQLite S typeQ = 0f|AF 8F ZF K&

server allowlist 8t category

Mg 7|lEx

3]

Al 7|1E 2€X|

MM
THT

L% B7ILE 2 20

22 query2| ORDER BY created_at DESC,

Xto|= 2| §1X|2t query contract®} index 2|EE &

11.3. Schema’} &5t &2

id DESC LIMIT ? ot &
SHH Q1= 22 HH%LIEr.

created_at 2 TEXTZ M50 =4 Zo|Tt 2olsto 2 2kFSH SO 8601 2|0|7HX| DBt AS5HK|= LELILCE.

serverZf UTC ISO stringS A5t test7 HAIS SOl

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP
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limitdi| 7|SgfL|Ct.

12. ResponseE Row?} 2} A}0|9]

438 response= XNEE rowE JO|E ZYot= F|A EHQULICE

HTTP/1.1 201 Created
Content-Type:

application/json; charset=utf-8

Location: /api/observations/3

Cache-Control: no-store

"data": {

"id": 3,

"category": "USABILITY",
"ME o2 AEE

''2026-07-16T02:09:10.1232"

"summary":

"createdAt":

12.1. & input@t E|S2|X| ot=7

server?} DB7} Bt= id ,

client7} 9| id-A|Z+S oHE™ 5t DB7F ZEEIL|C

12.2. Security headers

AlA server= B E responsed]| CH2E F71sHL|Ct

header

createdAt , trimE summary £ client7} ZOLOF AX| XMZ Z0tE FAIE

Aefez ghELIL

Content-Security-Policy

X-Content-Type-Options: nosniff

no-referrer

Referrer—Policy:

Cross—-0rigin-Opener—-Policy: same-origin

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

referrer T 21K

browsing context 22|
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0| headers?} production hardening MX|E 2|0|5HX|= &&LIC} TLS, authentication, CSRF, rate limit, secure

cookies= XH non-goalL|Ct.

13. Fetch= Network &3} HTTP M&32 &8 |C}

MDN Fetch 2AM2| SHAl 2 494 Lt 422 £ fetch() Promise XF&|= resolve® 4= QICH= MQIL|CE HIEA|

response.ok £ &QIEtLICY,

async function fetchJson(url, options = {}) {
const response = await fetch(url, options);

const payload = await response.json().catch(() => ({}));

if (!response.ok) {

const error = new Error(payload.error?.message || "HTTP ${response.status}’);

error.code = payload.error?.code || "HTTP_ERROR";
error.fields = payload.error?.fields || {};
throw error;

b

return payload;

ol tol
network-browser A1Ij server JHZ!, 914 75 fetch XFA| reject
HTTP application AIj 400 , 415, 422, 500 response resolve £ ok=false

13.2. JSON parse &l x{z2|

response.json() = AIjgh & QJELICE &2 bodyZt H|7Lt JSONO| OF il Bl objectZ CHA|SH F status 7|2t

Uit @22 OkEL|CE production®|l A= content typeD} error observabilityS & 4Z45| AA|§hL|C}.

13.3. Same-origin@ & A|ZHEtL|C}t

ulet APIE

S 127.0.0.1:4173 O™ H23H A slice0f| M CORSE H|QIEHL|CL CORS MH S HIR7| Foj| 2EQsH
origin 22| 8

2HEX| ELICt

Z

=
=
=
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0x

200 - count=0

LOADING

b SLI7L ofL| 2} AlEfE 2|

HHD, RE = F200|M ABRI|A TS &S

S8 20f FLIC

EMPTY

5 7| £} ot

aria-busy=true

200 - count> 0

A 22 A

READY

network - non-2xx

ERROR

101 TYA| = OHY

Atei7} o2 £

o=

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

2 H|Z, A2I5t loading, 0|

a0 =
: &l 9—}':';,

Ef2} MM Subflow= AA|E|C}

SELIN

CREATE SUBFLOW

SUBMITTING

button disabled - X% &

\

201 - SUCCESS

M row prepend - t&

- form reset

*

4xx/5xx - ERROR

22 RX| - message - focus

cromi 2el Z xjjZ2a], 4l 518, Alatxl @271 ML ct.

=
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200 - count=0
EMPTY

3 7|2 %7} ot

LOADING X

aria-busy=true

p
READY
200 - count >0 Z|Al 22 2
\\
4
network - non-2xx
ERROR

2I0I- R A| = QLY
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CREATE SUBFLOW

SUBMITTING

button disabled - M&t =
*

201 - SUCCESS

M row prepend - 2t= 22l - form reset

— \

4xx/5xx - ERROR

el X| - message - focus
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loading & X3| AIE 249 B4, aria-busy=true 200 E= RF

empty 200 + 0 N 715 FIt ety MM 4Z- xS
ready 200 + 174 of A E2 =55 MY TES 2T
error network EE= non-2xx flel 21 THA|E-server 22

AMH| code= empty S "k string22 NZESHA| 21 ready + length===0 Of|A] ICEL|Ct 7HE AE{Q} 718 EHO|

MIEA] 112 IR SIXIH BFY T2 Hasiof BLict

14.2. MM AMEl

idle - submitting - success - idle

v error - idle

submitting SS9t buttonS disabledZ 3lf accidental double clickS ZQIL|C}. 0]Zd2t2 2 idempotencyE HESIX|=

OF&LICE network retry@t 2 23S 2Y0|M CtE2{™ idempotency keyL} unique business key7} ZQ8tL|C}.

4S5t formS resetSHX|2E HilistH AFX7t =5t gfE RAIRLICE error. fields 2| A field2 focusE 0| S3H
x4
o

15. S A4S Text= HEHL|CE

M7t A5et EAEE HTMLZ 238 Ol R = QIELICE 2HE QOF2 text2 HAIRLICE

fragment.querySelector(".summary").textContent = observation.summary;
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15.1. innerHTML & MX| o= 0|8

// Ol HE0|M SX

element.innerHTML = observation.summary;

AR} H|O] 2£0] HTML parser2 S0{7HH markup} script context /20| ZLICE textContent & EAIES text
nodeZ F|Z¢L|CE. OWASPE user-controlled dataZS £& context0f| 2tA| encodingst== QtLiEHL|CY.

15.2. Safe rendering audit

Al ZEAL scripts CHS S XIS &HolshL|Ct

textContent present

innerHTML absent

response.ok check present
Content-Security-Policy present
runtime URLZ loopback-only

15.3. M2 7Hs e Ay g

<div id="notice" role="status" aria-live="polite'"></div>

St MO HHEX| 210 text message®t live region2 &7H| AFERILICE loading =50= aria-busy £ SLICK
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QRE OHX|2e 2 Eafet FA MM &3 ZLICt

AL 417t ZHOFEILICE.

rs
m
0
i
=
o
b
i
o
Sy
o
3
_|TT_
0jo
o2
o
10
u
o
T
(=}
B

24 E S el 57 CHs 8s

Hatex required - offline - JS exception console - request A|Z} 018 IE]

HTTP 404 - 405 - 415 - 413 method - URL - headers - size Aokl St 2F 7
My H= 422 + VALIDATION_FAILED error.code - error.fields AR} ZEUI 7 2
H|O|E{tjo| A constraint - lock - transaction row count - schema - server log SIXHd &0l - 2ol H|IA
ek 2xxQlH| 25 0|4 response body - client state - DOM data—view mapping %8

status@t HX| 2t 7 stable code®} DB &i3} 0{51 & shi| 7| 23tL|C}.

2111, status@t messageZt HX| 211 requestZt O{C|7HX| E2}3i=X], DB row?} HH Y =X|E A SLIC}.

A
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Hol2X required - offline - JS exception console

HTTP 404 - 405 - 415 - 413 method
MH 43 422 + VALIDATION_FAILED error.co
¢|o|E{Hjo| A constraint - lock - transaction row cot
SE-dg 2xxQlHl| == O]l respons
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- request A& {8

- URL - headers - size

de - error.fields

Int - schema - server log

e body - client state - DOM

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

data—view mapping =X
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Given: reset & &4 seed 27, server 127.0.0.1:4173

When: category=0THERZ POST /api/observations

Then: 422 VALIDATION_FAILED, category field error, DB count 3} ¢iS
Last passed boundary: JSON parse

Failed boundary: server semantic validation

Next action: client optionzt API allowlist CHZE

16.2. “X& ot E"S

il

sl =A

1. 222X requestZ} AIRHETt

2. method-URL-Content-TypeO| A|2fa} Zt27}
3. status®} error.code £ 2217t

4. response bodyO|| 44 id 7t =7t

5. EHA GETO|M 22 id 7t EOl=7t

6. 22 GET countZ} 5%1=7t

7. client state0f| row7} S0{%t=7}

8. DOMO]| text2 =7}

16.3. Generic 5002] st#|

AEXA M U LFE 571 Aot 2LXL QIS R2= A2 CHELICE 0]t local MVPE console log2t

AEEHLICE 20| M= correlation ID, structured log, metric, trace, alert owner7t ZQ§tL|Ct.
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ek VALIDATION DB API FRONTEND BROWSER
FEseEd NME [ J [ J [ (0] [}
2 4= gl category HE [ [ [ J (o] (o]
AISHH row 074 o [ J [ J (0] (0]
loading-empty-error EA| o o o { ] [ )
MNEFHSEHE HEA o [ J [} o [}

@ o=z =z (O otz sl 28 57 A& 18 tests + 13 audit + HTTP probe

0312, & ZR2| test?t BOIME 52 SYSHA| RefLILE 22 AdS M= THE 2EFHIM 2helgh|ct

o —
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TRACE MATRIX

A2k VALIDATION
saEot 2E 1A NME ®
oF 4 9l= category X ®
AMIisHH row 0A (@)
loading-empty-error EA| @)
MRl =8 AR E 53 O

@ o =x 3z (O otz 39 21 57
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DB API FRONTEND BROWSER

o ® @) o
o ® @) O
® ® ®) O
O O ® o
® ® ® ®

A4 18 tests + 13 audit + HTTP probe
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17.1. 52| X 571

validation unit 4 trim, allowlist, short text, unknown field
database 4 create/list, constraint, rollback, 20 limit
APl integration 7 health, 201, 400, 413, 415, 422, 404-405
frontend contract 3 four states, safe DOM, native constraints
gl 18 Python 3.12-3.14 25 PASS

17.2. 1= Z A 1374

required files

safe DOM

fetch response.ok
parameterized INSERT
transaction context
connection close
server validation
4KB body limit
security headers

DB constraints

local default

no external runtime URL

synthetic boundary

17.3. HTTP contract probe

AlH| ephemeral port serverE A|ZH5110 CH2E 14 ASisHL|CE

health 200

empty list count @
invalid category 422
valid create 201

list count 1
item GET 200
result PASS

unit test?} 4 =12, APl integrationO| HTTP ZH|E, probeZt ALKt 220 717t 7|2F2 &5t |CY,
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[

18. Reset= ¢l 7tsst S+ FX|IE DhSL|CE

=Oo
—

T2 2 MVPLE oA

=
x7|st= ut AMH|ZL OtL|2t schema-fixture- S S

r|n

22 gudo= goigUL

ekt Ted ERFLICE

1-STOP

M| SX|

N

2 - REMOVE 3 - CREATE
DB-wal-shm schema Mg

RESET PROMISE
Z2 27l seed

Z2 schema - Z2 test

4 - SEED
A

Ol

I
0.

+d row 27H

N

6 - START

127.0.0.1

5 - VERIFY

test-audit

2113, reset M2 THA0| ARRIE

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

iCHs 50| OfL|2t 22

M| 29 cllolE{o= of AH| EAHE Hci HE51x| ELICh

schema®} seed, Z5 212 SORICH= S=SQIL|CE
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1-STOP

M| S|

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

2 - REMOVE

DB-wal-shm

N\

6 - START

127.0.0.1
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3 - CREATE

schema M &

4 - SEED

€M row 27§

5 - VERIFY

test-audit

MO08-01 -59/74

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP



18.1. Exact reset

cd gibalja-fullstack-mvp-practice/app

python3 scripts/reset_db.py

7||:|-| 7=E=I

RESET PASS: .../var/observations.db
SYNTHETIC ROWS: 2

18.2. ResetO| 5= &

. observations.db AHH|

. observations.db-wal AtH|
. observations.db-shm Atx|
. schema.sql HEg

. I8 Azl &4 row 274

. 22 count 2 &9l

mO

server/} ot

18.3. Resetd} migration2 L 2&tL|C}

—wal, —shm sidecarZ7}X| Z2 DB AE{o|| £5H|C}

migration

local g4 dataZ 2|1 MAA

F

Jon
i)

‘test2

deterministic seed

AIH| datadfl g 2K

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

HZES}0of & datag M schemaZ O|S

-3 environmentE

forward-rollback-backup #|&

owner-change window &
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19. 2tAM S}MHOj|A| EvidenceES

YEONCORE LEARNING LAB

#E HE

SELICt

Y HiofE Hg

o PIHYE YR

=5 e v
s
29 0/80
Ofl: M ehe MEf7EE dEstE FAEL P
=
2az
V7
HOVEHL MR T2 HHE Y2sE| o2

71% #2

W SRM CIE gSS R F

=g

78 16Y 28 02:09

SEE MYE 7 810 B2 LIERH=R] SeIghCh

78 162 2 0%:02

o FAELICHL

2 X3
A8 78 16Y 27 09:01
NE HES| gtE HEl7} o MY FASLICL
HET
T2 15. Playwright2 A% “POST' 2 Alsist Z|% SHMQIL|CE 201 S, " #&H #3°, 37 count, &2 Yzlo| 22
HE 72|,

19.1. SIHOIA EHOJ= A%

2 data badge A HE 4™ ZX
22 select 371 label

0/80 U 20|

Xz etz ot MM id=3

|2 2tk 3A seed 2 + MM 1
SERES trime 2°f

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

AGENTS.md boundary

stable code allowlist

browser + server + DB rule

response.data.id

list meta.count

DB row—JSON—textContent
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19.2. Browser validation Z1}

viewport

horizontal overflow console error request failure

desktop 1440x1000 201

mobile 390x844 201

BSY0lM HHO| 8 B2 HH|O{ = format list7t ZX|X

19.3. 0] 3tHO| ZU5IX| k= A

CHE AFEAte| SA| ¢

o authentication-authorization

« production traffica} Ztoff 232

o backup-retention-privacy compliance

Z2 evidence packet2 PASSH OtL|2} &

20. A= Evidence PacketS

MM et2 S eyidence/ Oll= 0441 mH

0l-reset.txt

02-tests.txt

03-audit.txt

@4-contract-probe. json

05-database-snapshot.json

06-versions.txt

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

0 0 0
0 0 0
Ze 7152 saEc

H HELIct

Ol A I I.
sieLIC
22 g4 AlspE 271

187l behavior-boundary test PASS

137 source-safety gate PASS

AT HTTP 2= PASS

schema®t S4%l row

Python-SQLite &/l version
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20.1. Evidence2| M| &M

traceable: O claimzt HAE|E=7t

reproducible: exact command?t working directory?Zt U&7t

bounded: £ X 2pA=7t

python3 scripts/reset_db.py

python3 -m unittest discover -s tests -v
python3 scripts/audit_mvp.py

python3 scripts/contract_probe.py

python3 app.py ——host 127.0.0.1 ——port 4173

Z command?| &2 L2 commandZt E@0{AX| A 7HH exit codelt outputS =HZIL|CL

20.3. Version evidence

O] WA= Lt & local Zefof|M Hd7| TAHIE HSISLICL

—

Python 3.12.13 - SQLite 3.50.4

Python 3.14.5 - SQLite 3.53.2

Python 3.12+7} OLL|2} ‘7 ]= 3.11+ & QFELICE AHESH #&F 7|S0] 3.110(M HMSE7| w2 LT} 2k o)

=
=
AL0| M ZF Ml versiont X[ MAS LEEHL|CE

THAIE ASAMoll O XMt 7|15 ZHo] IELIC

—

Mission 1 - 443} Z71 gtol - 10&

./02_Labs/GO8_Fullstack/L08-01_create-fullstack-mvp—practice.sh

cd gibalja-fullstack-mvp—practice/app
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file:///Users/yongchanchoi/Documents/%EA%B8%B0%EB%B0%9C%EC%9E%90%20%EC%8B%A4%EC%A0%84%20IT%20&%20AI%20%EC%84%9C%EB%B9%84%EC%8A%A4%20%EA%B0%9C%EB%B0%9C%20%EB%A1%9C%EB%93%9C%EB%A7%B5/02_Labs/G08_Fullstack/L08-01_build-fullstack-mvp-ui-api-db.md

. evidence/02-tests.txt 2| Ran 18 tests 2t 0K
. evidence/03-audit.txt 2 RESULT: 13/13 PASS

. evidence/04-contract-probe.json 2| "result": "PASS"

Mission 2 - &1&| {& - 108

python3 app.py ——host 127.0.0.1 ——port 4173

HetXof| M ghd 2HE S M5t LSS 7SR

request status
response id =
Location =

ZSE count ® /

22 notice =

Mission 3 - M| &l ol=S7] - 158

HEI2X UIE HFX| 2D test-probedi|A| CI2E &OIEH |}

expected

malformed JSON 400 INVALID_JSON 0
text/plain 415 UNSUPPORTED_MEDIA_TYPE 0
category=0THER 422 VALIDATION_FAILED 0

Mission 4 - ZE0|M Z7| 57| - 158
CHE fIXIE HZ X0 EAILICE
public/index.html field-native constraints

public/app.js fetch-state-textContent

mvp/server.py HTTP boundary-error mapping

mvp/validation.py allowlist-normalize-length

mvp/db.py placeholder-transaction-serialization

schema.sql final integrity
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Mission 5 - Reset?} Zjj31 - 102

serverE S|4 resetdh 7| SE0| CHA| seed 2ZQIX| SQIBtLICE CHE E 0|22 MH7|E CHA| Hlish St

il

evidenceZ| L2=X| &QIEtL|CE

22, A3 dilish= ¢Z s

-

22.1. M

Ok
toh
ra

PHRE 2SI

MS: API7} THME sample cardZ} EQIL|CF
glol: client mockat AA| response AA|7} AQI&L|CE
m]

£H: initial list2 gl array2 11 GET responset state0l| ‘E&L|C}

22.2. Client validation@} 27|

AUS: UIo| M= 25|X|2H 2IF POSTSH HZE row7t MZIL|CH
X

2H™: server0]| A type-allowlist-lengthS CIA| ZZS 51 negative API testS SL|CE

223 . B E QR E 5002 X{2|5}7]

MS: ALEXZE D E! 241t server ZHOIE 261K ZELICH
X

£H: parse 400, media 415 , semantic 422, unexpected 500 2 ownership= LtgLILCt.

22.4. SQL 2X1¥0]| 242 £017]
AUS: quoteZt S0{Zt L0l A queryZt IHX| 7Lt injection |&0[ MZLICY.
X

£3: query structure®} bound tupleg £2|&tL|Ct.

22.5. Transaction?} closeE SiLIE MZH517]

MS: commit2 $X|2t connection resourceZt £A| 2| ElL|Ct
#3d: closing(connection) It with connection 2 ZtZ} At2EtLICEH
22.6. Loading &EjO|M FS£ submit

S 22 2E row?} T H MZL(CE

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

S:2 A
£H: submit = button2 disable&tL|Ct. Y retryZ}X| C}E2{H H T idempotency MHZE F7}8LICH

—
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22.7. 2xx2lg| 40| oF "}

$: DB2} responsel= row?t UX|ZH S=0| O MEHRIL|CH.
X

d: state.observations = [payload.data,

4 =

22.8. ResetO|] 81xj <|x|of| t}2} Almj

MS: CH= working directory0il A DB path7} &2}EL|Ct
+3: script file 7|& absolute ROOT 2t DEFAULT_DB_PATH £ AH|AtgfLICH.

23. 2l Done Gatez 2tR £ Tt stL|C}

.state.observations] 2 render() £

ShelghL|Ct.

MVP 2t2 = 5t 4% 8t ZHLCI HSL|C)

DONE RULE

7/7 PASS + non-goal §X| + C}S Al2Ho] XM

=

12! 14. 7/7 PASS, non-goal £X|, Ct2 st&Xto| XM SHE xH30| B5

HE| X3

o [=]
LS HO|ES 25 Stsl{of CHE efEAte 22 2t Mae 4= ASLTH

GATE 1 v GATE 2 v GATE 3 v GATE 4 v
Z3 Ak GllojE| F
XZfst Zfol HiZ B2 UI-API-DB T#&! H™ transaction-constraint 4xx-5xx-ZHH ALEf

GATE 5 v GATE 6 v GATE 7 v

okH A 57|

gH data-boundaries start-test-reset &t test-probe-screenshot
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4
A} Aot
X&et 20| HIZ B UI-API-DB & H&
- J )
P
GATE 5 v GATE 6
oM X8
21’ data-boundaries start-test-reset 2
-
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GATE 3
Ci| O] E

transaction-constraint

GATE 4
F

Axx-5xx-3HH ArEY

x
N ~N
v GATE 7 4
>
=7
gt test-probe-screenshot
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0|t1 evidence

RESULT Xzst 2ho| 2HtE 20|=7}

CONTRACT UI-API-DB 0|2t ##=[0| HER=7t

DATA parameter-transaction-constraint?t A =7t
ERROR loading-empty-error@t 4xx-5xx7} L2E[=7}
SAFETY &M data-local boundary-safe DOMQI7t
REPRODUCE exact start-test-reset0| Zt=5H=7}
EVIDENCE claim2} command-output:limit0| AZAE| =7}

fEollM =5 POST 2012 MMM,

server allowlist-Z0| ZAZ3t parameterized SQLite transactiong S2t8t row?t

response idet =2 S5 A 0| 22 USE LIEMECE.

18 tests, 13 audits, HTTP probe, DB snapshot2Z O0|E xH&&H

iz - Ax| datas EQISHA| AT,

browser POST 201-2E A =

field alignment-tests

audit-DB tests-snapshot

frontend/API tests

AGENTS-audit-CSP

generator-existing target exit 2

evidence 6 files

23.2. C}3 EHI2te] BA|

MO8-020] M= O] S5t 212 7|550] 2101t AsS ZHHLICH Jup= *

(R

session-cookie:CSRF-authorization negative case7} M2 & vertical sliceZ} E/L|C}.
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24. 4= HIAE 12828

o

1. Vertical slice?| 2t& 7|&=2 2oioly}?

A. 3HH oS SHERACE
B. APl endpointZ CHSACH
C. 5t AF2Xt outcomeO| UI~API-DB~UIE L2510 Z7{7} Q/C}

D. table2 THEQIC}

HEH2 CL|ct 2t Sof mH! Zx{7f ofL|2t Z+2 outcome} ZH0| AAIE S1tal M| =X|7t 7|=QLICE

2. required & maxlength 7} 2™ server validationS Mzt £|LIQ?

b o
ot EILICE browser validation2 UXE @[St tiE L|EE0|1{ L3|& 4~ JYSLICE serverZt 2] BAH 0[N

type-allowlist-length2 CHA| &HQI3HOF BHL|CH

3. fetch() 7t resolveEico™ HTTP &2 M3st Ziols1?

e s
OF=IL|CE 404-422 222 HTTP 2F I responseZ resolve® %= QEL|CE “response.ok Lt statusE &HQI5H
application AI{E throwsl{OF §HL|C}.

4. USABILITY 2} At2d Z 0| Z}2 DBO| X{&sLIQ? efo1vt?

Mk} sfA
stable code "USABILITY' £ XMZEILICE BEA| 23 AR 2 .21 HZ CHA0| 22 U key2 M U]

£7X0| data contract HHZ S Z HEIL|CL
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5. Parameterized queryZ} server validationZ CH2I5ILIL?

IO-II:I- I. HA‘|
OF=IL|CE parameterization® SQL 1122} S £2|§HL|Ct. validation® category?| ¥2 {27t summary

—

ZO[XE Zte| o|n|E &helefLct.

6. with connection: O] connection?}X| EiL}IQ?
e siA

Python sqlite30]|A{= pending transaction= A& A| commit, exception A| rollbackstX|2t connection2 EX|=

or&L|Ct &L " closing(connect(...))” 2 resource closeE £2|8tL|Ct

| 5HX| 242 row INSERTZ} &gt 7| £AS holslof sHLtL?

N
30

SERETE
& status-stable codef® OtL|2} DB row count?} BA5HX| 24t=X| &OIStL|Ct. 0|Zd0]| partial effectZ} Qi1

rollback&{CH= & S{ILICE.

8. ol MM responsed| id 2t createdAt 2 ELI?

el

server-DB7} 2} 5t X7 A1tE client7t Z2 U= FA[SH| ISHMRILICE client7} 2| St A|ZHS PHEH
StHot DB7t HEHE &~ USLICE
9. textContent & A[&3|= O|fE £AAII?
e s
EHEF QOFS HTML 20| OfL|2} text nodeZE HIE{517| YISHAQILICE ARt M0 2EXIPE “innerHTML Of] 2=
=22t markup 23 ZAE TEL|CE
10. reset_db.py E 2% DBO| M k|LIR?
HEsiA
Al ot ElL|Ct. O] scripte= local € DB} sidecarS AHH|SH 5| schema-seedS MM EHLICE 2A datadfl=

migration-backup-owner-23t 74|&l0| Z g |C}.

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-01

-71/74



11. 3™ screenshot 8t 20| ZUS5|X| 25l= ZI2 £ 71X MM L.
Hehot s

0f]: DB constraint®} rollback, server-side validation, HTTP error contract, Ct= AF2X}O| SA| 1=,

authentication-authorization, 28 2. screenshot2 E0|= st A|™ Ot SWSH | CH

12. 0|t1 MVP7} 2t2EiCH= 2|4 evidence S22 Fol0171Q?

Mk} s
exact reset-test-audit-HTTP probe Z1}, DB schema-row snapshot, runtime version, browser X%} screenshot,
non-goal-limitYL|Ct 25F 22 dd=at A3l HElfE 7I2|740F BiLICH

25. 9% M & Checklist

Outcome-tig|
. actor-action-observable outcomeS §t 2% 02 MLt
. [ B AIEX ST Mg
. 2001-28 EuH-2H HiZ S non-goalE MULCt
. AlIX| data CHAI €M fixtureE £2Ct
7:“0!:
of

. Ul-API-DB field O| S Hgh @|X| 7} QUCt

. required-type-allowlist-length7} M| 7|20l N SE3IK| L=LC
. stable code®} display labelS &£2[3iCt

. M3Z status-body-Locationg &RJLCt

. 400-413-415-422-404-405-5002| ownerZ 723t

. error.code®} field error7f OFYXO|Ct

Data-oH™

. serverOf| Al unknown fieldE 7{&stCt
. SQL valueE placeholderZ bindingStC}

. transaction commit-rollbackS testSIC}
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. connection close®} transaction £H& £2|stCt

. NOT NULL-CHECK S DB constraintZ} Q!Ct

. user-controlled textS textContent 2 HC{SHC}

. request body-7HQIE E secretS logstX| =L
sh-57)

. loading-empty-ready-error &Ej7} AL}

. submit & 5 2= EQltt

. Al o =S BEst £ IX|E L2 &L

. exact start-test-reset command?} QUC}

. behavior test-structure audit-HTTP probeZ} QIC}

. DB snapshot-runtime version-browser screenshotO| !Ct

. evidenceZt ZY35IX| = LIS &RUCE

. CIHE ALZHO| Af ZC0f| M MSRE THSRHCE

26.

Ok

A Exi9} 8 2]

Python

o Python 3.12 sqlite3 — DB-API 2.0 interface: placeholder binding, transaction control, connection context
manager, row factoryQ| 7|Z9 2 A3MSLICE

« Python 3.12 http.server: local HTTP &4 server?} production H|HEH ZH|E stolsiSL|CH
« Python contextlib.closing: SQLite connection resourceE HA|HO 2 Eh= TiE0)| HESHESLICE

 Python http.HTTPStatus: 2|0] /= status code A$-E AFRFMSL|CH

SQLite

L[]
(V2]
o
LI
—
(0]
o
c
0]
-
<
<
Q
s
0a
c
Q)
0q
]
(@)
e
=
_|
m
=
w)
m
>
ﬂ
B
fa]
c
0]
-
<
B
=1
Q.
]
x
_°
mlru
HJE
2
I>
r
n

« SQLite Datatypes: dynamic typinga typeof guard2| &tHHE &QIgH&L|Ct

Browser-HTTP

ol

« MDN Fetch API: request-response H|S7| S£2| 7|Z0 2 AI&3H&L|CE

>
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https://docs.python.org/3.12/library/sqlite3.html
https://docs.python.org/3.12/library/http.server.html
https://docs.python.org/3.12/library/contextlib.html#contextlib.closing
https://docs.python.org/3.12/library/http.html#http.HTTPStatus
https://www.sqlite.org/lang_createtable.html
https://www.sqlite.org/lang_transaction.html
https://www.sqlite.org/lang_createindex.html
https://www.sqlite.org/datatype3.html
https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API

« MDN Using the Fetch API: POST JSONZ} non-2xx0lA response.ok QIS ME3M&L|CH

« MDN Constraint validation: client validationO| server validation2 CHAISHA| Ot= AHE SHQIFELIC
o MDN Node.textContent: AtZA} EXIE S text 2 2GS 7|=2 2 ALE3ESLICE

o MDN HTTP response status codes: 2xx-4xx-5xx 2|0|& &rQIgh&L|Ct.

« MDN Content Security Policy: local same-origin CSP2| &t& 7|=0 2 AlE3H&L|C}.

Secure development

« OWASP Input Validation Cheat Sheet: early server validation, syntactic-semantic validation,
allowlistE MEgH&LICE
« OWASP SQL Injection Prevention Cheat Sheet: parameterized queryS 2At X2IHCH QMEHSL|CH
o OWASP REST Security Cheat Sheet: method-content type-status-generic error®| APl ZA|1E ZENSLILC

o OWASP Cross Site Scripting Prevention Cheat Sheet: context-aware safe output 2Izl8 &

1. 34 M7} Yot API 2t O] &0 HA 2-E AEFELICH

2. http.server £ package 9= local 502t AFE3St10 production e O 2 Sirlf 8| A46HK| LS LICE.
3. browser validation-server validation-DB constraintE MZ CHA|SHX]|
4. parameterized queryE AI25IHAME A2 allowlist@} authorization 2M2 HEZ HHELICEH
5. screenshot-test-probe:DB snapshot2| S 2|2} 5t &H| 7|23 &LICt

6. authentication-authorization- 2% HXZ = CI2 sliceZ 0|11 O|H 2t=Z A0 AIX| 4tSLCE

Ctg o422 MO8-02 "2 1015t Ast0| QU= 7|5 271,
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https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API/Using_Fetch
https://developer.mozilla.org/en-US/docs/Web/HTML/Guides/Constraint_validation
https://developer.mozilla.org/en-US/docs/Web/API/Node/textContent
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/REST_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

