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e ==X E=Ct.

712| AlFfo|ct.

./02_Labs/GO8_Fullstack/L08-02_create-auth-permission—-practice.sh

Md7|= 2|2 package®t network g{0| CtEE BHSLICH

gibalja-auth-permission-practice/
|— app/ M AH--MHM-AHEH0| A= local o

L evidence/ reset-test-audit-contract probe-storage-version 37

otolc]
7|EIxt planner Planner-0nly-2026! 22 X3| + DHE RN
ESCIN; viewer Viewer-0Only-2026! 22 x3|ot
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£ A3 login = 401
=]

2l H|ZHMS login = 401, message

viewer GET =5 = 200

viewer POST X4 = 403
planner POST, CSRF gig
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actors:

- planner: E3El

- viewer: EsE ==
starting_state:

- 2 AFE 29

(=]
- 9 oE 2d

- 4 session 07

success_evidence:
— planner POST /api/observations = 201
— viewer POST /api/observations = 403
— anonymous GET /api/observations = 401
- logout & Z2 HS GET = 401
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1.2. °|=A non-goal

ST -H|LHS MY identity lifecycleO| 2243| 7{Z! ZAZ =l identity provider-framework AF2

MFA EH A SE0TEE 2IF 7|8t step-up-MFA A7

OAuth-0IDC-SSO HI3XE 1= A2k K| mature 1dP2} redirect-state-nonce A&

TLS &Et loopback HTTP &t& H|st ™ 27391-QIF page HTTPS

login throttling:lockout 24 MEf-2Y 3 HQ rate limit-monitoring-safe recovery

941 audit log Izt ME-HZE Ha |2 tamper-resistant audit-retention
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Of XA FE7}t LTl AgRI217}

authentication

session 0| request?} O} &5t loginz}
resolution AAL| =T}
authorization 0| user role0O] 0| action= si=
El=7t
= sk A | o
2.2. 31 2901 dEiE 2E|gt + 8l= Olf
HEIRXO|M CtEat 242 E2OE it s A2 &SLIC

state.user = { role: I

"planner"

form.hidden = false;

username, user identity

password
401 EE= signed-out

opaque cookie user, role, expiry,

token CSRF state
role, action, allow 403
resource

30= &l 1
viewer7} THd H{ES Jjit PE?E CHA] O] BHSQIBLICH Of AFRXFZ} EHAE £ Sl £ 0[S B{0|
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PERMISSIONS = {

"planner": frozenset({"observation:read", "observation:create"}),

"viewer": frozenset({"observation:read"}),

def is_allowed(role, action):
return action in PERMISSIONS.get(role or "", frozenset())

PERMISSIONS.get(..., frozenset()) 2| 7|2Zt0| &l ZEIL|Ct H&O| A= role2 XtSCE RE

action2 AH&gs|ct.

OlAt= RA0|E & &= U7t 0| roleO| invoice:approve action2 & £ =7t
Zt2| Rt} & S5FKt H&0|| 0] actionO] HA|E|R=Tt
H{E0| HO|L| 3{EEICt server7} user-action-resourceE AZS3H =7}

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-02 - 15/70



PasswordO|A Session@ & X

et

ghict

oxi2
o=
e HUBSE N
B9 2 HHUMSE MMOE HIEL}
HIZHSE of 230l 2UiX| 941, olo| M ESS 7|2 HiHr).
( h ( ) ( N\ e ~N
ID+PW | SHAUS P-| EZ A - 201 Created
POST /api/session Ut 27 SE AHEXL + CtE Set-Cookie: HttpOnly
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4.1. Endpoint #|2f

POST /api/session

Content-Type: application/json

{"username":"planner","password":"Planner-Only-2026!"}

0x
o

HTTP/1.1 201 Created

Set-Cookie: session_id=<opaque>; Path=/; HttpOnly; SameSite=Lax; Max-Age=900
Cache-Control: no-store

Content-Type: application/json

{"data":{"user":{"username":"planner","role":"planner"},

"csrfToken":"<separate-random-value>",
"expiresAt":"<UTC-time>"}}

HTTP/1.1 401 Unauthorized
Content-Type: application/json

{"error":{"code":"INVALID_CREDENTIALS",
"message':"Ol0|C| EE H|LH M.}

4.2. NZ SE0|AM H|elet 2

password 2&

o password hash-salt-iteration
o raw session token?| JSON field
o AHO| HHNZE EXMst=X| Y FE ME LT

. =g
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HI0| Qi KDFE 2t

AYE= T E

'd 3\ 'd ) \ '
oley 19 &E KDF Mg
ALE HUHS > 16 random bytes P |  PBKDF2-HMAC-SHA256 |9 salt + hash + cost

600,000 iterations
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51. 85 72| XF EE

Zc |

password_salt A™H random 16 bytes Z+2 passwordE CHE hash
password_hash PBKDF2-HMAC-SHA256 32 bytes A2 Al A= A3t
password_iterations 600000 A H|E 7|5 -85 A

hashlib.pbkdf2_hmac(
"sha256",

password.encode("utf-8"),

salt,
600_000,

5.2. 9ff 2t SHA-256 §t H10| O}l 7}

APH i) S42| CHILICE thE U hash= SAXO|A & S LT password KDF= salte} 2| =% Q1 =]

OWASP Password Storage Cheat Sheet= Al A|AEIO| Argon2idE @M HBHLICE O] A&2 2|5 package 10|
Python & 2l0|E2{2| 2 salt-cost-KDFE =22 H7| 2|5l PBKDF2-HMAC-SHA256 600,000&|E AZEILICE O]
MES OE 2 AAH-IN O 2 SASHK| &E&LICE

— - O

5.4. Constant-time H|x!

hmac.compare_digest(actual_hash, expected_hash)
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6. Login @{= A EX 0|8 E &5|X| tSLICt
C}2 & AHE 22 status-code-message2 S2{FL|C

ZEM3tX| %= username + OFF password

ZM3t= username + 2! password

KILIRIA "M 2F

planner AFS ZX5HX|TE password?t SZ&LICH AY =55 &2l 7ts

viewer A& giELICH account enumeration

HIZHS WM 2XPIHK] LA

e

—
eled

Ol

e L

T

AE FEE= 9= A™OE dummy salt-hashZ KDF 2 S S§L|CE T2{Lt 0] 2Z 30| AlZHALO|E M2 S X5
HM|IAStCHD 7k35HK| A& L|CH AL Q1 framework, throttling, monitoring, MFAS &4 AA|gt|C}
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7. Opaque Server-side Session@ £ RequestE User0j|

AZsiLict

M| XA ojn|ct

HEIRME F5017| 0242 | gt Batstn At gtz = Mol =0t

( N
M| MM =
EZ A
session_id = random SHA-256
A8
HttpOnly 37| —_—
g
A2 B
g
- J

32 bytes
planner
planner

+15 minutes

DB7} EHE = g2 77| EZS HI2 MYA83HX| 251 Eict.
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BateR s £E5517] of2f o) Ziat HEstn Satmt BlR Muiol 2Ct

21—
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session_id = random SHA-256
ALK}
HttpOnly 37| >
oistk
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Al 32 bytes
planner
planner

+15 minutes

-Ht2 TALE S| 2514 BiCt.
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7.1. Raw tokenz} DB token hash

raw_token = secrets.token_urlsafe(32)

token_hash = hashlib.sha256(raw_token.encode("ascii")).digest()

browser cookie jar raw opaque token
JavaScript memory CSRF token, user display data
server sessions table token hash, user id, CSRF token, times

role-password-CSRF token

raw session token

raw session token-password

DB snapshotO| .=E|%} S I raw cookie tokenZ HIE ¥X| 25t st= HO{L|CE O2{Lt MM DB R S

Atao|122 M Hof-g=sk-m7| BXtuF 2ELC.

7.2. Session resolution

Cookie header parse

- raw token2| ZO|-HHA Hof
SHA-256 lookup hash
sessions JOIN users

account active &l

expires_at ol

user-role-csrfToken-expiresAt ttst
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8. Cookie &M O & Browser?| M4 =12 MJj|gtL|C}

27| 42 Batexie| Hot YES MASICH

tLtol Set-Cookie &0l H2, &, #el, 2=z #2{0] F7ICh

session_id=opaque; HttpOnly; SameSite=Lax; Path=/; Max-Age=900; Secure

HttpOnly SameSite=Lax Path=/ Max-Age=900
JavaScript7}+ 4X| 28t T AO|E T H|gH Szt SAE HA Hel 152 & Hatox otz

€D = HTTP H&0IME HIZA - 2US HTTPS + Secure7} B4

0E

J21 7. Cookie attribute= ZHAI0| OFL|2} browserOf| /| T 2-M&-HQ|-OtE XIS = AekolL|Ct,
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SHLte| Set-Cookie =&0l| ®Z, T&, M, Br= 2]0] FHZICk

session_id=opaque; HttpOnly; SameSi

( N 4 N\
HttpOnly SameSite=Lax
JavaScript7} Qx| 25t WXl AO|E M& H|st
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te=Lax; Path=/; Max-Age=900; Secure

Path=/ Max-Age=900

Szt SAE FA| He 15 HetRX otz

MI
ol

2 HTTPS + Secure7} Zl
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HttpOnly

SameSite=La
X

Path=/

Max—-Age=900

Secure

43

23

23

local HTTPO{|A{
HIZH

PRODUCTION BOUNDARY

JavaScript document.cookie 2 MM E
st

2H cross-site 22| cookie M4 H|5t

sl host2| MA| pathol| M%

browser & 152 2t=

HTTPSO A2t &

XSS XIS QUONK| 45

CSRF tokens CHA|IGHK| 42

authorization Z 7|7} o=

server expiryT [[t2 ZAZ3[0F

279l page?} B E authenticated page= HTTPS=Z8} K| 23}11 session

cookie0| Secure
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9. Session0f| &&-3|M-0t= 17| HHFI|E Fo{etL|Ct

— i
Y ot Ql= 27012 gict. 2E MMoll= AlEfat 20| Rl

<D <

O|F MM H|AH 0 FOl|M =3

¢
CI2 2012 M| EZOR AF
AE MM AYH M MM 1Y - 158 9tE - 2301 ZA| 17|
Jzl 8 210l Mae 1 AsSHo| OFlL|C O] A& A X &M session 17l, 158 expiry, logout SA| revocation2 AF2EHL|CY

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-02 - 33 /70



1)

Ct 2= MMoil= A&t £0] It

-
12109l
H
Qlo| E& gIg
\_

O[T MM H|A

----------mmmcmmmcmemm s a e a -,

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

Che 2aole A

M08-02 - 34 /70



{ ) ( )
O 20N =3 OtE e 27012
L J \. J

| E202 A|Et

<158 oig - 20} =A| §|7]

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

M08-02 - 35/70



9.1. Login rotation

2915l 2+ user?| O|H sessiong AHH|5t Al tokenS 2EEH|CY,

DELETE FROM sessions WHERE user_id = ?7;
INSERT INTO sessions
(token_hash, user_id, csrf_token, created_at, expires_at)

VALUES (2, ?, 2, ?, ?);

9.2. Server-side expiry

Browser cookieZt =0} QI server expires_at O] X|GfQ™ HERILICE PR rows= &3] A| AFA|EHL|CY.

9.3. Logout revocation

DELETE /api/session
X-CSRF-Token: <current-token>

Cookie: session_id=<opaque>

Servere session row= A5 browser0f| Max-Age=0 S EHLICtL £ &8 2% ™2|3H0fF &L|Ct

10. Session 3|2} Protected Resource Q&HE L 2stL|C}

A eHS 27391 6{EE 20tof §hL|Ct 0] A&2 MM Z3|0|M signed out & 4t Ul state2 S2{FLICH

GET /api/session

200 OK
{"data":null}

gt HSE X2 0|52 4012 SHEU L
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GET /api/observations

401 Unauthorized
{"error":{"code":"AUTHENTICATION_REQUIRED","message":"21Ql0] Z& |C}."}}

O] 12O 2 X page loado]| O|AHEl 401 console noiseE =7|X| 2%oMA, AX| B35 resource?| Q15 AH2k2 QX|EtLICT

11. CSRF Token2 & CookieBt = State ChangeE 2&L|LCt

GUARD 08

(=) = e =
CSRF EZ2 F7|2o = AE|E Hf2X| 23514 stCh
M7 st EE S SC 2 ChA| EL{oF XZE 2t 270H20| Satsict
| |
POST / DELETE ° Ml 27| 72
@ HttpOnly 7|
_>
@ Hma|o| CSRF E2 ° X-CSRF-Token m
® X-CSRF-Token 3| ° — g
| SiLILE Si7iLt S21% 403, DB X% Ho| 52 ]

]

2l 9. 21} logout2 RE St session cookie?t X|5H= *X-CSRF-Token® S|IHHE 25 Q7§ILICE
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M7t &ge B 4S slIE 2 ChA| 2LHOF &1} 2012 0] SIFettt.

POST / DELETE

i

@ H|22|2| CSRF EZ ‘

@ HttpOnly F7|

3 X-CSRF-Token 3|

( =L L3l oi71 L Ealnod
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11.1. &#59| Synchronizer Token 2

login M3

- server7t session & CSRF token g

- JSON responseZ CSRF token T
JavaScript memoryof2t Hzt
POST / DELETES|l X-CSRF-Token sHZ HN&

server?t session row?| tokeni} constant-time H|um

await fetch("/api/observations", {
method: "POST",
headers: {
"Content-Type": "application/json",
"X-CSRF-Token": state.session.csrfToken,
i

body: JSON.stringify(payload),
1)

11.2. SameSite2tC 2 BLYX| &%= 0|8

SameSite=Lax = {23l defense-in-depthX|2t 2= CSRF A&t HHEO 2 S| ZASHA| LXSLICH ME| HE QF2 HE

tokend} origin-framework 2t0{E &4 HAEELICE

11.3. 0] 452| Login CSRF &t7

Pre-authentication login requestd|= OPS! session synchronizer tokenO| QI&LICE 459 SameSite=Lax Bt Z
login CSRF2I = cross-origin Q&S tX 5| sl AMCtD 7HESHK| LELICE ¥ mature identity framework?| login
CSRF &}0q, origin 4%, IdP A|2S M ¢§tL|Ct.
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12. Protected Write2| Gate &=AE DA sSHL|C}

& u}OI rae WA= oo £L}
5t Q0 DBO|| =EHSHCY.

H II:I

JILHL uurE| —‘—EOI‘

o°4
Location gt

M
SR viewer
403 422

M7t o 2ol|lM A

HOIM HES &A% API #E

input2 siA15t1 DBE H}EL|CEH

S
r>
rio
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403
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422

HIM dESetCt
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roleo| observation:createE 7HX[=X| &0l
4xx/422

rollback/5xx

. JSON:-field-business input2 Z#Z

parameterized queryZ transaction N%

. 201-Location-M row=

viewerZ} A2 E| Sy

JSONC 2 2t S QEFMELICE 0] 252 &Mol|lM X E0{0f 5= 2F = permission
403UL|77L, input 4220L77k? of 227t?

13. 4012} 4032 L} S22 HSLICH

401:-.} 4032 3t 72| B7|0|A] LI+ |C}

M40 gled oI Mujf, AUX|2 MSO| 518X ™ 217t Mufict
HSE API 2F
s * N
oI

401

CiAl 230l
J

' | e 403
#E0| 3IBEILR —_—

rH
ek
g0
ol

T2l 11. 4012 valid identity contextZ} @122 2 CA| 2301512t= MS0|11, 4032 identity= X2t O] action2 S{EE[X|
UUCH= MSIL|CH
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stable code

status

AHEE QN 401 AUTHENTICATION_REQUIRED login view 0
OIZ session 22 QF 401 AUTHENTICATION_REQUIRED ot= QY + login 0
viewer EHy 403 PERMISSION_DENIED T3 Mg MY 0
planner CSRF =&t 403 CSRF_FAILED Hot Mul-~iA| = |t 0
planner valid ZHd 201 - et Ol + B2 F7t +1
-
13.1. 4030] 219l page=E HL{X| St= 0|
viewere 0[O0 M 2QI%[USL|CE CHA| 232ISHE roleO| HHYX| 2™ Aut= ZHSLICE Ul= O] A1-0| =3
M2 MY, LM st QA HXIE OFLHSHOF §HL|CH
=L = -1 o=
14. Role-based UIZ 7}l sis1} 0|SE HO] SL|C}
sloje o M L 252 5
M2 At MdHstn, M= HstS ZH[sich
22 H0|E{Z H{atE odto| et HOl #S D M A7} Ch2Ct
st 3t
2= 5y EERUH
EhA QFAl HIQI EHM QFAl 52
HE BE 2y 73| ©8 0|9 MY
Ul Hloj= A8l &= 20|X|, Hot ZA|7t ofL|Ct.
J2112. 7|2lkte 2hg A2 B, Z3|Ah= QA CHA £3| M &0l 0|fE EX|T server= & QEE SEAOE CHA| AFELICH
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Z2 HI0|HE Eret: Aetof et H0|= st AH 217t Ch2C.

st

Ao
I
HL
oe

12
0x
02
1z
HL
oe

Rl
024
I
rm
fufor
0z

POST — 201
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POST — 403
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14.1. 7|&lX} 2t 3

'YEONCORE LEARNING LAB

A HE

4 A - #4 clole] 270}

I @ JI&IRE U] - zsi0 54 b

Oof}: R B2 Yelt o HEEE F

<)

=

[

HOVEHL MF| T2 EHE YsHE o2

2 XNF

MM gt 23 03116

& 37

rH

E
28 13 MaE BEESU,

45 78 162 2T 03:01
Hgt TS F MTYE 222K Y BE J1SYULCL

71843

ux 78 162 2 0%:02
Ul SR0|M CHE #ESE 22 T FAUSLICH

71% #2

Argy 78 162 23 09:01
M HEe| 2t HEf7t o MysiH FaLIch

JEM

2113, 7|2lXt session role chip-Bt=E A|ZH-2HY QFAIZ H POST 201 & S£0| 20f|M 37122 HIHSL|CE
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14.2, Z3|X} 2t sp

YEONCORE LEARNING LAB

#E HE

B A - B4 cllofE] 2012

I =8 TSRt EE  =ams

HEZ oz 71 |2 g
X8| HE AN aaz
Yl 2501 CH2 WSS gl F0 FHELIL
0| YFS BES 9IS 4 YUK|TH A B
2 FF 4 Lt TS 2
A8y

JIE#

84 23Rz ESE 55 2743 X2 2 &4 Tid 23] TE 0|RE 20{ FLCH

N HEe| 2tE HEl7t O MYsH FUSLICH

MM gtE 2F 0316

78 162 28 0%:02

78 162 27 03:01

display name 12 & K| &el
role label 7St #E ol
session expiry Ol AFX| 25t TtE 2tst
logout command MEXPEMM B2
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password-hash

LHE permission Z&|

raw cookie token

CSRF token 2Xt
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permission

GET /api/health A - - 200 -
=
GET /api/session M - - 200 data/session =
EH = null
POST /api/session ol login - 201 + cookie 401 invalid
= boundary credentials
DELE /api/session | o4 authenticated 200 + revoke 401-40 403
TE ==
GET /api/observation o - observation:r 200 401-40 403
s = ead
GET /api/observation = - observation:r 200 401-40 403-40
s/{id} = ead 404
POST /api/observation = g observation:c 201 + Location 401-40 403-40
s &= reate 4xx-40 5xx

if (error.status === 401) {

showLogin("AM0| Z=E|UELICH. CHA| ZIRSHHR.");

4030||= PERMISSION_DENIED 2t CSRF_FAILED 7} 25 QU2 £

Q¥ FZAY AU E tEA Fae = ASLIC

30
o>
r
iul
c
rr
(7))

Y
o
o
0

(@]

o
D

]
>
ol
:IOI__I
rH
o
I
M
ic]

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO08-02 - 52/70



16. User-Session-Observation Table2 2|2 1ZEHL|C}

16.1. Al schema

CREATE TABLE users (
id INTEGER PRIMARY KEY,
username TEXT NOT NULL UNIQUE,
role TEXT NOT NULL CHECK (role IN ('planner', 'viewer')),
password_salt BLOB NOT NULL,
password_hash BLOB NOT NULL,
password_iterations INTEGER NOT NULL,
active INTEGER NOT NULL DEFAULT 1
);

CREATE TABLE sessions (
id INTEGER PRIMARY KEY,
token_hash BLOB NOT NULL UNIQUE,
user_id INTEGER NOT NULL REFERENCES users(id) ON DELETE CASCADE,
csrf_token TEXT NOT NULL,
created_at TEXT NOT NULL,
expires_at TEXT NOT NULL

16.2. Schema £t 1!

unigue username Z2 loginid &2

role CHECK ZAol| = role M

salt length >= 16 L} Bl salt

hash length = 32 CtE gAlo| ZE= digest
iteration >= 1000 ERE 02 cost

token hash unique MM key E=

session user FK ZIH5HK| &= user?| session

L

DB constraint= server permission A& S CHA|5HK| Z&LICE DB= X2 HAl0r 2t74|9| opx|2t

24 AAeLIt

_
T =20 o
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17. Browser State?} Token StorageE =22c|&L|C}

const state = {

session: null, // user, role, csrfToken, expiresAt

observations: [1,
view: "loading",

+;

17.1. ofC|o]] RIS ==71

page refresh JavaScript 27|

raw session token HttpOnly cookie X =7t browser7} XI5 &4

CSRF token JavaScript memory A2zl = GET session@ 2 LCIA| B2
user-role-expiry JavaScript memory A2zl s Ul state &I

password form control 2A| NGRS HE =0t login £ reset

AM&EE localStorage - sessionStorage Of session tokeng XZESHA| Z&LICE 2{Lt HttpOnly cookieZ| XSSQ|
E 1|3 E 9t= 22 obL|Ct QXS DOM API, CSP, input-output X{2|7t g4 2 Qg |Ct

userName. textContent state.session.user.displayName;

roleChip.textContent = state.session.user.role === "planner" ? "7|&x}" ; "Z3X}";

A2XHAPI dataE innerHTML 2 LtASHK| 210 text node2 E&LICE
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18. Security= Negative Test Journey= SHstL|C}

TEST 13

o

GET

215, HA login 8 H
HZ[OfF gL|CE
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2 23 577t ofELCt.

Bl= AH, Mt 815, CSRF &}, logout H|7[7} 2f2t 7|Chsh X[ oi| A

sich

QI SHLtEto 2= MM, CSRF, At H|7|7t ZE5t=X| & 4= giCt

2 T B

=3|x} 7| &=t

POST POST - CSRF

HTTP AfEf - ©F 3C - 37| 44 - DB # 5} - 27012 & HAIE

7|1&x

POST + CSRF
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et 200l sHLIRIC 2= MM, CSRF, st 7|7t Ztsst=X] & =~ QiCt.

GET

=

HTTP A - @2 AC - 37| &4
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18.1. 235l= HIAE 57

starting state request expected

1 cookie gl GET list 401 anonymous access

2 9= username POST login generic 401 account enumeration

3 ZxH user-E2I password POST login 2 generic 401 credential detail

4 viewer session GET list 200 read permission

5 viewer session + valid CSRF POST create 403 write permission

6 planner session + no CSRF POST create 403 cross-site state change
7 planner session + valid CSRF POST create 201 intended write

8 revoked session cookie GET list 401 logout reuse

18.2. DB 2 57{

401-40 403 & ™=29| observation row count?Z} Zt0}OF §rL|C}. status@t E11 ZLHX| %1 forbidden request?} side
effectS H7|X| FU=X| 2felgfL|ct.

19. MM 7|7} 471 Evidence Packet2 ASLICH

evidence/

— 0l-reset.txt

— 02-tests.txt

— 03-audit.txt

}—— 04-contract-probe.json

— 05-auth-storage.json
L— @6-versions.txt

evidence

reset A|ZF AERTF 22T users 2-rows 2-sessions O

tests 7|2k-DB-policy-browser ZE7} &3 =7} 23 tests OK
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evidence

audit AAKE FX9| guardrailo| Q=7 16/16 PASS

probe oIghHE HTTP 0{H0| AN|ZE 27} 401-40 403-40 201-40 logout 401
auth storage raw tokenO| @110 cost-salt7t U=t hash32-salt16-600k-raw false
versions O{tH runtimeOf| A ASMH =7t Python-SQLite-executable

19.1. | A= 3}

Python 3.12.13: 23 tests PASS, 16/16 audit PASS, contract probe PASS
Python 3.14.5 : 23 tests PASS, 16/16 audit PASS, contract probe PASS
Desktop Chrome: viewer form hidden, planner POST 201, count 2-3
Mobile Chrome : planner form visible, horizontal overflow @

Console errors: 0

Failed requests: @

./02_Labs/GO8_Fullstack/L08-02_create-auth-permission—-practice.sh

CHECKS: PASS
evidence o 67

A% targetO| O|O] AS wf exit 2

Mission B - | $}™ H|u - 158
1. viewer2 logindtD £3| M& QHLHZE 7|ZFtLICE

2. logoutgtL|LC}.

0
2
>

mjo

)

U
g'h

=

ul

3. planner2 loginst Zt
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N
4n
fon
rEI
1o
my
rlo
oA
il
i
oA
mjo
EH

2 =L,

request

POST session 201-Set-Cookie flags-JSONO|| raw token 1S
GET observations Cookie= browser7t 2200

POST observations X-CSRF-Token-201-Location

DELETE session X-CSRF-Token-200-Max-Age=0

Mission D - Negative 0{d - 20£

scripts/contract_probe.py £ &l&iol1 CtZS XAl L= MHBIL|CE

anonymous= 401217t =

viewer read:s 20027F =

viewer creates 403%17t =
planner no-CSRF= 40327t =
planner valid creates 201917} =

logout F= 40127t =

Mission E - Reset-X}|&d - 10&

python3 scripts/reset_db.py

python3 -m unittest discover -s tests -v
python3 scripts/audit_auth.py

python3 scripts/contract_probe.py

Mission F - 87| 2% - 58

o

ra o> o>
1=

2 oy o
02 02
o o
Pal

=2

3
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21. X3 Aufjsh= o

|-rn

roleg browser state@t & 11 THC

passwordE 2¢sslsl 253t

DE ™0 22 salt

session tokenS DBO|| 212 Xt

session tokeng localStoragedi|

Mg

SameSite2t AX

logout®| A cookieDt AFK|

401-40 4032 25 logine =2
gt

Y ALz et HAE

27 HTTPE 2% DH2 715

hash&e CHE2H E¢

Il

Z35| ™|

page refresh HZ|

x| browser=
logout

user?t Bt2 login

demos= M2

localhost| M= &=

22. 0] Local Lab®?| Securit

£l o]

e
o

o generic login failure + dummy KDF work

e opaque session token + DB token hash

o HttpOnly-SameSite=Lax-Path-Max-Age cookie

e server expiry-login rotation-logout revocation

direct APl 282 E1}

key RE A AZ =

Zt2 password A8 4|2

DB RZ0| session hijack@Z ZA|

Az

injected scriptZt &47]| 4

n
I
o
2
i)
r=

EZl token2 AR

permission2 HHYX| %=

y S8 Haks

unique salt + PBKDF2-HMAC-SHA256 600,000 iterations

o synchronizer CSRF token for POST create and DELETE logout
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server policy check

password KDFE ZZ&

unique random salt

token hash XZ&

HttpOnly cookie

CSRF token + framework

2o

server session revoke

401-40 403 UX 22|

negative matrix

HTTPS-Secure-mature
stack
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o deny-by-default role-action policy
o protected requestO}lC} session:-permission 21 AS

parameterized SQL-transaction-schema constraint

textContent-CSP-no-store response

ZotE|X] 952 &of
o production TLS termination-HSTS-Secure cookie &X| M
o MFA-passkey-password reset-email verification
« login throttling-credential stuffing detection-bot defense
e OAuth-OIDC-SAML-SSO-SCIM
o device'IP-risk-based session policy
e session store encryption-key rotation-distributed revocation
o login CSRF2| mature framework defense
« audit logging-alerting-incident response-account recovery
e privacy notice-retention-legal basis-data subject request

o independent security review-penetration test

o4& ZX|
237l EHIAER} 167 auditZ7} EFHCED SiA O] appO| production-readyZ{L} 2tM 5| QM SICH= 552 OFElL|CE.

0= TA|5t local learning contractZ} ZHYE S ZHEHL|CT

2pes S0{of et HE

identity Y AEE 8 0|7 =7t ABE IdPE £ = =7t

assurance Ot HSO0ll MFA-step-up?t 257t

session idle-absolute timeout2 L0ORI7L, CHE deviceE 3{&5H=7}

authorization dstorto 2 ZE3H7L resource ownership-organization-contextZ7f 2357t

recovery password reset-account unlock-lost factor recoveryE £7t £9I5t=7}
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abuse

audit

incident

X] ofid data glo] HHztolvt

RECAP 14

o '1} ol SF At £§ﬁ=} I
20lat HehS st o2 55517
HIUHMSEE MM, CSRF, 9 I, Al SHMK| st HZAE H|ACH
F =S ESE=N| Qo] EZ 7| MM + CSRF planner / viewer
salt + KDF + cost 3|H + B2 + 17| of 23 Hst &0l deny by default
22 57|16
Q 240 © =:%t403 © CSRF 403
© &%t 201 © =301 200 O #EZ 401

21 16. password-session-CSRF-permission2 [} E& AZo= 21, M&

HeElex = FEE, My

rr
(il-}
i3
o

20120t 042 A MEli= 2t=2
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HIZHSEE] MM, CSRF, e G, Ml SH7HX] siLte| HAZ &l &|A|C.

’

~
J
‘
J

b el P =N Ao EE F7|
salt + KDF + cost 3|1™ + 0tFE + | 7|
\_ ) _ )

Az E57 6

Q@ 24401 @ =:lxt 403

@ 7I&xt 201 © =202 200
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HS o

MM + CSRF

o & et &l

@ CSRF 403

©Q #2401
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planner / viewer

deny by default
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1 Identity

2 Session

3 Lifecycle

4 CSRF

5 Permission

6 Ul

7 Negative

8 Boundary

8 userZ QFXSt password verifier2 A&sH=7}

raw tokeng server hashof] §1Z5H=7}

login-expiry-logoutO| sessiong HtR =7t

state change7t i E2E @6t=7}

D E HS requestOf|A HAMES MASSH=7t

role 7ts dS1t O|R7F HOl=7t

401-40 403-40 201-40 logout 4012 &=t

local labZ} production QTAIEE LE6H=7}

unique salt-KDF-generic 401

raw DB column §{2-HttpOnly cookie

rotation-15&-revoke

no token 403

viewer read 200-create 403

planner form-viewer read-only panel

probe PASS-23 tests

TLS-MFA-throttling:1dP 57| 2%t

25  fio HAE 1228t

M1

OUZ, NI, QI717} 242t Este WBS Bt 23N oM
He 17|
QIZS X7 R} BT ALBRIQIX|, MAS 1 200l 2to| OFF| QEBIX, 217Hs 1 AL S actionS
S El=X|Z 2Lt

|

viewerZ} logingt & 2HEF M2 QFIMSLICE 4011 403 & o= A0|M O|RE RARITIR?

HE HY|
4032IL|C}. viewerQ| identity2} session2 & 5}X| 2t
observation:create

permissionO| Si&L|Ct.

=M1 3

= usernamedt £l passwordd| Z2 login 2LFE AE5H= 0|QE RAQI7IR?
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o2 /Ho| AHZ ZxH5t=X| EMiSH= account enumerationS Z£0|7| {ISHAIL|CE.

=8| 4
passwordd]| unique salt@} KDF costE At235H= O|RE 2zt oM.
ek 7|

unique salt= Z2 password®= A™EOICt CHE hashE BHSL|CL KDF cost= password £ 138|€ A|E5H= H|E2
=L|Ct

=8| 5
DB session table0]| raw token CHAl token hashE F&= 0|f = FAURUTIR?

e &7

session DB snapshotO| =EE|Y S | Z2ZKX}7t DBL| 242 cookieZ HIZ MAIZ5H= S £0|7| e AL Ct.

A

=Ml 6

HttpOnlyQ} SecureZ} Z+z} H|tst= A2 2AQI7tR?

x-ll:l- E7|
HttpOnly= JavaScript2| cookie /7|2 H|$t5t1, Secure= cookieZ HTTPS connection@ 22t M&6HA| gtL|Ct.

=8 7

Browser Max-Age=900 2 QO™ server expires_at O] 2Q Qi=7tQ?

0

e 57|
ZQEILICE serveri= browser cookie 2EHE A2[5HX| 2211 0f &0l A XtAI2| absolute expiryS 2HQI5HOF BHLICY.

=4 8

CSRF token2 HLC|0f| HZx| 0 A CtA| server2 7tLtR?
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e 57|

server session row0]| &z 11
X-CSRF-Token

header2 CiA| EEHL|CE

login-session response= JavaScript memory0l| MEHEIL|C} AMEf H14 @

g &9l

=89

Protected POSTO]|A| session, CSRF, permission, input, DB &A1& MM|2.

=k E|

session &2l - CSRF & X| — role-action permission ¢l - JSON-Y 2 input ZZ — DB transaction — 201
response #=2IL|LCt.
25 10

LogoutO| M browser cookie2} server session & = ZS AMN|SH{OF 5L

-Ino...

e 57|
Z& DEQIL|CE server session rowE revokedti! browser0| Max-Age=0 cookieE H'HL|C}.

=8 n

SHHO|A] viewer2| ZHd QFAl

0
j
jo
o>

7|™ server authorization2 M2FHE E|LIS?

o

HehHY|
Ot EIL|CE Ul= At AE 2 SX|0H X JHsEHLICE server?} Of protected requestO|A permissionS X4 sl 0F
ghLict

25 12

—

0| lab& production-ready2 £2{A & Ot &|= SHAIE 4| 7] oM.

ALt 57|

Of|Al: local HTTP2} TLS-Secure cookieZE AH| H3}K| 24911, MFA-password reset-login throttling-mature

login CSRF-SSO-distributed session-audit logging-security review”7} i&L|Ct O] = 4| 7HE Mo ™ ElL|CE
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26. 9% M Checklist

Identity-Password

. ZIH™ identityE 13&t 0|22 mature provider CHOHS H| Lt

. passwordE ¥ - 5353} 7t g4 =2 XESIX| 4=C

. HAZE| password KDF-unique salt- =&t costE AFSIL},

. ol= A™1 E2l passworde| 2| SEHE ST

. throttling-MFA-recovery-monitoringS A7{|HC}.
Session-Cookie

. session token2 CSPRNGE 25| ZH| AASHT}

. DBO|| raw tokenS XNA&SHK| Z=LC}.

. login-privilege change0]| session rotations & -&¢tC}.

. idle-absolute expiry2t logout revocationg server?} OIS}

. cookied|| HttpOnly-Secure-SameSite-Path- & &5t expiry2 A& SHC}
CSRF-Authorization

. AE) HA request?} ZSEl CSRF defenseZE 7ZICE

. 0f requestOf|M serverZ} user-action-resourceZ MZASHC}

. H&oj| gl= role-action2 7|2 & SHCt

. 4011t 4032 3|5 SO A L2

. Ul HI0{Z security boundary2 7tE=51K| Qt=Ct.
Evidence-Operations

. anonymous-invalid login-wrong role-missing CSRF-expiry-logout E|AEZ} ULt

. HEEl request?t DB side effectZ 7|X| g=Lt.

o version-reset-test-storage snapshot-HTTP proofZ& =H7IC}

. audit log0i| secret-password-raw tokeng 7|X| &=L}
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OWASP Authentication Cheat Sheet

OWASP Password Storage Cheat Sheet

OWASP Session Management Cheat Sheet

OWASP Authorization Cheat Sheet

OWASP CSRF Prevention Cheat Sheet

Python 3.12 hashlib

Python 3.12 secrets

MDN Set-Cookie
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https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html
https://docs.python.org/3.12/library/hashlib.html
https://docs.python.org/3.12/library/secrets.html
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Set-Cookie

