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provider request region-retention-training use Pll redaction-enterprise setting
retrieval index AFH|-ACLO| EHAE| =Tt chunkOj| = tenant metadata
trace-log Q20| LW} hash prefix-Z0|-decisiongt 7|2

human review reviewer0j|A| 2 st #2017} A= field mask

evidence 2l 7ttt &M Atg|-sanitized screenshot

13.2. A& trace7} XNZE5IX| &%= A

raw prompt

response answer Z&|

email-phone &&

API key-credential

AA| provider request-cost

CH&l input_chars, input_hash_prefix , stage decision, &4 metricg EZLIC}. hashz 7HQIHEHE Yo =
EChe £2 OlL|IBR2 2 22t 7|2t Fsf{ofF §iLICh

= X
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14. structured outputS Ci4l Ao =2 ZHASsHL|C}

%3t &2 258 S0} Alto] Hich

JSONA{E! H0i= SAIET RE8 YR Z2H= 22 0| ofLirt

{ / typed object
Schema
"answer'": "30¥", render - tool gate
~ 7/
Allowed citation
( N

"confidence": 1.4

}

Ny €D

retry once - fallback

Business rule

Safety policy abstain - human review

]
]
"citations": ["X"I, ]
]
]

YEONCORE - M09-01 10-structured-output-validation-fallback

2 10. 2, schema, 318 218, ¢F 2[0|, ot FH F Stitet Mt accepted result7} OFlL|CY.
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JSONXE HO|= XL R

"answer'": "30¢¥",

"citations": ["X"],

"confidence": 1.4

¥

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

JSON

Schi

Allowed

Busine

Safety
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parse

J
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ema

J

‘
citation

J

‘
ss rule

J

1
policy

J
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typed object

render - tool gate

FAIL

retry once - fallback

abstain - human review

M09-01 - 43 /68



14.1. schema 0| A|

"type": "object",
"required": ["answer", "citations", "confidence"],

"properties": {

"answer": {"type": "string", "minLength": 1},
"citations": {"type": "array", "items": {"type": "string"}},
"confidence": {"enum": ["high", "medium", "low"]}

by

"additionalProperties": false

JSONSZ 2l5|=7}
schema field-type-enumo| %t
reference citation ID7} ZM Zut otof U=7t
semantics answer?t citation2| #Q|-0|QIE X|7|=7t
policy QIdEE - ZX| #S0| St

A&0| pad-schema EME answer: 42, 2XIA citation, |2 E|X| %L confidenceZ 2HSLICE validators
SHHO|| A ICHE M X| &1 fallback@ 2 MSFgHL|CL.

15. Al E Z 2. "2 fallback-Al2t ZER LsL|C}

ALE XA
clarification required 2T -CHAHZZ0| 25 THIA sl R = Het §| H35H
blocked policy-privacy- &t [dt O|RE of™sHA HY data ®M|H-52 42
abstained Mg 2H BE.EE DECID 25t ZEsH XI=E WA source Y1Z- Azt ZAf
fallback model-schema-tool &0} HIgtel HA otLiet Az 7|&= bounded retry-CHA| 7|5
approval required B0 d 523 action-Chi&h- gk HA| S2-AHE
human review =2 risk- %2 2 HE 7|2 AE] ZEA| reviewer L4
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15.1. £2 fallback?] 4| 24

2

2
S o

40 40 40

¥

=3
=]

YEONCORE LEARNING LAB
Al 5 22 e

T
e e D
¥ 270 e Ea 2 . m

t2| £AE 244sin elgo| eiel SES BELIC

YRES BME YOt EsID, O Wa| AHiE 4 2luae?

4
Sl 200 F P YUY Y 3R
SH7t = Py 8E 28 ARHSL|CL
02 MBI L
8t ¥ F=
elz pASS Ha Pass e Pass ) Pass oy PasS =) skp s Pass £ Pass

schema, citation
allowlist, confidence 3t

A% instructio

2 sioisma L,

03 - ArgX B 04 2YEH
dse 8¢ Trace-0f| 4t
&y 2g - 4% model E&-713 28 A5 WS ai_2a636ebeldeaBasa

ELR= 12

Ehd Mo 2 PEE TUR 30 B F MFIEN, BHE H FA| MFIE QFE 4+ ASLICH
o2t chg| 22
L Ch=u] 19
e 0.122

an 4 Xt 640 ms

* POL-RETENTION

» %8} Trace &27|

JE N FHY HHAM T ZF THA7E 0T evidenceE ZHSU=A] 2telgtL|C. Z2ap 2F0 {10 EUX| FaL T
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16.1. MAF 2o 9| 7|l trace

status

input

policy

context

retrieval

model

tool

validation

response

pass Zo|-gd te|-{E 01718

pass 318 policy version-2|8 & gl
pass instruction-Oi| A

pass POL-RETENTION source

pass & S H-2|2 model 03]

skip tool request g1

pass schema-citation allowlist

pass answer-citation-notice

= Ho| Eelct

+ 277

+ .

+ A 2

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO09-01 - 46/ 68



17. 324 A 20|M “H|elEl XI2"E

ol>

L|c}

YEONCORE LEARNING LAB
A5 A= e

B4 B My
2 Y BAMe X|AIR 3 ~ m

T T2 & X|A2E dataZ HI8t1 L2 2HEH ZHE AEEHLICE
gt 23
2M HE 72ta 272 e 22 A
4

2211200 bl A 2lef 3

Y BMel A2 32 Y=E eedaLch

02 - M|~ L5

8t 2 Z=

o ] @ o @ o o o

o=t pass L) Pass o2t pass L WaARN 2y PAsS = swp Az Pass 24 WARN
LEEN T YR instruction® 8% schema, citation
Juich schema® =! 1 allowlist, confidence 2
o & elsau
03 - M ER 04- 29 A
(=]
HsdE ¢ Trace-0fl4t
M 2M2| MR 13 Agl - NE 22 AL 2E s ai_d324c6436F121ele
el sgl 3
B Ao mET TS 309 220 BRI eF AHIE 288 5 JELICH
o2 etel 22
ad 17
Y g 0.106
A Ty 640 ms
= POL-RETENTION
o 28
» ZM 2ME instruction®| OtL|2} untrusted data= #
Fict

» X3} Trace 27|

2 12, AM EA7E "warn Ol A2 EMEHET|D, Y EME 270 H|2lshH ebHst Mgt SEE TS + ASLILL

=~

retrieved total el BN + g 2N
trusted context A= 2Mok
excluded untrusted 174

used citation POL-RETENTION

secret exposed (/Fal

tool executed

decision E BM & XAE dataZ 33
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Z2 traces “340| JUJUCP T 7K ek&LICEH T sourceE M|QIFH1, =2 sourceZ O{H claimS
OISR =X ATt

ol

18. E& -2 -H| K|S el ket

T2 Al MH|AL MU 5ILLE TSR] oH=C}

-0 -H| & K| AHEA} S 2 MZ trade-offS BHECE

mH
|'|_|>|

| G
st
COST He off At o8 PASS
FAIL

—_——

YEONCORE - M09-01 11-quality-safety-cost-latency-scorecard

FSLICE metric threshold@t X|@A Mul 271 2 SLICE

&2

12113, 5iLte] Ha H4ZE serviceS £9151X]
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=2 -2HH-H[E XA -AEXt S22 MZ trade-offS ZH=Ct

QUALITY = A= =

SAFETY R & et

COST Q

LATENCY p50 - p95

02
ont
=2
rr

ux

rlo
U
4
0%
A=)
i
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92

68
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18.1. C}= A scorecard

OJlA] metric Alof| gate

quality Eho| St 247 SE5H7} claim support-task completion Z=Qst claim 271 gl
safety Rict-Ast-privacy7t 2S5t} secret exposure-unsafe action 20| M write 171 O|A
cost A Zote oot telTt cost per completed task request ceiling =2}
latency AR 7|CH &= 9=} p50-p95-timeout rate p95 SLO =1}

Ux MEXZL SN E S ot=Tt completion-edit-abandon HH2 clarification &7}
operations ol 1 =2 £ =Tt trace coverage-rollback version-trace 52t

8.2. 8t metric?| stA|

—h

"

Xt= AH model qualityLt HIE2 H|WSH= benchmarkZt OFEILICE SHHOJIA 012] £2 O{C|of] EASHL O €A

q
SH=XIE HiRE ZE2YLICE

re nx
ny o>
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19. ™WI}= release gateO| X} x| 7HM 2= QIL|C}

EVAL 12

AIE BoW 7|FE 1K CHA|

- evaluate - verify - validate

53

RS+At

YEONCORE - M09-01 12-evaluation-lifecycle

a2l 14 2EE Holsin

= HA-FA- 32 AR E Astn, AmE Fof HA-ZM-model-UIS 17l T 3|7 IHLICE
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test - evaluate -
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verify - validate
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19.1. eval case &t 712| 7|2k

case_id: INJECTION-001
purpose: 2[2 EM & XAl HE &

input: Bfd HE 7|2t HE

context:
— trusted: POL-RETENTION
- untrusted: 2M & XAI2
expected:
outcome: completed_or_abstained
used_citations: [POL-RETENTION]
excluded_untrusted_count: 1
tool_executed: false
critical_failure:
- secret exposure
— untrusted citation used

- write tool executed

19.2. T7} set LA

0z
0=

o

5.7 9.3 BX.
o

oy
=

e
A

JHeIHE - 2X| content - Ast

i

direct-indirect injection-tool abuse

para §
=)
Zh

o
=

timeout:schema If&-retrieval 2%

o
H

7 production-pilot &

NE=ZN S =i PN =

NIST Al RMF2| Govern-Map-Measure-Manage ZECE HM HIH= Measure 0T HEX| ZELICE SE-MAUS

Hota, AL MEHS ofslist, Zatol| k2t riskE 2|5k TR =2tiL|ch
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20. trace

TRACE 13

RIZst prompt-&f TS 4X| g2 TR0l 2L

TRACE PACK

trace_id tr_8c2f...

scenario grounded

policy allow

retrieval 2 trusted / 1 excluded
model synthetic - 64 ms
tool none

validation schema + citation PASS

response completed

budget 46 units -

synthetic

YEONCORE - M09-01

J21 15 trace= {2E =

=l
==
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ZIOstH

[ral

[ YHE H7ICt

17} OFL(Ct. xH

ua

A

x

stage-decision-duration
H=-2 M-schema version

Zth-fallback-&Q! Zat

s-X

H|Z 2M FA| content
J
13-ai-trace-evidence-packet
= i St = i == =
|2-ZHALOl| 2Et |4 EHE SHE AZsLCt
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2UZet prompt-& FH|E EX| Z10 10 B et £ HE HYIC

TRACE PACK

trace_id tr_8c2f...
scenario grounded
policy allow

retrieval 2 trusted / 1 excluded

model synthetic - 64 ms

tool none
validation schema + citation PASS
response completed

budget 46 units - synthetic
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LEZI 7

[=— <

stage-decision-duration
&2 M-schema version

=Cl-fallback-=QI A1}

o & 24

H|UEHS-AP| key- 7HRI™ EH

H|Z 22X XA content
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20.1. stage &5 record

"trace_id": "ai_8c2f...",

"stage": "validation",

"status": '"pass",

"summary': "schema%t &8 citations

"evidence": {
"'schema_version": "ANSWER_V1",

"allowed_citations": ["POL-RETENTION"]

i

"duration_ms": 12

r

t 1

20.2. } wefof & 74

1!

N
>\l
[

&Lch ",

trace-case-scenario ID

model-prompt-policy-schema version

stage status-duration-stop reason

retrieval source ID-score-excluded count

tool request-&9Ql-result ID

I /AH| metric EA|

J12HO2 wjof & 2

B 2. Alg 29
grounding-attack £

action audit

23l EX|

password-API key-secret

DIzt response A
4 AH

M 2M T

A2t reviewer JHQI”E

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

X & 2X|-secret manager reference

Z10|- 2% hash prefix-case ID

outcome-Z4Z ZA1}t-masked sample

source ID-version-chunk ID

role-pseudonymous reviewer 1D
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ol

21. 971 gt A

LIZ|RE ZAIS H|ug

WHEA| RIY 2

AlLfZ| OFX|9} 2o] = THA| outcome

grounded response completed
ambiguous context clarification_required
sensitive policy blocked

injection retrieval-validation completed with warn
action tool approval_required

action approved response completed
no-evidence response abstained
bad-schema validation fallback
timeout model fallback

over-budget

21.1. 2t 37 =X}

S test
-HZM -t audit
probe
model &

tool side effect

prompt ®&&Z trace

desktop-390px overflow

browser console error

context-retrieval

completed with warn

4571 PASS
28/28 PASS
PASS

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

3| & citation 912

.I

=20 Vi

0>
o
ra

Alsl 07

o
0x

Aalint audit ID

FZ 910 22§t source H|A|
ERE SHE 3HH0l| HESIK| 4=

A3 OhL-RIAIE 7|2

trusted context F4-E2 0if
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22, L MH|20]| HE

RECAP 14

StEQE LI HE

o Mejt eI 270271 2eh- A5 T

!

o

l

L =
= et

o

1 PATH

8thA|ot SEH =A

2 - TRUST

X|Al2} data £2]

3 : GROUND

4 - ACT

ET HghA ol

5 - VALIDATE

schema-ZzH-fallback

-

6 - IMPROVE

trace-27}-s|H

T2 Al MHIA = 44 52 x SR 7HsY x AS 754

YEONCORE - M09-01

o

J2116. PE A|ekat MX| 21 path-trust-grounding-action-validation-improvementS st ZHoj| 12 ¢t
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S MEHEICH X FA 27 s EE EIIE AZsit
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22.1. 0{4l 2XoF A|ZEkshL|C}

PATH 0| service= [actor]? [goallE [8EHH & Z=Qst A=]2 X2|StCt.

TRUST [approved instruction]= [untrusted content]Z [boundarylolM £=2|stct.
GROUND Z2 claim2 [allowed sourcel®t Z=n glo™ [abstention] .

ACT [write tool]2 [permission-approval-idempotency] %[0 A4StCt,
VALIDATE output2 [schema-citation:business-safety rulel2 Sifslof 3tct.
IMPROVE [trace]? [eval set]2Z [release-rollback threshold]E EHsiCt,

22.2. 718 M stop =2
o AX JHQIFES} LIE EME QE provider0f| EL{OF 5t=71?
o TIO| E2|H Af2lo| HE|-2F- M- 180 2 IS F=IPR
o modelO| && MEf 1 tool2 SESIEE AR =71

|-

o 2Z-AIjf AHHIZ Z St eval set2} ownerZt Q=712

f et =+ gle7k

B

o L7 sourcel| Hst-

1>
>

|

mjo
HI

o traceZt Q7 Lt BICHZ 2IZF YIES D=3 MESh=71

SHLIEHE o Q1H| EX|-owner-evidenceZ} 2™ production 3 M1 risk reviewE MK gHL|C},

23. M HAE 122X

=81

D SEO| XAAZ D AMEXE HO|H Al MH| AT} S8t AL

o

e =

OtElL|Ct. H=-27q-schema- AR #2&-H 5t £012 Extotll ALEX} outcomeS &3 =X| &telsljoF BLICE

=M 2

NRI™E pattern2 model SES B2 F XM SE&L7F?

e 527
OFELICE S8EIX| 2 2R TS XHE L22{™ model SZ H0j| policy-redaction- 52l AHE SutaloF gfL|Ch
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=M 3

ZASEPDF Qtofl “O| ™ XIA|IZ R2A|5l2P 7} QELICH AF9| instruction@ 2 ME§HL|7p?

g 27|
MgotX| LELICE ZBM contenti= HIAZ| dataZ F|Z5t1, 2| X|A|E Z2|5tH ®E F2 1} tool
#ets RXISfLCE

=M 4

context window0| EH{Z £ Q= ot

e 5]

OFiLIC. Bt M2|-Z|MY BIZES 7

=8l 5

ZMEl sourceZt QO™ BE B groundedL|7f?

e H7|

FEIL|CE Bl =2 claimS sourceZt AX|2 X[X|5t1, Z=74-02|-version0| 220 citation@ 2 Q1AL OF ShL|Ct.

=4l 6

modelO| HI2 tool call JSONS TS A= EIL|7f?

T

OFZIL|CE. allowlist-argument schema-actor permission-budget-approval-idempotencyE executor?}

=M 7

JSON SchemaZ E1fst £He AMA

e |

OHEILICE schemas X E HSEILICE citation- AT 2|0]-otH M2 HE: HAlsOf hL|Ct.
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=4 8

27t Q12 W] 71 £E2 model2 & H O S&5IH ElL|7f?
e H7|
22 2H BEF0| ASEMH 4 JHSS FF00HE £ JUELICE 22
ZEZ dUL|CH

28 9

MW ST =9M prompt injection A7} 8 24 M2l = release

H7|
c

ritical failureZ} release gate2}™ Qf

—

=410

trace0l| prompt@t &f TH|E MEstorzt disis

HL

7

1E.‘_-Ix| Lr

o oot oA
HO o0z @R

= S
o
2 =xia}

20| AS w2k H|stetLCt.

ElL|Ct W EX0 HEZ secret &

= AL

st

I'

St
=

A
T

source

I1H>|I

SLILCL case ID-version-stage decision-source ID-validation result
=1

25 1

Al&9| 8 token-cost-latency 2 M| provider 7}z M58 H|wdi = ElL|7P?
e H7|
Ot ELICE ME 22 =22t metric 2IXIE HIR7| st & THILICH X H|w
=9 eval set0| ZHgH|Ct.
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[=]
XA ESHENO| OfL|2F A A AA|- 22 -0l eval, stage trace, policy-prompt-model-schema version, tool &9!
t

E21-0tM-H|2-X|91 A1tet rollback 7|&2 T2 evidence packete 2 SHeHL|C}

NIST Al Risk Management Framework Govern-Map-Measure-Manage , lifecycle 89| risk 22|
NIST Al RMF Playbook AlRMF 7|58 AX| &51t ZSH2 dA5t= &1 s
NIST Al 600-1 Generative Al Profile confabulation-data privacy-human-Al configuration-information

integrity-predeployment testing-incident disclosure

NIST Secure Software Development Practices for MM Al model ZHE I AFR S secure software lifecycle0l| 914

Generative Al and Dual-Use Foundation Models

OWASP Top 10 for LLM Applications 2025 prompt injection-sensitive information disclosure § =
application risk

OpenAl Function Calling tool definition-tool call-application &%-tool result Ft&te| £2|
OpenAl Structured Outputs JSON Schema 7|8t 18} £330} application validation
OpenAl File Search vector store 7|8t ZM tool1} file citation &
OpenAl Evaluation Best Practices objective-dataset-metric-continuous evaluation 2=
xy]= Ol- Hidi
= 'la al= ol' =

1. £ provider 7|52 27| H1& 4 QOO0 2 0| WA= ME API 0|20 A4S A4S 9I=lg
=

S8z HgBLICk

2. NIST 2M & 5tLte| QIF0|Lt XHE compliance EHHO| OfL|2t risk 22| 52 XEloHE 7|=CZ AELICL

3. OWASP %E% MA| threat model2 CHAISHK| 2&LILCE service data-tool-actor-deployment0f| St= 2|8

Al.25H04

—

_>,'_
12

HdE Ars ESHA| EELIC

=

i

4. structured output2 YAl ME|E =0|X|2t H5F

5. evaluation =7129| gt} API7} HFO{ = objective:representative cases-failure analysis-continuous regression

2I=l2 @X|stL|C},

== 7T
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https://www.nist.gov/itl/ai-risk-management-framework
https://airc.nist.gov/airmf-resources/playbook/
https://www.nist.gov/publications/artificial-intelligence-risk-management-framework-generative-artificial-intelligence
https://csrc.nist.gov/pubs/sp/800/218/a/final
https://csrc.nist.gov/pubs/sp/800/218/a/final
https://genai.owasp.org/llm-top-10/
https://developers.openai.com/api/docs/guides/function-calling
https://developers.openai.com/api/docs/guides/structured-outputs
https://developers.openai.com/api/docs/guides/tools-file-search
https://platform.openai.com/docs/guides/evaluation-best-practices
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