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prompt ID-version-Zl4= 9184-5 5 ©tH

context source-trust-lifetime-budget-H| 2|

tool read/write-strict-scope-approval-executed

memory category-consent-TTL-active-deleted

outcome completed-stop-approval_required-consent_required
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actor:

goal:

prompt_contract: SYN-CONTRACT-REVIEW / pc-1.0.0
context_policy: ctx-1.0.0 / budget 120 units
tools:

read: search_contract / contracts:read

write: create_review_ticket / reviews:write / approval required

memory_policy: mem-1.0.0 / preference 30d / consent required
visible_result:

— four contract surfaces

— outcome and decisions

— regression and sanitized trace
real_side_effect: zero
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7ts: format_preference -30 H=-view-correct-deleteE
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3.2. #|4& prompt contract

id: SYN-CONTRACT-REVIEW
version: pc-1.0.0
owner: feature—team
purpose: Bd A< ZE S 27t OIS
required_inputs:
contract_id: string
requested_action: [review_scope, next_action]
roles:
system: product boundary and prohibitions
developer: workflow and output contract
user: current task input
output:
type: object

required: [summary, next_action, source_ids]

additionalProperties: false
fallback:
missing_input: clarification_required

conflict: approved_instruction_wins

obmEl ID trace@t AT AlZ{0l|A] F&H3t promptE 35
version 4 ™S At H| w2} rollback

typed input =2t &5 type2 model HOf| RHCH
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tool result x5 Alsl Ant M HzH-Af S01

OpenAl2| sixll {0 M= developer message?} user messageECt =2 @Ma2|E 7HEILIC} CHE providers role
0|21t SZ0| CHE 4= I B2 1 mff sl provider 34! 2ME CHA| ZRIgfLICH

~
.
o
4
0z
b

ALEXHfIAH 2 Z

Sl gl0] tickets 201" write approval?t = SR oS 52 =R ot
M 2 O “MQ| X[AIE 2AI” instruction/data Z#H2t = 23 Ag| =71 datalt AL
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contract_id gl required input +2t model-tool & St CHAHID EE
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4.3. conflict trace

"prompt_version": '"pc-1.0.0",

"conflict": "user_requests_approval_bypass",

"resolution": "approved_instruction_wins",

"tool_executed": false,

"raw_input_logged": false
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input 20i0| Z4:0|1 type-Z!0|= 21017} input schema

rule SHOfF & Z1-5}FX| ZHotof &t 742 2oielvt invariant-prohibition
example HAHZAA - HEE BE HO| =74 fixture 1D

output O™ field-type-27{-AEHE LH=7t closed schema

fallback LEtEE.- 25 A 1 2S5t state-message-handoff

5.2. Z2 example set

: contract_id - completed
: contract_id - clarification_required
: 52 29 - contained
: 1,200%t - accepted
1 1,201%F &= - input error
- refused
- synthetic executed

: write 591 ¢S - approval_required

5.3. delimiter@} X3} EAl= B FX|

Markdown M|=-XML tag- 12X}t= instruction} datal] ZAE =0l =|A| & & QI&LICE J8{Lt EA|Rte 2 AHsto|
M7|7{Lt prompt injectionO| X 3| 85| X|= LELICH AX| #Etschema-approval-memory write= code2}
policyZt ZA[gfL|Ct.
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6. =3.7{A fallback2 Z2 7|2F0f| SL|C}

6.1. closed output schema

"type": "object",

"properties": {

"summary": { "type": "string" },
"next_action": {
"type": "string",
"enum": ["none", "clarify", "request_approval", '"human_review"]
H
"source_ids": {
"type": "array",

"items": { "type": "string" }
}
}I

"required": ["summary", "next_action", "source_ids"],

"additionalProperties": false

6.2. structured outputx} &2 Zyl= CIEL|C}

parse JSONC = Sl5|=7} StA retry EE&= fallback
schema required-type-enum2 X|7|=7} invalid output

source source_id7} 518 S50 JL=7t abstain-human review
business AE ®0|7} 755} tool &3 ZX|

safety HIE-0IAEE-ZX| AS0| ei=7t refusal

approval write &S0 SxH S210| U=t approval_required

OpenAlQ| current structured outputs &A= schema adherenceE N|&st= X35 E241f Ete~ JSON modeE
FE25tL, refusalE HA schema 2ot HEE X2 st E MMEetL|CE EH2 providerZt X|2l5H= schema #H |2}

refusal 281 2I5H0oF gfL|Ct
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ID SOURCE TRUST PURPOSE LIFETIME PRIORITY
ctx_system product_code approved policy release P100
ctx_user current_user untrusted task_goal request P8o
ctx_record contract_store trusted data evidence request P75
L J
[ label 9= X7t contexto SO{7}X| ot=C| }

05-context-manifest-envelope
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ctx_system product_code approved
ctx_user current_user untrusted
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PURPOSE LIFETIME PRIORITY
policy release P100
task_goal request P80
evidence request P75
7
=all ™ A loel ol ALl e \
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7.1. context2} memoryS MX| £2|gtL|C}

context

memory

state

source

7|0l MEE ANHE S QF =Xt SEX| 2™ context0l| EX| #&LICE SR context0l| SHZLTI 7| memoryo|
XS MESHR = GELIt

7.2. Z4 |abel

id: ctx_record

source: synthetic_contract_store
trust: trusted_business_data
purpose: task_evidence

lifetime: request

priority: 75

sensitivity: synthetic

version: data-1.0.0

US w2| ZH|

source At XIAQ] HRIE B & IS
trust user-document contentS A2| X|A|2 23}
purpose QO Qi dataZt FEXOZ HSHE

lifetime Q= turnt BtE XtZ 7t 7% THALE El
priority budget =1t if 2oiS WX| 2H 2t
sensitivity QI M&-log ME HHE XE 2&
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ctx_record"]

7.3. A2 manifest2} 2] manifest

"used": ["ctx_system", "ctx_workflow 'ctx_user",
"excluded": [
"ctx_old_turn", "reason": "expired"}

{Ilidll .
: 43, "limit":

1203,

]I

"budget": {"used"
provenance_complete": true
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object?| +HO| CHE 4= UELICE 0|2 provider ME SZf O|A|O|X| 2= MH|AO| MEE|= #=]0] OFEL|CH

ARl API= 231207t

conversationz response object?|
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versiond &t

k2 score H|2Q|

expired-CIZ task A<
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10. = 7|t

jo

schema-scope-&910 2 Mo|stL|C}

S executor?t & SEO|A A|2FS THA| ZlgiTt

=20

E1= 0|EHC} schema-scope &9l =710| #|2F

create_review_ticket EXECUTOR

mode: "write" S8E =217t

purpose: "&4d ZE ticket"
21240 £+l schema@! 7t
scope: "reviews:write"

strict: true actor scopet 287t

required: [contract_id, priority]

55 4y

o
JD
30
i
N

additionalProperties: false

approval_required: true

( sl H A Y 0 )

YEONCORE - M09-02 08-tool-contract-anatomy

12! 8. tool description2te == OHXSHX| f&LICE Y 2715 HEE schemaZ 211 executor’t 2E S5 SAELICH
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1 executor7} BE SE0i|M A2t

create_review_ticket

mode: "write"

purpose: "&d ZHE ticket"
scope: "reviews:write

strict: true
[contract_id, priority]

required:

additionalProperties: false

approval_required: true

MO09-02 - 34 /69
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EXECUTOR

schema®l7}

Of Bl

al
ol

b

()
AL

x
S

Xl L0

S

27| 5210

M09-02 - 35/ 69

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP



10.1. read tool contract

"name'": '"search_contract",
"mode": "read",

"purpose": "&d A record =3[,

"strict": true,
"required_scope": "contracts:read",
"approval_required": false,
"parameters": {
"type": "object",
"properties": {"contract_id": {"type": "string"}},
"required": ["contract_id"],
"additionalProperties": false

10.2. write tool contract

"name'": '"create_review_ticket",
"mode": "write",
"purpose': "&Ad HE ticket MA",
"strict": true,
"required_scope": "reviews:write",
"approval_required": true,
"parameters": {

"type": "object",

"properties": {

"contract_id": {"type": "string"},

"priority": {"type": "string", "enum": ["normal", "high"1}

}I
"required": ["contract_id", "priority"],

"additionalProperties": false

OpenAl2| current function calling 2A{= strict modeE #%&st0{ objectflM additionalProperties: false 2t
required field& A25IEE MYHSHL|Ct X|RIE|= JSON Schema ¥2|= provider-modeld| C}2t £HOI5HOF SHL|CT,
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10.3. =3 Y2 x| 2Ax] 2R TretL|Ct

Z2 description 24

oF recordE IDE X3

A2 =7 contract_id7} ASHS
HIALE =2 fuzzy search-At2h data-&H| 5 7|20l = ALESIX| %2

priority= normal-high2t

A writee A2 £01 2

Zut synthetic execution |DQ} ALEH HHSH

2El0| 02 &8 &5 invalid stateE THSX| Q

executorOf| M X 2|&hL|Ct.

Y2 codeZ EHE £ Qe ARHRAHTHHE2 tool argument o

11. 217|2} 227]|2] &9l AR E Zo|ghL|C}

GATE 09

READ PATH

search_contract
scope: contracts:read
strict schema

Ao source ID

>
O;o‘l—_'
ol
ro

= Wt S

WRITE PATH

create_review_ticket
scope: reviews:write

strict schema

—

YEONCORE - M09-02

121 9. read #Hot A7} 2 Q3K 2t write= CHAf-argument:
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APPROVAL )

09-read-write-approval-gate

o
2
ol

QI-At= SENTER| o Z5tA| ZelgtL|Cct.
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READ PATH

search_contract

scope: contracts:read

strict schema

A0 source ID

(]
HA

Olo

= 3l

{0

Al
=

0gt
o
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WRITE PATH

create_review_ticket
scope: reviews:write

strict schema
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. 0| 7Is SH0| 518% tool2l7}?

argumentZt strict schema?t YR =S

X|7|=74?

. @ actor?t O| resource®t operation scopeE 7HX[=7t?

. HIS-SaTHY WOt BT ololnf?

side effect’t 2AoW x| IO Cizt YAl S2l0] A=71?

11.2. 38 S HQ} executor Q!

executor-service

£ MER SH My
argument SH MM
Hst EHCHSER] O
= S £ U
o Y otX| 42
Aot s

OWASP2| Excessive Agency guidance
authorization2 At23sl2t1

mediation0| Z! Qs |C}.

approval:
actor:
tool:

current_user
create_review_ticket
resource: SYN-204
arguments:

priority: normal

expires:

current_request

reusable: false
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allowlist &0l

schema-range-business rule ZAt

current user scope &0l

ol

=

tol

|

ol

7

re
0l
o

idempotency-timeout2} SHH| Al&H

AH| postcondition ZH&}Rl

11, user context-Af I-downstream
O

2F A0
a0 O -
0 4| resource &2 UHOICE complete

X @& -cHAH-argument-A|Ztof| R&LICH

gl
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AL S0t ol what el = 7|

J
N
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CONVERSATION m PREFERENCE KNOWLEDGE

o T

CHst el
2M-DB - HE M3

Bl turn HZ i

L
= B2 TTL consent - 30d RAGOf| A ZA4
clear view - correct - delete memory2 SAt 2X|

MY RAE MECE R

3l
=235

22 data - 7Hol M

10-memory-type-map
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O|X|, 2M HHZE AKXt memory0l| SALSHS 30| OFL|C.

Hl

{E 5l 2= A ZMsHs

oY

12110. knowledge bases=
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MARE =X =Hof| w2t oEf-%e 719-MS 7[9-X|4 |25 2E|elt
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CHSt &FEl MM 719
&z turn 91 2 Ay s
L J . J
2 Er BH2TTL
A= o) 7| clear
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PREFERENCE KNOWLEDGE

-— [e]
M3 7|0 x|4] gle
FOolgt ZA| @Al EM-DB - €k At
\_ _J \_ W,
consent - 30d RAGO]| A Z42H
view - correct - delete memory2 SAt 2X|
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conversation state O|® turn-tool result MEH provider-service conversation =t

session state SiXY filter-MEH HE oL@ T2 TTL session store
task checkpoint 7| B T Q|X| xHE task store-owner-delete

preference memory E YA MS off consent-30d-user control
knowledge source Xz 2M- A2 DB AMoZ At 2= ACL-version-deletion

approved instruction HE = release S0t code-policy repository

SQIE HZE XAz AHEXF memoryZt OFElLIC HM 2M RIZ X preference memory”}t OFEIL|CE K& S&1F owner?}

CrEHE M2t YMS 2|gfLrt

12.2. O|tH A& 9] memory policy

version: mem-1.0.0
categories:
session_task:
ttl: 30m
consent_required: false
controls: [view, clear]
format_preference:
ttl: 3ed
consent_required: true
controls: [view, correct, deletel
prohibited:
raw_document
personal_contact
secret

untrusted_instruction

approval_bypass
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13. 7|19 S £ FE + A= YEF7|= TSLCt

7192 M HEO| OfLjz} ElSE 4 ol WU

AMEXH= 29i0| of MEFHEX| 21 DX 1 X| Q0 B2 E &It 4= 9Io{of &

PROPOSE CONSENT STORE “ CONTROL “

=2 £9| source-TTL 2x 2Ax| view-correct delete-expire

)

E
W

~ -
~ -
-

~
‘.A

™2 M version - AH|:= CIE QEOIM O|AE gl - TTL2 XS 3=

11-memory-lifecycle-controls

YEONCORE - M09-02

EIAIJLICE ARRXIZL 22 B0 UX|1 X|R0 2tz S &15l{of lifecycleO| 2 EILICH
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ArEXt=E FN0| & MEFH=XA 210 10X 0 X|R0{ Pte S 2ol 4= QI0{0F SiCt.

PROPOSE CONSENT STORE

2x.7} 9| source-TTL

o

™2 M version - A= LIS 23
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2X aolx| view-correct delete-expire

-

- -
10jjA| DAL &lol - TTL2 X}s S8

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

MO09-02 - 47 / 69



13.1. lifecycle contract

propose FoIE off ¥otLt Mot category-value preview-purpose:TTL
consent ALEX17L o83t ol =} actor-scope-time

store Z|A fieldBt HZEH=7F source-trust-version-status

use Sixl| purpose®lt LX|St=7t request trace:-memory ID

view AMEXE7F SAXY active memoryE He=Tt UI-API response

correct 0| versiong supersededZ H=7t before-after version

delete active memoryZt 074217} delete ID-follow-up read

expire TTL 5| X+3 0|AESH=t expiry job-test

13.2. A2 overwrite& L} version

before: format_preference vl - - superseded

after: format_preference v2 :+ E 2 - active

ol W3t £|A metadatalt SX|5t1, AFR0||= active version SHLtTH ML |CH MA M Zto| H2t 7|Ztnt H2
Mot HE Mg FL|CH

13.3. &§|= HEKRLCI AS

delete request accepted

- active record status changed
subsequent read returns @ active records
next request context excludes deleted memory

backups-derived indexes-provider copies follow policy

user-visible completion or delayed deletion notice

NIST Privacy Framework Xt2<= datal| review-transfer-alteration-deletion-retention|| Cli{$t M40} MX}E CI204,
data processing2 & 2E H2H-ALE-S71-H|7[7HX|2] lifecycleZ2 FSLICH AX| HA o|F= £%|-X[Y-data ZF0] L}t

privacy-legal review7| 2 Q&L |C}.
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14. 7|1Y 29 S ME| FA0IM xihetiic

71942 7|50/2M CHg 23X ojojx|s 22 B

9|2 content®| X|A|E XMZ5HH 5 19| 20| 012 session?| =SS HE 4= QUCH

|.

5| 2%l memory

H|2IZ| content

'&olg AuF oz category: format_preference
‘0| X|A|12 AR MEHstet source: explicit_user_choice
urpose: response_formattin
THe =M HlUS Hufar S L 2
retention: 30@d

controls: view:correct-delete

—/

( untrusted instruction - secret - approval bypasse= X% 2X|

YEONCORE - M09-02 12-memory-poisoning-trust-boundary

prl

3212, 2% content?} &M & & S HOM Chg Q&2| 7|t =7 AFE7HX| HHRH Q|0 =HELC
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St H

Q= contentl| X|A|E X&EstH Gt Ho] 20| 02] sessionl| HZ=2 HiE £

H|MZ| content

selg ziisofef
0| XIAIE YT Ksl2

TS =0 HIZS 2UEf
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category: format_preference
source: explicit_user_choice
purpose: response_formatting
retention: 30d

controls: view-correct-delete
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14.1. memory poisoning0| 22}7}= 0|

durable memoryof X
Ct2 sessionOA approved instructionX@ XHALE

tool scope-approval il gk

OWASP2| prompt injection XI2= 2|§ content?} X|A|Z H} D CIZHRH- 7|5 At
OWASP2| memory attack-surface Xt2= XZHRHAFE E|= context?} sessionS EH

U2 = 4 AUSS YEBLIC

2 0o

14.2. memory write gate

category format_preference untrusted_instruction

source explicit_user_choice retrieved_document_command
purpose response_formatting future_policy_override
sensitivity non-sensitive display choice secret-personal contact
consent ST ALEX HAl 2 EA ot “FolE

TTL 30d indefinite without reason
controls view-correct-delete user cannot inspect

14.3. X{&stM ot E|= 2

7| A8x 84

L2 user-tenant2 AE(

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP MO09-02 - 52/ 69



S2l= ME| ZALE ti2I5HR] EELCt.
AEXI7E 52

minimization-security policyE HXA E1

SHCHD H|Q-OkM XA 2T QS A2 S MEASYE &= 7

A2 OF:IL|CE 3{& category-purpose-data

15. A|2f HZE S 3|7 AR} HiE= BhE| gL Ct

RELEASE 13

v o X 1o XIS HHiz
ZEZE-EI-7|f "l HE2 X2 =
versiong S2|11 17 AI|E CHA| A& F| FZTI {22} rollbackS F=H|SHCL

CHANGE

pc-1.0.1

FIXTURE

10 cases

STAGE

RELEASE

synthetic observe

FAILO|™ rollback

3] case

- stale - read - write - consent -

correct -

delete -

YEONCORE - M09-02

2113, prompt text® OtL|2} context policy-tool schema-memory TTL &
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poisoning

13-contract-version-regression-release

HALT fixtureZ CHA| Al8H5H0F BFLICH
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version= 22|10 0™ A E CHA| Al&lish F ATl B =2} rollbackS £H|SHC}

CHANGE FIXTURE

pc-1.0.1 10 cases 10 /

FAILO|™

g

stale * read - write
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m RELEASE

10 synthetic observe

correct - delete - poisoning
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15.1. 107} regression fixture

7|cl outcome

4l invariant

RO1 stable

RO2 instruction-conflict
RO3 missing-context
RO4 stale-context

RO5 read-tool

RO6 write-tool

RO7 durable-memory
RO8 correct-memory
RO9 forget-memory
R10 memory-poisoning

completed

contained

clarification_required

completed_with_trim

completed

approval_required

consent_required

completed

completed

blocked_from_memory

prompt version-provenance 22

approved instruction §X|

tool-model £& & stop

expired turn &2

read scope-approval 22

290l M executed false

=9| M stored false

active version 121

AFH| & active 074

untrusted instruction K& 2X|

HEEA] CRAl 2 At

prompt wording-required input

context priority-TTL

tool parameter-scope

memory category-TTL-controls

trace field

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

prompt

context policy

tool

memory policy

evidence contract

RO1-RO2-R0O3

RO2-R04-R10

RO5-R06

RO7-RO8-RO9-R10

HA| + privacy audit
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15.3. release gate

tests: 66 / 66
design_audit: 32 / 32
regression: 10 / 10
external_model_call: false
real_side_effect: false
raw_input_Tlogged: false
desktop_overflow_x: @

mobile_overflow_x: @

console_errors: 0

rollback_version: recorded
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16. 2RLCIL0M U] Al2fS &

oo

HLict

'YEONCORE LEARNING LAB - M09-02

Al7ls A5t ARCle

Ao g Ay
0w Ee
uaey
M a7 =780
- oL SYN-2049] 2 Wolo} 118 YES 22N . [ s=retl
[mE-ZECE
sizdol it 718 Aet ~ 511200
4
neiaw | onsmas HECH ‘
| BEO| gli= 71 o} - - trace fe. 2dd
A7 Alorm
027 A
ProweT contexe o0t wewony
O su7et wi @ et manifest = @ wwroe wor @ et tedger
At SYN-CONTRACT-REVIEW Ciid a2 £ 23 s EEE ] nen-1.0.0
—
i pc-1.0.0 mode - event none
coxsystem
smuy none i scope - 82l not required
R strict . PPED] 02

‘system - approved_instruction

4 XIS ABSET HILTHRIHR U Ay E 23X RO

ot Tolan e’ moomvml entnichas eaen P00 e gel not reauired 24 memory 88

developer - approved instruction waay fase view - correct - delete?} 7H5 2t 1212 318

B4 S SIS source D2 13 HEE 758 G

o curent user - untrusted taskiput - request - P80 ¢ Tu

40 DB ticket 2% AP 12 07
user - unt task_input. corecord

synthetic_contract store - rusted.business_data
equest P75 13u

o A 2= BsE N2

'YEONCORE LEARNING LAB - M09-02

L=l A - @A -9R 2H 08

J21 14, 7|2 HMHE prompt pc-1.0.0, context 43/120, tool 2 912, memory 071E ot 3}HOj|A H0J FL|C}

16.1. & sHO|M A4S =M

7t2dl 2/%: prompt ID-version-role:required input

7t2H &= #m: context source-trust-lifetime:priority-budget

7t2d Ml #m®: tool mode-scope-strict-approval:-executed

712H 22%: memory policy-event:consent-active records
Of2i: outcome-decision-safety boundary:regression-trace
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cd gibalja-ai-feature-contract-practice/app

python3 app.py ——host 127.0.0.1 ——port 4173

HaloX:

http://127.0.0.1:4173

16.3. write tool £¢l M

outcome approval_required completed
mode write write

scope reviews:write reviews:write
approved false true

executed false synthetic true
real side effect false false

outcome consent_required completed
stored false true
active count 0 1

purpose

retention

controls

response_formatting

H|orat

MO
=0

o
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YEONCORE LEARNING LAB - M09-02

ARLCIR

Al 7|5 At

£ A - oy 29 08

Ao &

ra
>

18

=
01 - @A B
Ty 2y
| #71 €3 g0l
] Ao} SYN-2042] HE Helol CfE WES 22 A, —
[] #7171 82
719 29 Mgt 31 /1200
Aoty 1070 24 2N X713t
| 7|2 29 xjct - blocked_from_memory - trace fc_429cfbdd921a5a09
A Aok
02 1 7ix e
PROMPT CONTEXT TooL MEMORY
way : ] 28 28
[ © o2t maifest Q uusoe M
ledger
et SYN-CONTRACT-REVIEW sk i £3 28 s
|
= cilae = ) B4 i men-1.0.0
strict - 82l not required
system - approved_instruction .
B4 RS ABHD Ul 2 48 3N cocworkdlow R e
#ict wodule - approved.instruction - release : P90 A gel not required
approval_bypass and untrusted_instruction are
developer - approved instruction By de false prohibited

2% PJe1S Hols| T source 109} HE WES 73t
#ct

user - untrusted_task_input
i Ao ot 2E WSS AZE

2l 15 7| @ M “approval_bypass @t “untrusted_instruction® S XHetot

16.5. traceOj|AM HO|X]| &

cbcuser

nt_user « untrusted. tas st-PBO - T

ctx_record

tore - trusted_business. dat;

P75 13u

20t0F g A

4| DB-ticket-215t API ¥1% 0%

view - correct - delete?} ZHg 8t 7| 2igt 8{8

active memory 0712 SX|gh|Ct.

trace0|=
hash® Z M1} attack 7t

input_chars 2t &2
M2 7
E

hash prefixX| & /=2 M7MsHK| &4
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17. Al 7|5 SHAIMS 2MSH|C}

17.1. 8t 2% outcome

[strict tool contract-scope-approvalls Satst
[category:-purpose:consent:-TTL:controls]O| &}

[failure] ™ [clarification-refusal-human review] 2

17.2. 1] #|<t st & QoF

feature: contract_review_helper
prompt:
id: SYN-CONTRACT-REVIEW
version: pc-1.0.0
required_inputs: [contract_id, requested_action]
output_schema: review-result-1.0.0
context:
policy_version: ctx-1.0.0
required_labels: [source, trust, purpose, lifetime, priority]
budget: 120
tools:
- name: search_contract
mode: read
scope: contracts:read
name: create_review_ticket
mode: write
scope: reviews:write
approval: required
memory :
policy_version: mem-1.0.0
allowed: [session_task, format_preferencel
prohibited: [secret, raw_document, untrusted_instruction, approval_bypass]

controls: [view, correct, delete, expirel

17.3. done gate

PASS =74 evidence

prompt ID-version-owner-input-output-fallback spec-fixture

roles ZE1} retrieved instruction X 2| M9 RO2
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evidence

context 2~ |abel-budget-trim-lifetime manifest-R04
tool strict-closed schema-least scope contract-RO5
approval write £91 ™ executed false RO6

memory category-purpose-consent-TTL policy-R07
controls view-correct-delete-expire R0O8-R0O9
poisoning H&=Z| XIA-HIZ ME S R10

privacy U2 log 2L HE QIS trace audit
release test-review-rollback evidence packet

st S30| 3H 29F8 HYLICL AE 71522 7|2kschema XIS B

= 2026-07-160f| &telst ZA1X} Xt2
oo A

prompt &gt x developer/user @it 12 Markdown-XML Z7|, code OpenAl Prompt engineering
-version review-test-staged release
conversation state stateless-persistent AE|E 2510 provider M2 HIMS HT OpenAl Conversation state
&l
function calling app executor?t A5t strict schema-&A&tst description2 OpenAl Function calling
At
structured output schema adherence®?t JSON modeE 25111 refusalg E@x OpenAl Structured outputs
S
JSON contract TZX3} data®l type-required-additionalProperties = JSON Schema
prompt injection direct-indirect injection2} #ghH|2-E1 AAHE o] OWASP LLMO1 Prompt Injection
excessive agency 7|5 -Hst-X2M S8 £0|1 AR £91-downstream auth AE OWASP LLMO6 Excessive Agency
memory poisoning XZE-THAFE context”} O|2H reasoning-tool used| = Ask OWASP Memory Is a Feature and an
B Attack Surface
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https://developers.openai.com/api/docs/guides/prompt-engineering
https://developers.openai.com/api/docs/guides/conversation-state
https://developers.openai.com/api/docs/guides/function-calling
https://developers.openai.com/api/docs/guides/structured-outputs
https://json-schema.org/
https://genai.owasp.org/llmrisk/llm01-prompt-injection/
https://genai.owasp.org/llmrisk/llm062025-excessive-agency/
https://genai.owasp.org/2026/05/13/memory-is-a-feature-it-is-also-an-attack-surface/
https://genai.owasp.org/2026/05/13/memory-is-a-feature-it-is-also-an-attack-surface/

ol 0l =8

GenAl risk data privacy-information security-human-Al NIST Al 600-1
configuration-monitoring

privacy lifecycle review-alteration-deletion-retention X =} zHQ! NIST Privacy Framework FAQ

18.1. 2712 ME ZHE= U= Y

34 guide?| 7|5 MY
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-

rompt-:context:tool-memory contract0 ZE2
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- review-version-release evidenceZ HZ

19. 4= HAE

ZEIZE 20| HHAX|Z output schema®t fixtureE 7|F3HA| ARASLICE 7He HA 255 A2 FAYLII?

HE 57|
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