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9. ol=1} HslS = J1o] Gate2 L|tL|C}
M10-02 - 09
oIZg ENS|E At A= BLX| otAL|C)
[ES M2 NS SYY & S BA7I52 5182 BHGHA| LIt
GATE 1 GATE 2

IR =017
session valid?
anonymous — 401
expired — 401

olZ - Authentication

A8t - Authorization
= QALE
relation valid?

other object » DENY
admin function - DENY

st

IxHEE

|

RESOURCE

ACTION

ALLOW

of 2H0IM 21= CH20]| object-function authorization2 SZXMOZ ZAIEHLICE

Ed EMLE ZE[RL7|52| 5182 EFHA| BaLLh
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inction - DENY
ALLOW
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9.1 2IZ ALIZ|R

HE| 7l

session missing H3S X1l T2 A 401 SC-10

session expired 401-visible false SC-17

session valid Hot AAIZ T8 SC-11~SC-16

QIE ALIE|RE 2001 StHTE HX| fEL|CE MM BtE-FA-HAM-SA| AIE-HE Xt 21 QS =etetL|Ct
9.2 #st AlLIZ|R

QFOIM CEA| HAMRILICE ZREMENM HES SZEEE AMH endpoint?t QF S 7EH0F BiLC.

oy
&5t role-owner-tenant 22 st 2H 2 UX| &4&L|CE

9.3 |4 #HSsk} deny by default

& ALIZ|RZ Hfp = EE

E|A Hst SH 0| 25| %2 7|5k s{&85=7t

Deny by default ol el= M 71501 712 S1&El=7t

o 2F A Mg Z3| £ CHE M| = IDE B CHA| ZAfst=7t
Me 29| 2 fieldof| role2 o™ H$H0| HHY =7t

ro
A
OB
U

MM Btz 270t F| E20| A% &S5kt
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10. 27| == At actor-action-object | E FL|C}

BOLALX object ID7} OfL|2} 24| ZZ 9| AMajelL|ct

QF 09| IDE HFE il actor-action-object Zt7|S CHA| Z4ALSHOE SHLILCY.

ACTOR
owner-b
A SLX|
404 - NOT_FOUND
OBJECT
doc-owner-a
SC-122] owner-b= 212131X|9t doc-owner-alt 28 A7} Qe 2 x5|2 &gt CL
J2110. A & et 22 ID Ao EX|7t oLzt EF AR(A7t EF AN E & 4= U=X] 2A AAE R 22X L|CE.
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QAo IDE HPEEZ Ml actor-action-object £tAH|E CtA| A}l OF gL

ACTOR

owner-b
A 1
404 - NO
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doc-o\
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10.1 BOLAE Z+ 7|=E2 HigL|C}

Broken Object Level Authorization(BOLA)2 APIZt HEEE2 object IDTIOZ XIS &1, QAKX 2H|2] AR HHH

-tenant 242 &tQI5HX| 42 f ML Ct

: owner—-a - view - doc-owner-a - ALLOW

: owner-b - view -» doc-owner—-a - DENY

¥ 2 actiond} object?} Z11 actor 2|2 CHELICE O|MZ & FF HH A g9l /IS 2YsH 2

AR =

AR own document other document

o7& assigned document unassigned document

Tenant same tenant other tenant

AFER active resource archived-deleted resource

512l Xp2l own attachment attachment of other object

=1 filtered own list hidden object inferred by paging

10.3 =M 2 A
o 2t status?t business codeZ} HEH0| Q=71
o body-count-header0| Zix| HET} X| =71
o ZAM-ZE-LHHLV|QME 22 2HE XM Est=7L
o 52| Xt endpoint®= & A ZHAE ®fAALSH=7F.

o HE audit7} Y2 HIZHE 90| H=7h
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1. 7|5 & #§H2 endpointO}C} EtlgtL|C}

| Mioozn
BFLAS

URLS &7|X| &

rpl

Hst= 71soll 2RE o] =Est= 2HLICH

Zt 7|5 ZIAEO|M deny by defaultE HEgHL|LC},

fd

ACTOR view
ALLOW

owner-a OWNER
session valid . .
role OWNER approve ALLOW
O BT ' ASSIGNED REVIEWER
admin Ol

export_all

ADMIN ONLY

SC-15= owner?} admin export endpointE 20t% 403 FORBIDDENZ} export_count 02 7|CHghL|Ct.

JE N 758 7= At 7SS E&sts A2 HELICE 2t endpointOf A gtat FH
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o
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URLE &7|X| 21 2} 7|5 ZIYHO||A deny by defaultE = &8tLIC

ACTOR view

owner-a OWNER

session valid
role OWNER

approve
own document ' ASSIGNED REVI

admin O}l

export_all
ADMIN ONLY
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11.1 BFLAE Z44 7= & H}2L|C}

Broken Function Level Authorization(BFLA)2 Z=xl5t= 7|s0f 2 st oish- 12 -H2o| M| K| okof, s gl
AMEXP7L 2E|R}-2ERL 7 s0f| 22 stE EXIQILIC

—

actor: owner-a

session: valid

role: OWNER
action: export_all
expected: 403 FORBIDDEN, export_count=0, audit_count=1

1.2 7|5 52 U7} OtL|EL MH 7|E2E BHSL|CE

=3 view-list-search anonymous-owner-reviewer-admin
HE create-edit-submit owner-other user-admin

59! approve-reject assigned-unassigned-owner

2| export_all-bulk_delete-role_change owner-reviewer-admin

29 retry_job-view_audit-feature_toggle Qdt A2 X2 K}

Ul Ol =7} 20| X| 0t URL-API route-GraphQL operation-batch endpoint7t ZXHgt 4= ASLICt ME route S=1t
st Y J|zos 7|5 222 AL}

o =2 --g

11.3 BOLA®} BFLAZ J&3tL|C}

BOLA O AHEXE7L O HIE & 4= =7t SC-12-SC-13
BFLA O AHBX}7L O] 7|52 & += =7t SC-15
=t Z2|xt 7150] B HAE XM2lE = U=t B X AL
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M| ZA7t 2] 2lojet 7 LES ZFELICE

S2t0|HE Tt EEH role:markup:IDE AE[5HK] Q11 Mb{| MO Z CRA| S AEH|C}.

01 02 03

UNTRUSTED INPUT SERVER BOUNDARY SAFE OUTPUT

role=admin 38 S0t 8 assigned_role=OWNER

<script>-- AE-HEE THAAL EXYEE EA|

malformed payload _> contextual encoding _> 400 INVALID_REQUEST

object ID generic error internal_detail=false
oM A= 3 UHO| ofL|EL 318 5553 encoding- Ybtst F Al stelshL|ct

a2 12, 2t0|AET Hi role-markup-IDE AE[SHX| 40, M Moz +8-HA|- QR &8 ZFRILICL
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220 ET} HEH role-markup-IDE A Z|5HX| &1 M Ho=Z Ct.

01 02

UNTRUSTED INPUT SERVER BOUND/Z
role=admin o2 40 8
<script>-- 2ER-HSE ZHZAL
malformed payload _’ contextual encoding

object ID generic error
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121 5|8 S48 82l

SC-162 2M MM QAO|| role=admin & E&LICE QHHSH SHE O] M8 PAI5HD assigned_role=0WNER S
KXISL|CE S2t0|HET HE HsHAQRH7HA-SQI MEf 22 21z £M8 2 OH 2 HIQIESHX| &L Ct

SC-18 of|
TR 518 YA Zo|- X 2 RS 2xte Y ol
EE] HIZ A B8 5 Unicode- B4 ChARX} 3
SR A2 FY EAE 2 QAR e QtEsHA R
£2{ o3y EA| 2ol A AE|x| o & <E &lt; 2 BA
Zex 2ot seter M we| At 2o{ M55t

ol21 Z450| £ oIRLS CYAIBHX| LALICH 518E 2XFAE HTML-URL-JavaScript-CSS BH2tol| 97| FA|s0F BHLICt

12.3 Qttst 7 Al

SC-19= &2 =l payloadE EYLICE 7|CH= 400 INVALID REQUEST @} internal detail=false RILICL It AZ
-stack trace-#2|-LHE class 0|2 SHOl =&olX| tSLICE LHF0= ZIT 7tSSt event IDE EH7|E|, AFRXH SE2

YA B7H0ll= 228 &[4 FHEPHFLC

12.4 O] o2 Hot A7

=

|25t payloadE AH| AL HLHZALE HO{E 23I5HA| ELIC BHd 2XE0 07 actualS H| W&l TS
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5 2FO| 25 SUBMITTED E ¢i2 Tl 22t S2lstH approvaldt audit7t & ¥ M2 £~ JASL|CE SC-202 SA| 52 F
H 5| CHS 2 7|CHELICY.

state: APPROVED

approval_count: 1

audit_count: 1
code: ALREADY_APPROVED

13.2 g AL 24|

ZH| 2 X}2l- 22 A|EE AERRITL object ID-version-state
AloH Q0| HX|=2 =7t operation ID-time window
oy FEEle MZ &= H JielTt response codes
21 Z|Z 222 4= 9 Jl017t row-event-audit count
23 x| Zup7t L= =7t final state-version

13.3 H|=L|A 2%l 22 A2

o Z22I0|AET} AHASE ZHO|LE AFEHE M7} Al2|5H=7t.

o AT 5 AFZXITL O RS AEHS =Tt

—

HIZL|A 722 U Y@A0] SHIE QFOIME THE 4= ASLICE SEN7|A- 27 2 YEts| 5t H EHAIS MH
P2 elgfLict
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14. 3 ARC 0N M| HHE S Bl ghL|Ct

YEONCORE - M10-02 SYNTHETIC LAB

ILI'EIQ E_JI’._ =|:|2 Y BA - 3 AW BU-AN XTI 0

01 84 02 Hfg-xHel 03 ALR2|2 04 2]cq HE 05 8H 06 Gate

ﬂ 2071 E$ AlLt2IR m By WM | AM wet
antrols-1 0.0
e L} == xR nu oA 218 code s
CTRL-01 MY BM S8 SC-01 Ha owner-a awn-document DRAFT_CREATED PASS
sc-02 M owner-a own-document SUBMITTED pass
CTRL-02 5c-03 Ay reviewer-assigned assigned-document APPROVED PASS
SC-04 Hy ownera own-document DOCUMENT_VISIBLE PASS 7@} £ Hj2 TR
CTRL-03 HEUHEH is 2
et 5C-05 LR owner-a own-document VALIDATION_ERROR pass
release_ready
SC-06 ofe| 8 owner-a own-document REVIEWER_REQUIRED PASS
CTRL-04 ALfelS Crieal
s¢-07 LEEE reviewer-assigned assigned-document RETRYABLE_DEPENDENCY pass 20/20 100%
SC-08 ofe| -8 owner-a ewn-document ALREADY_SUBMITTED PASS =n ool
CTRL-05 e b
10/10 4/4
5C-09 ofe- 47 reviewer-assigned assigned-document INVALID.STATE PasS
5C10 At mous tected-doc . AUTH_REQUIR pas
P # anonymous protected-document  REQUIRED ss =x 25
sca Ay owner-a own-document DOCUMENT VISIBLE PASS. i § o i
CTRL-07  7|i5 8 A8t sc12 At owner-b ather-document NOT_FOUND PasS CTRL-02 3¢ 0 fa L
sc13 A reviewer-unassigned unassigned-document FORBIDDEN pass CTRL-03 [t
CTRL-08  RI%H-@H% 248 H2| sC14 it reviewer-assigned assigned-document APPROVED pass CTRL-O4  35C-0F Lin
ABX B A3 BN YR 68 %8
B e g A2E WEC) )
SC15 At owner-a admin-export FORBIDDEN pass C-0E 430 Lo,
on- 2' 74‘*5"1 CRL06  35C-0fa ™
2 SCI6 sioh owner-a own-document DRAFT_CREATED PASS
ct
sca7 sioh owner-a own-document SESSION_EXPIRED pass. TR
CTRL10  S%-J mey
= — sci8 L owner-a own-document DRAFT_CREATED pass
5C19 ot owner-a own-document INVALID_ REQUEST pass
AL2|e ZE&E2| 5¢-20 ioh reviewer-assigned assigned-document ALREADY_APPROVED paSS

813, 44 83t =H. 20/20 A|Lt2|L, Critical 100%, S| 10/10, #== 4/47} $t SHHO|AM HAZAEILICE

14.1 M| B{F 2| et 20|

happy-path-only-v1 6/20 14 blocked_scenario_gaps

partial-guards-v2 13/20 7 blocked_access_security
review-candidate-v3 20/20 0 release_ready
N HT0| 67HE SASICH= AMA 2 A|ARIO| M5 2tSotX| 2h=Ch= 50| OFELICE Hat SE AR 5{& ALIZ|E

ESSHA[ZH 0] A|2F 14707t H|0f ACh= SSILICE
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blocked_access_security

MLe|e Critlca

13/20 33%
10/10 4/4
B4 &8 CTRL ~ 5C —~ 3%
CTRL-01 3SC 0 fa LINK
CTRL-02 35C 0 fan LIMK
CTRL-03 35C - 1l LINK
CTRL-04 3SC 16l LIMK
CTRL-05 25C 0 fal LINK
CTRL-O6 35C - 16l LINK
d8 715

pth-only-v1 — review-candidate-v3: 14 fixed, D regressed,

2114, 22 dio] HH, EX|Q M= HZASNX| B Criticalzt 7|Ci & 0| Alufst2 2 * blocked_access_security QIL|C}.

14.2 Coverage?} pass rateE S3S51X| &5L|Ct

HE 20 HHE2 SX| 10/102f 3 4/47F D5 AZAYGL|CE T2 AAE AL2|7F MTiEtL|Ch Coverages
‘UAICP &, pass rates “7|CHE RHEZICH S 2etL|Ct & CF 2Lt

143 4
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T

d47|= o2 67H oS BHELICh

O1-reset.txt Al A trace 7|35t

02-tests.txt 3027 At= EHIAE ZT}
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03-scenario-review-audit.txt 527H |2k ZEAL

04-contract-probe.json M| BHH-H| -5 At
05-review-contract.json version-7i4=-Gate- Q& A7
06-versions.txt A& Python-2[&4 FH

15. FAILE Ze-M& 3= BSLct

Aluf ZHHOF MERSX| 941 scenario ID2} field mismatchS ZAgt S22 S4LICH

o1 02 03 04 05 06

s 28 2| 23 X 817

same version > product - test > SC + evidence > control restored > failed SC PASS > 20/20 +5/5
env

M iz} 47| 22 57 [FS 22 ChA T

3 ALZ|bt S2tel = 20| OFEIL|C 23 S|t HA| &[72| E[H0] 00]0{oF FHLICE.

J21 15, Aol AHoE MebsER| 941 scenario 1D} field mismatch2 28t S 2 24LCt
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same version > product - test > SC + evidence '
env

M a7} H71H 22 4
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15.1 FAILO| 2 H|Z Z&t2 OFdLCt

Q- 7|cH 5{8-HE 1t MEf SHA0| SRIHET;
AlLz| actor-relation-precondition-dataZ} 2t=7t
&4 contract-build-seed- &% version0| 227t
Oracle expected field2} H| 1 gtAl0] 2=}

Evidence AR ¥ -SH-HT JHE S| AEI=t

= 2| 8+=20| GH=]| actualO| expected®} Ct27}

defect_id: DEF-012
scenario_id: SC-12
control_id: CTRL-06
version: partial-guards-v2
expected:

http: 404

visible: false

audit_count: 1
actual:

http: 200

visible: true

audit_count: @
impact: CIE ALKl EM LE 7ts
evidence: request summary + response fields + before/after + audit count
retest: SC-12

regression: CTRL-06 linked scenarios + full 20

15.3 =3 5| M| Tl

1. M5t A|LIZ|2Z Z+2 version chainOl|A] XHZEL|CH

N
my!
ofm

HE Swots 2 ALIEIRQE 2| HELICE

=]
—

3. Tx| 20702t 570 107 3|7 A2follM M a7t gl=X] ZelgtLT.
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16. E2|A GateE 571 /A2 = SYelL|Ct

ooz 14 ]
Release Gate= E1} 757} ofL|2} 7 7#|<FQlL|C}

EXN|-A|LI2|-Critical-7|C HE - coverage?t RF 7|ZS DHES|0f §HL|CE

01 02 03 04 05
CONTROL SCENARIO CRITICAL DENY CATEGORY
10/10 linked .} 20/20 PASS } 100% PASS } 100% PASS } 4/4 covered

\ 4

RELEASE_READY

& &R0|2t: 7= OIE0|™ AHChet Toi oI o2l Sol-xHA &S ZatMof| 'L

12 16. 8 &F=0[2tE 7|FE DIFO|H XHtstn, THo 2|e-02] S2l-MY AH2lE ZntAof LT,
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T T T T ST eI O | Y m | T 5 ¥ —
EH|-A|Lt2| 2 Critical-7|CH 7™ -3 coverage?t 25 7|=2 DHES|
CONTROL SCENARIO CRITICAL

10/10 linked P 20/20 PASS P 100% PASS

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M10-02 - 59 / 66



F 4 T L] B — | I |

Of gfL|C}l.
04 05
DENY CATEGORY
.> 100% PASS .> 4/4 covered

v

RELEASE_READY
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16.1 A& Gate

HA| AlLt2|2 pass rate 100% 20/20
Critical pass rate 100% 100%
7|t H#E pass rate 100% 100%
EH| coverage 100% 10/10
= coverage 100% 4/4
Orphan controls 0 0
Orphan scenarios 0 0
&5 scenario ID 0 0

AF| ZZHE 9| threshold= (&} HY

Yo o= 5|MsHX| 5Lt

FEof| WA SIgtL|Ch CHEt Critical #8HHO|E =& ALIZ|QE T

H

16.2 ZatM2| Z|& HE

Scope Tt J7|s-actor-resource-2t4-version
Basis LA -HH-EH-3A 7|E

Result M-y -SHE M3 At
Defects open-fixed-deferred2 Q&t

Evidence A ID-29F- M= MEl-audit

Residual risk AKX Zot 27430t 0| R

Decision release_ready-blocked-exception
Approval THA K} S OIKp- SRR 4 =24
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|Z MENZ HYZSHOF SHCHH PASSE HELX| ZELICE blocked_with_exception M Hk ZHEE A3,

o Ol ekt L& el

17. 34 7|22 &F EE2E Hh=L L

17.1 OWASP ASVS 5.0.0

OWASP Application Security Verification Standard(ASVS)= €l OiZ2|#|0|M Hot EXE ZAZE6}7| Qs L AMS
7|22 MSELCH HZE 0| HHY™ requirement identifier7} &2t& 4~ Qo832 AtA0f|= ASVS versiont} identifierE
H H&LICh

Al XFE: OWASP ASVS

17.2 OWASP Web Security Testing Guide

ffo

OWASP Web Security Testing Guide(WSTG)= Q1Z -t Al
HBBILICE latest 2AEHHE £ 202 MR SHol= 2ol Imiet ALgSt versionS DAELICH

M-0l8 AZ-QF 2| H|XL|A 2X-AP| S HIAE ¥
=4 XI&: OWASP WSTG Application Testing

17.3 OWASP Authorization Cheat Sheet

A5t deny by default, 0 @& et HAL 2H|-7|5 &

A s, oFHst RO 7|2, B2 2 HlAE
M2OZ HHELICL

—r ===

HA
o
N
mjo
oY
>

0|'J

Al XFE: OWASP Authorization Cheat Sheet

17.4 OWASP API Security Top 10 2023

API1 Broken Object Level Authorization2 28| 2t7| ZAAFE, API5 Broken Function Level Authorization2 7|5
TIEe| et Y HALE ZZefLCt
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https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html

2 Al X}2: APIT BOLA, API5 BFLA

17.5 @2 x|2|Q} H|XL|A 2=

OF SHOIM LIS AME Estx| LX), Mef AN 4R

A}

A B ZEMAIE FES NE{7H ] U

24! X}Z: WSTG Improper Error Handling, OWASP Business Logic Security Cheat Sheet

17.6 NIST SSDF v1.1

NIST Secure Software Development Framework(SSDF)2 HOt AMS AT EQ||0] 7HE £HFTT|0f| S &l Fbd 2HA.
Aek-UES E0|=F QHHFILICEH A ZtE Ls|H EMTLOtL2E LRALEHIHEHE|AE-ZIZ|AJfMO 2 E|E2[E=
=HZ ALEELICH

Z Al XtE: NIST SP 800-218 SSDF V1.1

. CH& build-contract-data-2t4 versiong 13 SLICH
. A actoret resource ZAE FEQZ HEUSLICEH
. AL-Of| Q|- AEH HOF =T} mE olAL|C)H

. H2 HOo{E2| ALLOW:-DENYZ} Q15 &L C},

. CriticalZ} 7|CH AHE AILI2|RE EAIRIELICE

. = HIEFYEE H7(X| b= B S FISLICH
18248 &

. st ALIZ[20i[M Bt elid &S telgtL|Ct

. expected®} actual2 field |2 H|mEHL|C},

. Al S state-count-visibility-auditS &HQIgHL|C}.

. HEO| HHof| 3™ PASSZ 7|=EiLC.

. FAIL2 version-scenario-mismatch-evidenceZ |&L|Ct

. AN 2G AlAH0f| 2[@st U= S AESHX| ZELICE
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https://owasp.org/API-Security/editions/2023/en/0xa1-broken-object-level-authorization/
https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/08-Testing_for_Error_Handling/01-Testing_For_Improper_Error_Handling
https://cheatsheetseries.owasp.org/cheatsheets/Business_Logic_Security_Cheat_Sheet.html
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