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8. vendor 8% -H&-ZHO0| U2 uf XHA triggerZt =7t

9.2 SC-122] otH A

input: synthetic support ticket

personal_fields: 0
secret_fields: @
live_request: false

result: AI_PAYLOAD_REDACTED

0| AlLI2|@= Al 2 S Z451K| eH&LICE Prompt injection, 224, tool misuse, model output HE &2 M10-
042| H| LI},

9.3 Q|= xa|xte| S/ E o1zt |}

37 of

2| B field 22 approved data-flow row

7|ef-&0l contract ID-privacy review ID

A snapshot retention-training-region setting

HEH5 synthetic payload test

APH|-gkst deletion evidence-termination plan

HZ ZA| vendor-subprocessor-model change trigger
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NO YES RUN
IC-XNEA secret manager Alsl A] =2
api_key="+"' S0 XNE n2 REIIT
.env commit environment scope memory Z|A3}
container image —> HZ audit —> £ 02y
wiki-ticket version-expiry el 5 M7

SHAMA L RSO oPMSHA| ot&LIC dump-debug 518l process ‘e ENH| I3 Dol E§HEL|Ct.

T2l 9. secret2 source repository-image-wiki-ticket2 S1}5HX| 21 &0Q1=l KZAO|M St A AHto = F=Qlgh|Ct
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NO
AC-KfEA

api_key="---'
.env commit
container image
wiki-ticket

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

o
N
T

ﬂ

>

o

roL

|0

Hu

-4

Io

mrol

YES
secret mana
SoIE! K

environment sc(

version-expiry
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FL|CF.
RUN
ger A3l Al =¢
xn2 a7
pe memory Z|28}

2 = w7 |
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10.1 secret?] 0f]

o API key2} access token.

o Database username-password-connection credential.
o SSH private key@} signing key.

o TLS private key2} client certificate.

« Webhook signing secret.

o Encryption key2} key-encryption key.

e CI/CD deploy credential.

o Break-glass credentialf recovery code.

Endpoint URLO|L} public certificateX & 27 755t M2 secretO] Ot 4= QUELICE RSi0| Hsts B =5 A| o™

blast radiusE StE=X|2 22 6H|C}

10.2 code?} configurationS ZA}EtL|Ct

2% slolgt 3

Source hard-coded Zf-0i|H| key-test fixture

Git history AMH| M commit2t fork-mirror

Build artifact container layer-package-source map

Cl/CD variable scope-fork-debug output-artifact
Runtime process argument-environment dump-crash dump
Collaboration ticket-wiki-chat-screenshot-recording

0[0] commitEl secret2 LIAUO|M X[R= AR Z ELEX| EELICE E2E O Z 7tF6t10 revoke AL Z-Jak H Q|

310l -history @} artifact X2|-ZHE 2tX|E ZISHSHL|C}.

10.3 &ldbip= 24t HIAO|X| 21X st 217} of:lL|CH

[ g =

StAH 4= code hard—codingEEf SEX|2E process dump, debug endpoint, 5+ process, /proc Z2 runtime EHO|
& secret 7|5, file mount, identity-based short-lived credential S x| XX &1}
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10.4 SC-13~SC-15

repository hit O-runtime injection true

SC-13
SC-14 Cl &3 secret value false-metadata true
SC-15 dev-test-prod shared secret false-least privilege true

11. secret2 MolZ=7|2 2AsHL|C}

secret2 2X}10| ofL|2t AdoiE7|L|Ct

-At2-3|H-H|7|0ICt owner®} Z

ZQetL|Ct.

YR FY

ol
e

runtime

OWNER
AUDIT - EXPIRY

g

M version

7]

revoke

£ E0| oME|H 37

32 10. secret2 owner-AFEX{-2tZ-version-3| ™ revoke- S5 ZHE 7}

M10-03 - 39/ 67

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP



| 7|

revoke
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X ol
T -

runtime

ER

EXPIRY

g|H

M version
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11.1 0§41 CHA|

My S| Aot HAo2 MHHETL

N g MEAet B2 X7 U=t

EX]] Z 28t workloadol| | MEE|=7t
AL E8-3h4- A HRATt F[AQ17t

3|H ZCt 210| Mf version© 2 HIE 4 Ql=T}
7| O|™ versionO| I O|& R=5}X| 427t

11.2 3|H™ trigger

o

o H3lZl cryptoperiod EE= XX Mzl 7|
o LEO0| Sl AL 2| &l EL
o HEHEHFXIC| Aet HZF-E[AL

o Vendor-&t4-2%-scope HZ.

o 272|Z-library-key management & HZ.

o OJECt 2 METO|L HIFY B2

1.3 /XM M 242 otE = HHC "WEL|C)

M version M, consumer A B2 0|5 Q5

Z=7{ HEE 3t runbook2 2 £&LICH

11.4 SC-162} SC-17

approved generator-policy

vault reference-ACL

workload identity-mount

audit-scope

rotation test

revoke probe-event

, 0| version revoke, cache-worker B4, rollback 7|Z,

AlLtz|
A= 3™ new active-old retired-downtime false
L= 9|4 revoke old valid false-new scoped true-blast radius recorded
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L3 I'“I AFAOIM "X RIS @HH5| Fn LIS 31T 5HK| S4ELICH XA 7HS St secretO|H 24 F

—h

toh

2. =3} keyet HIO|E| S =2

|]:¢)II

hL|C}

o5 2 ol key= S0 Ha| £317t AlFEILICH

H|0|E| MZEA0|= ciphertext} key referencet, key= H T vaultd| EL|Ct

DATA STORE KEY VAULT
ciphertext key-v17
key_ref = key-v17 mmm=m— } encrypt - decrypt policy

(A=

&3 W Mlof-z|28k20 oS tiH|SHA| oESLICH key RE Al W2 &= 0[O TLICE

JE N G2 E Aol B keyE FH ot 2| 32 = Ot =S ELICE key2| MF-ALE-2|H-H7|E HIO[E 2t E2[FfLICE
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D = Rl RN ~ T | B A ——] T == == W — | | |
H|O|E] HEAO|= ciphertext®} key referenceBt, key= W& vaulto|

DATA STORE

ciphertext

key_ref = key-v17
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KEY VAULT

key-v17

- '> encrypt - decrypt policy
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12.1 918 o] MX L|C}

Disk £Z Qt&st= 22| 0| QAI0|= =20| £|X|F application H3HS EFE|EH 217 ZAH0||= SE6HK| &

Application-database-filesystem-hardware = S0|M ES8HX|= CH2& E10 HEHL|CL

fjo

o
. LtR%gE

ﬂ
ol
N
T
I
1>
0
n
[
J
o
o
rr
N

« O{TH component7} W2 2 At28H0F 5H=7}.
« keyOll M25t= workload?t AFZHO| F=72217+.
o backup-restore-rotation I O{tH key7} ZH 57}

o keyE S7ILI &3S W 57 7HsEHL

12.2 envelope X & 7jHo 2 ASL|C}

plaintext —— DEK ——> ciphertext
DEK —— KEK ——> encrypted DEK
data store: ciphertext + encrypted DEK + key reference

key service: KEK + policy + audit

M= =F ot 2dn2|ES 1SI5HK| USLICE ZASE library-platform-key service@} ZZ!2| cryptographic
standardS AF2EHL|Ct

12.3 key Zt2| X2

. key ID-owner-purpose-environmentS 7|23 &LI|C}

. keyot HS & dataE CH2 A0l FASLICE

. application code0]| key 2120| i&LILCt.

. encrypt-decrypt #&t2 workloadH =2 EASLLCY.

. key access-rotation-failureE audit&L|C}.

. rotation-retirement-destruction-recoveryS A|&3H&L|Ct
. backup 25510 Z Rt keyQt OtE HHMS AASMSL|CH
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13. B2} ZA YIS sl2sreiC

13.1 MEEl ACH= AH20] ZF0AH 2 0|77} £l X] 25LICH

$}M-operation Q3 fi A2 field

Do| 22 ticket reference-status-category email-message body

HHS AFEF AA masked email-subject-message credential-2Z @3t device ID
2 M dashboard ZTIA count-category raw identifier-free text
22| Xt export &0IEl F|& column default ®A| column

13.2 2|2 3tz 25 7|u H2

RoleBt HX| 9T actor-purpose-resource relation-environment-time-operation2 &4 SLI|C} CHEF =3|-LHE L7 |-

2355} secret 23| YUt ZS|HLCHH =2 QS| YT operation@ 2 SL|CL

13.3 7|22 backend Htzl2 Z0|= Zd0j|A] A|ZFEHLICE

CSSZ stHat 12| 7L} frontend Ol A
serializer7} 20| Z! 5t fieldTt BtatsIE 2 HL|C

20| YS £ USLICE Server response

Hn
@
nlo
i
|.|-|
3
D
—
=
o
2
o
wn
o
o
3
w
D
2
rir
[

13.4 access evidence

who: actor reference
what: operation

which: object or dataset reference

why: approved purpose

result: allow or deny
when: timestamp

evidence: audit reference
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14. HZ-4el-017| & stLie] MAIE eiZgtL|Ct

o}7|= B E0] ofLi2t 02] =A== 2] MAIRIL|CE

| 2-MOl-cache-export-backup?| Bt= 2t 21 | RHAIH|7HX| ZHQlstL|Ct.

== T W = |

ro

T0 m

T2 T3 T4
+=3 =B active I}7| backup 92 =7
clock AJZF +30¢ DB-index-cache 22l $ xjAN| copy=0

legal hold= &9Q1E! 0f2]2 E2|

| ¢te= AN 23 M7t otLl2t M8 4 copyZt 00|21 F7{7h HZE MEfRILICE

2112, 07| = HE 20| OFLlL|Ct &2 MOl.cache-export-backupl| M2 CHE A|AE HZASH|CE
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T = =T | =T ¥
Q| =.MOl.cache-export-backup?| B2} Sl | XYAIA|7EX| &QIEH
TO T1 T
= SR active
clock A=} +30¢d DB-inde
legal hold= &
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-|Ct.

2 T3 T4

2 I} 7| backup 2t& 5

x-cache S8 = xHAHH| copy=0

PIEl 0fj2|= 22
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14.1 H= rule?| |4 ZIC

Data set support message

Clock start ticket closed

Active retention 30 days

Backup expiry approved backup schedule

Exception approved legal hold only

Delete method primary-index-cache purge

Restore behavior restore F| expired item X{&HA|

Owner data-owner

Evidence deletion event-copy count-restore test

14.2 copy inventory

o Primary database®} replica.

e Search index2 materialized view.

o Cache®} temporary file.

» Analytics warehouse®} feature store.

e User-admin export2} local download.

« Notification history®2} external processor.
o Backup-snapshot-disaster recovery copy.

« Al evaluation-training-prompt archiveZ} QICHH 1 X2| 2|x|.

14.3 Afx|et A2 2H S AASLIC}

HEFA Q| et HY-AH & QE2 22| ME HE-0|2- =X 2t ZHEsHOof §iLICE 7|& SE0|M & request
ID7} identity verification, CiAF data set, o
O|{X|=X| =tlgfL|Ct.

£9|.
(= B

|2], downstream processor, X|2| 21}, £X| evidencelllX|
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14.4 SC-19~5C-22

1) dxg 34

SC-19 primary-index-cache 0-deletion event

SC-20 expired backup copy false-restore re-delete true

SC-21 downstream pending O-evidence linked

SC-22 export approval-purpose-expiry true-raw identifier false

15. CH2F export?} backup2 HE 1

15.1 3t z=3|ef C2f Y= Lhst|
3t 74 X5 F8to] YCHD FF| D2 export Hato| 47|X| o
. YAR ofaint gel

=X ticket-owner.

A Hi
[=|

ot HSeF M channel.

column-row Z| 2

s BtEet 5 3%
CIRE2=-ZHFS-AMA| audit.

=

[ -

Ol ArE EfX|2t St

15.2 backupk 7HoI™E *{2| $|x|L|C}

o1
=

operation®QlL|C}

LICE CHSS B2 AAgL T

Backup2 availability SH[0|HAM 7| EX|ZLICE YE3L, key 57, H2, X[, EE, H7|, restore test, 2 F 2=

data ZHALH|IZE &17H| 22| &Lt

15.3 legal hold= 27|st HZE2| LI£ 0|£0] Of:lL|Ct

HoldO|= 2 -HQ|-S2IX}F- AR - AE Y -SA| trigger- &2 H|SH0| 2 QFLICH Hold7t ELFH 2I2H retention clockzt

uty| Xtz =l SELC
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16. It = 2|8] AI1lS 7= BELICE

ol 2MS 7|CH2 K| 20 F2 XD secret revokeE R4 ARBHLICH

o1 02 03 04 05 06
& " sl a8 2 A R
LEAMS > access Xt > revoke-Xfjet2 > data-Z&|-7|2t > EX|-AD QA > owner-7[3

signal — action — owner — time — evidence — decision2 8} incident recordoj] 1Z

SX-MnE Aol ME WH n2t HEJL AEJL E2sH a7t WE EES thsHx] o

=

O3 BX = 24 S5, e Helek SAI-41 7S HESHH, owneret 7[8H0| = ME AR = BHELCH
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TR e N e T M TN O W

Qo1 EMS J|Ch2|X| 2 M2 X}ota) secret revokeE @M Mg
01 02 03
ErX| =2 -1 P
LEMS > access Xjct > revoke-Xi et '

signal — action — owner — time — evidel
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=T
|Ct.

o datazHIIZE P

05 06
2= X )
EX|-AMD Q7 > owner-7|5t

nce — decision §t incident record0j] 91
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16.1 0141 £HA|

AN LAME=X] 7| =Lt

1. Xl =7t ofE A

mufn

=
2. 82 =& =2 -F2-export-sessions M KcHstL|Ct

_C'>_
3. 8|M™: RALE 7156t secretS revokestl O 2 scopeZ AEFEL|CE
4. Ak &19l: data category-HEFH|-7|Zt-system-recipient-copyS &QIEtL|CT.
X410 HE: M HE-A Ao w2f MUK ME7E7F bt C.

2I-SH 2id-owner-7 |3 HE AL AZFILICE

16.2 incident record?| |4 ZEC

Signal source-time-confidence-reporter
Scope data-subject-system-period-recipient
Action contain-revoke-preserve evidence
Decision severity-notification review-owner
Recovery restore-rotation-monitoring
Prevention root cause-control-test-deadline

P CHELICH

uoll

16357 HEN R L ES

roll

AP =AM 2

t SHE E&5tE|, 71 bundle XtA|0f| EE Q3 7HRIHE secret Y22
Hash-reference-controlled snapshot-access log S ZZ!9| forensic-privacy EXIE [ISL

=H|5HK| gFELIT
|t

16.4 SC-23

Ha
4n
(]
N
=2
Q
N
H1
e ol
o
g'h
il
iul

contained=true, scope_assessed=true, notification_reviewed=true 7

= =
notification_reviewed £ X7 2L Qitt= At EHFO| OfL|et MU HE QAS HEC= 7|SYLIC
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17. 4+ 285LC| 20| M| XS H|wehL|C}

YEONCORE - M10-03 SYNTHETIC LAB

0IZt H|O|E 8 A+ ARLCIR U4 2B - 8NN key- % ALHIS O

OIER - 025%-s2y 03 &8 0488 05 BE-AD 06 Gate

[ o RENRE] B} 2471 28 ru2i2 m ARAT | OBER  secet  MEND

trols-10.0
rarios-1.0.0 ] ] - s% =5 w2

ve-dat

ve-data

CTRL-01 M2 983 8% 5C-01 K847 EET suppart-form nventory pass
sc-02 SB9Y erae support-form request pass
CTRL-02 5C-03 S243 LEEET support-form request pASS
5C-04 a8-23 [ request database pass - -
CTRL-03 5C-05 S847 Aerde product-event analytics pass
release_ready
SC-06 S8+4 MHerEe test-fixture test-run PASS
CTRL-04 y 1842 M 1% . . gt bl
sc-07 LERER T T database esponse pass 24/24 100%
sc-08 olg-ge g AHerds= database response Pass = oA
1212 414
CTRL-05 5C-00 oYMy EET database response pass.
sc1o o8-y gt Hergs request log-error pass
4 CTRL~
CTRL-06 Houg ik i pas:
Acd, J i dikatiae e 2 CTRL-01 4 flow - O fa [
sca2 olg-ga-ug Aeras support-ticket ai-tool pass e Tt e
W07 et SiRI1 sc13 secret MojE7| ey STty — pass CTRLO3 6 fiow- Ofa e
et owner
sC4 secret MO§%7| FIPET ci-secret-store log-error pass CTRL-04 3 flow: Ofa [
CTRL-08  B1-2f-84 2l CTRL-0S 1flow- OF -
enkeylB H218) 1 A S50y SC15 secret HoAF7| CIHEES secret-manager runtime PASS . romy :
or reference-resuirgt
5C16 secret OIZE| HluEs secret-manager runtime pass a-fe w0 o
CTRL-09
sca7 secret Moj37| CIPET incident-signal secret-manager pass e}
candidate-v3: 2
sc8 secret 0§7| CIET key-vaul database pass
CTRL-I0
5C19 HE AT EE T retention-clack database pass
5¢-20 SEIAD T backup backup-export pass

[P ———

214 ClA3E 3. 2%5 1271 SH|, 7H20| 2471 S8, RLEX Gate2t S7E & 3HHOA HZRLICE
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YEONCORE - M10-03 SYNTHETIC LAB

DIZ GIO|E| B8 A4 ARLIR

YU HE - 4 ANTE 4 key-2I% AIH|E O

nes 02 K% 8|28 03 &8 04 8% 05 B&E

ﬂ 1274 oH BH|

sensitive-data-secret-controls-1.0.0 - sensitive-data-secret
scenarics=1.0.0

CTRL-01 2| S53 5%

N OJE] - B R 2 AR MY R EE ) BROE

CTRL-02 84 $E3 88 {8

% WEE M HE SECR U BESH UL YE
CTRL-03  §37 24 W@

TS558 B mef 2 HE D CfE =i-ergE e

BAECH

CTRL-04  EA| 22810} b H2|
B BE A e BLAISEI tokenization: TN

2(2) Al 2AE

CTRL-05 WHgMHERE

§00 B4 B8 L8 HESD YEE eyl oI0|B]

CTRL-06 secret 8

58 ol WX Y1 FTE HE MEL
0f| A

CTRL-07 secret MofFE7|
secrel'l owner AHBA PR B 071 212 revokeRt B AL
B HEH

CTRL-08 RI-28 B4 oM
8 E okenkey @ MM T AT £ WHE event-actor

reference-result® g 7ick

(]
o
o
H
o
e
]
|-E|
omm
=
i)
[ol
ojn
rlo

MZZ i1 e B 1 ¥ otoM 712 A3 EsHCt

Version Decision

leaky-default-v1 6/24 ot 7202 273-Al MEH-hard-code-Z7| copy blocked_sensitive_exposure
partial-protection-v2 16/24 Q|H.-Cl-3|™-backup-#E|-export-Atl SH blocked_lifecycle_gaps
safety-candidate-v3 24/24 ShA HQ| HE Xt0] Q& " 7|2 release_ready
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scenario - data class - source - sink
- expected field - actual field - mismatch
- linked control - owner - retest

Pass rate AHZF EX| 10 O sink2t 2OHZ7| THA|7F M=% 2elgtL|Ct.

17.3 H| 2} 3|7

baseline: leaky-default-vl
candidate: safety-candidate-v3
fixed: 18

regressed: 0

regression: 6/6 PASS

decision: accept_candidate

18. Release GateE S7{ /Ao 2 2AUSL|C}

oFH X|2| Gate= H= Xx| 0|F0] OtL|2t SH FSLYLICE

S&-Critical-SH-&Hd A7t 2= 7|E2 2HESlof gLch

o

o1 02 03 04 05
INVENTORY FLOW CRITICAL CONTROL BOUNDARY
3228 100% } 24/24 PASS } 100% PASS } 12/12 linked .} real data-secret O

v

RELEASE_READY

0|5HZ = &-owner 2i= o[2l-SA| 2 O|tel-secret 3|H Mulj7} StLitE /O M released XFTHEHLICE.

|
|:||'|-|

6. SILIEIE O|20|™ releaseE XITHHL|CE 0|2 912 PASS7} OtL|2} owner-Bt=-2t5}H R A R4S 717l HE A™QIL|CE

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M10-03 - 59/ 67



o1

-Critical- £X|-8tAM

T O R O O gy i ey

AL 2E 7|2 T

-

Z5H{OF gfL|Ct.

02 03
INVENTORY FLOW CRITICAL
SI2.2X 100% .> 24/24 PASS .> 100% PASS
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04 05
CONTROL BOUNDARY
-> 12/12 linked -> real data-secret O

v

RELEASE_READY
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18.1 &% Gate

Scenario pass rate 100% 24/24
Critical pass rate 100% 100%
Stage coverage 100% 4/4
Control coverage 100% 12/12
Real personal data 0 0
Real secret 0 0
Live Al request 0 0
Orphan control-scenario 0 0

18.2 &H| Z1tM2| Z2E

scope + version

inventory + flow map
safeguards + scenarios
actual evidence + defects

residual risk + owner

decision + approver + expiry + retest

18.3 olle] selE =71%| etsLict

7|& 0|2 HYZ3HOF SHCHH release_ready 2 HFPX| Z&ELICE blocked_with_exception ME HE THYZ M1
LS 2 7|S§Ct

o YAl 2t SH|2 2HE X H.

. 50 HBRHURY- BT F,

o A owner-7|8HX|ZA AlLIE| 2.
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QIHER|, YEFA Hel, RE UHS SS ZH| M2 S50

|
2 RHS TR YLtk

JHOIHEHEH SRS TA| H2026-95 = 2026 78 12 AIHEL|CE LHE 2e[Ael, M2 HsHEZ SX|, ME7|E,
S ZHO| MEE|l= QFE §M IA| 20} OHHME AEFILICE

A XE: JHQIYHE SRS DAl ®2026-95

19.3 NIST Privacy Framework

Privacy Framework= G|O|E] X 2| AO0HF=7 |2} A|AE! 7Het Moljz=7|E gk 1 H|0|E & ASHXE| 22]- 71212 2A-audit

71& BN 252 Y 7|HIoR [t = ZE 21012 H|Z§tLict

A Xt&E: NIST Privacy Framework, Using Privacy Framework

19.4 NIST SP 800-122

NIST SP 800-122= Pl

=
= =
HS5t0 A 8 AEE %J—’F—E% OLHEL(Ct Of

=4 Xt=: NIST SP 800-122

19.5 OWASP Logging Cheat Sheet

OWASP= password-access token-21Zt 7HOIE H-database connection string-encryption key Zt2 %
270 2™ 7|F5K| 210 WA -0tAZL - 7HHK2|- A Sstete £ QHLRILICE 22| 7|HM-FAM-ItE8H1
i SLCh

2ZAl XHE: OWASP Logging Cheat Sheet

19.6 OWASP Secrets Management-Cryptographic Storage-Key Management

SecretS %gi}-&—’.f—i} t2 MZ-audit-X+s |™-revoke-ZtZ-backup-restoreS AMOiF7| 2 Za|sL|ct QIZAFHE MBS
eyE data®t 22|5t0 S = platform:libraryS AFEEHLICE

2 Al XtE: Secrets Management, Cryptographic Storage, Key Management
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https://www.law.go.kr/unSc.do?menuId=10&query=%EA%B0%9C%EC%9D%B8%EC%A0%95%EB%B3%B4+%EB%B3%B4%ED%98%B8%EB%B2%95
https://m.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS216&mCode=G010020010&nttId=12226
https://www.nist.gov/privacy-framework/privacy-framework
https://www.nist.gov/privacy-framework/using-privacy-framework-11
https://csrc.nist.gov/pubs/sp/800/122/final
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Key_Management_Cheat_Sheet.html

201 4A H
. Me| =25 55 - X TS EHES SEO=E UEQISLIC
. DIz D RAEFYHE X of= Ciots X AESMSLICH
. Q= -Al-2AM-2t2l-backup sinkE & ~AEL|Ct
. HE-A -T2 HAMol ol ownerE 7|FEHSLIC
. AN 7HIE H -secret CHAl i A4 dataE FH|JMSLICE

202 FH-UL 5

. MH 318 220| &2 fieldES HEEL|CL

. 22-2Fhexport7} 2X0]| 223! field2t BHSFSHL|CY,

. 27-2F-APM-Cl £2{0f| 221} secret0| i&LIC

. Q|2-Al payload®| 7§l & secret field7} OJLICE.

. secretO| code-history-artifact-wiki-ticket0l| Qi&L|C}.
. 3144 secret scope-Ot2 5| ™ revokeZt ZESEH&L|C
. ot} keyQl dataZt £2|%|10 M20| auditElL|Ct.

. CHEF export0l] =7t SQI-=&-0t=7t USLICE

20.3 2 1}7|-At

. 212 index-cache-export-processor-backup?| 2& A|7|7} AZAZHSLICY.
. restore 7 2tZ data XHAIH|E ZHSEHSLICE

. #H2| 30| downstream 2tZ evidenceZ7tX| FHElL|C}.

. EE oM Al 22M-revoke-A&F 22l runbookO| AU&L|CE

. SX[-A0 s MRt 2717 AEFLICE

. THof 2 0l|Ql £2l-Bt=-MA ZAHE 7|SRSLICH
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13. 230l E8 ZE H7|X| 22 gt ul 7IXIE M.
14, Let5 @7 SHO| S70F & HE M| 7HX|E MHA|2.
15. [2-Al M HMoj| Eolgt FE M| 7HXE MU

16. M10-031} M10-042| Al Zi4 AHE MY,

17. SecretO| source repository0l| commitSHCHH mh! ALH| 2|of 2

ol

18. B4 4T} 24X 5H secret vaultZt Ofl O|RE MAIN Q.

r

19. Secret MOfFET| 044 CHAIE £ ACHE MAAMAR.

20. =& 9| Al secretE MK revokesdlOf H= 0|Q= 2oiQlL|n}

21. Secret 3|F9| M2 =7{ M| 7HK|Z MAA|Q.

22. &535} key@t ciphertextE 22|5H= 0|RE AHSH

>
to

23. Disk &t&35}2tS 2 application compromiseE 2HX| £

24. 22 API7t AM| APIECEE M2 fieldE Btl5{0f SH= 0| R =

25 AN @F Faot mt| 2t22| XH0|E MHA|2.

26. Backup restore F| MAfK| 50| L5t O|f= 2AUL|IL

27. CHZF exportE 2t =35|Qt M operation2Z F= 0| 2

28. . & AfD CHSQ| 034 HAIE AYAR.

29. notification_reviewed=true 7} X}=
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170 E = il AE|et Me| SX-HES, secret2 A|AH #shat 3|M-revokeE M2 SXISHH F £40| EE
e 7| HEYLIC.

2. Field- 25 - 28 -27- M EFH|-actor-source-store-sink- 2S-HZ&-owner & Y& 7tX[L|Ct.

3. LHE CllofEete] Zel, X2l 5 FH|, =& el w2t 22 kel 2o] HEHX|Z| mE LIt
4. "ME| A 0 i =2 @R ES JHel MR GOl FAXME field RS BEE 4 7| SLICL
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ACBZ EX|-xfEh- T H2-AE 8l event/t ZQEILLH.

10. 12 B710| Z7{LE 05 TH53HH 22 F2E hashsf RIS 2 47| 2Lt
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1. Request-database-response-log/error-analytics-notification-Al/tool-backup/export = 4| 7}X|IL|C}.

12. Event-actor reference-object reference-result-reason code-correlation reference-time = U| 7}X|IL|LC}.
13. Password-session ID-access token-API key-connection string-encryption key-21Zt 22 & | 7}X|IL|C}.
14. Stack trace-file path-query value-internal class-secret & M| 7}X|QIL|C}.

15. LM - XS5t field-H|AlH CHOHsecret Q- HE-51Q| M2|AH-&t4 AFR-H A trigger & M| 7HX|L|C}

16. M10-032 HEL{7| ™ 7§QI™ E secret 02, M10-04+= prompt injection-&tZt-tool misuse-output
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Secret2 code HO|M FI5I1 3|H™ - revoke - H7|StCH
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10. 2474 <1274 |-zt IS Release GatezZ EESICE,
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