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Environment variable2 &% XY £T0|X| secret manager?t OfL|Ct,
H2Ygols sl 7tsst &4 data?t sandbox destinations AMSSHCEH.
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./02_Labs/G11_Deployment_Operations/L11-01_create-environment-boundary-practice.sh
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QO

oiX 5HX| ohg

Server O|2EE dev-prod2 37| A X2 data-side effect-owner HX| & 9|
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29 data2 SR SAEOI AIZ" 257 LS LT -F7-2RE B4 seed BHET|
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service: synthetic_environment_boundary_service
controls: 12

scenarios: 24

lanes:

identity-config: 6

data-integration: 6

artifact-migration: 6

promotion-operations: 6
variants:

label-only-vl: 6/24

separated-but-rebuilt-v2: 16/24

verified-promotion-v3: 24/24

regression_contracts: 6/6

Al IHOIMH - Al secret- 2 resource-cloud account- 2|5 network:live deployment-&H| Z2A|-H|&-webhook- Itz
command-&H|&20| gi&LIC} Servere 127.0.0.1 MPF 2|10 traced||= payload = CH4! run ID-version- 7%=
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EX H19|9| release gateZ} A3 7Hs&t ZE HAE-HOt 15-7H| AAIE Extet

MO08-03 &t M 54 configurationd} secret 22| Identity-data-destination-artifact-SZ77}X| stLte| ALFo 2 &Hxt
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3. eF3 2 O|S0M & 7%= HhEL|Ct

Git branch

Folder

URL

Namespace

Feature flag

3™ badge

Source 322 ¥ runtime identity-data-#&t2 ZH|5HK| %2

File HiX|& 8 Q|52 destination} resource policyS 2X| 22

7|5 £710|0 authorization-data boundary7} O}l

AH2to| H= HEA|0|0 server-side enforcement?} Ol
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4. Environment manifest2 =X & H|wstL|C}

Environment manifest st 202 ZX1} ZAA|E H| st |C}

Z} 2tAo| A2X}-data-destination-59l ownerE Z2 &

& 2x.AI12X} DATA Q|8 oA &9l
LOCAL THol T synthetic stub glg
TEST s A fixed seed sandbox pipeline
STAGE ZA| ot synthetic sandbox release owner
PROD AN production live allowlist exact release

Manifest0]| i £l resource-destination2 2 X0 2 5| 235}X| 2t default denygtL|C}.

T2l 3, 22 22 |5t 299 dataZ testo]] YL 201 owner7} Bl StAX 2 £2 SM0| Eg{LtL|Ct.
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7|2 data

Local HERE 7HQ! = S154-debug A E|A stub-local 0
Development 7Hgt team HA Egh7|s &9l A sandbox 0
Test-QA A= pipeline-QA Expected@} actual EH= AS 1A fixture sandbox 0
Staging Release team Hstot SHQF MK} of|&l gHM-£901 02| sandbox 0
Production AN AFZXH2AXt AN A2 M2 24 live allowlist Al|

0] E= 7|2 ZHILICE KEI0] QA staging A 4= QUX|B, $HE B -data-HEH 591 S22 TAISHOF BLICH #

4wt Z7ol Y Hs 0| FRELICE

4.2 Holl whEA| 2 2

Purpose “H&kst release £HO| B X} of &t ‘2 A ol
User QA-release owner-X= job “team”

Data synthetic seed v3, production origin O “test data”
Integration provider sandbox account A “AP| ¢4
Allowed action read-reset-sandbox send ‘T Q5 X"

Owner

Lifecycle

0|Z-team-on-call 42

MM reset-expiry-H| 7|

A% AL

4.3 Manifest0]] g12M 5| 235}X| &&L|Ct

M resourcelt destinationO| A47i=Cf| manifest@} policydl| $ICHH default denyZt 7|2QIL|CH 2 = QA| HAH0|

ZIQ5H 2™ scope-owner-expiry-auditE 7}%l 0| 2| 2 CHEL|CY
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4.4 Ephemerali} persistentS MeNgL|C}

Ephemeral TfRst MEl-branch® Z2|-X= H|7| MM H|2 seed Z=H| TTL-cleanup-quota-no prod path
Persistent OtN=l 2= ZAS 7 EE 52 state =& -data Zt&-drift Reset-inventory-owner-access review

5. Environment identity2} configE A|&F Mof| ZASshL|C}

22 ME Mol schemast &3 2XIE ASELICH

Environment variable= £X{-type-version-TIZtE-7| 22}

SCHEMA SOURCE SECRET REF

type-required version-owner

L=2hC}E 814 reference-unsafe 7| &710|M FAIL CLOSED

Config 22 production 7| 222 M 2X| tELICE & 4= ol EHA2 QS| AlEFSHR] ot AEfRILICE

a2l 4. =2t-unknown-CH2 $H4 referenceZ production 7| E2Zf 2 R RX| H&L|CE Mgl Moj| oFFSHA| BH&L|CE
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Environment variable® SXx{-type-version-BIZ = 7|27t 2t2|5[0

ENV ID SCHEMA SOURC

o
=
E!
1

version-o\

type-required

L=2h[IE sl reference-uns
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5.1 Canonical environment ID

AH2H0| E&= TEST, resource tag2| testing, runtime?| ga 7t ®Zt2H0|™ policy®} eventS Y1Z5H7| - &LCE

StLIC| canonical enumE A5t CHE A= 1 ZH0f| A THH§HL|CY.

APP_ENVIRONMENT = local | dev | test | stage | prod

deployment targetz x|

resource bindingzt x|
config source?t x|
telemetry label A4

start E&= fail closed

5.2 Config?| %A metadata

Key-type 0|51t X2 30| RaiI7t
Required o™ AIEHE £ JU=7t
Environment Ol etZollM 5 8&l=7t
Source U2 oCIM =7t

Version o R22= HiZHE=7t
Sensitive Secret manager2 HL{OF 5t=7t
Default Al mf 7HE JISHE QL Zielvt
Owner HAS HYS AR F72217t

5.3 Environment variable2| H&lst 2|0|

Environment variable2 M&& processOf| MY st= 2 WHY £ JSLICEL J2{Lt LIS E XISLE

HS35HXl= gFaLc.
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oo
tol
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no
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o

« Version-rotation-revocation

Shell history-process dump-log =& &X|

CI2 3t reference Xfct

Secret 212 CHAl secret manager referenceZ MESH1, workload identity7} Z 5t A|&0]| X|SHEl Zf2
A= MAFILICH

5.4 Safe default?} fail closed

APP_ENVIRONMENT &t prod £ default Start ¢t
Payment mode &2t live MEH4 sandbox EE= =Lt
Debug 3f 8l{Ad Al Debug ON False- St
Database endpoint Qi 22 7|2 DB AZASIX| %2
Secret reference 2X| H|==5H 0|2 MEH Resolve &

5.5 Build-time2} release-time2 22| &tL|C}

Artifact 0]l environment endpoint@} secret2 =™ stZ0IC} rebuilddt| ElL|CE Code®?}t dependency= build
artifact0f|, &4 xXt0|= HZSEl release-time configdll SL|Ct.

build = source revision + dependency - artifact digest

release = artifact digest + config version + secret references

run = release bundle2 target environmentOir &3
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6. Secretd} service identityS slZ4dH = 22|etL|C}

g1 A40IC} secret} service identityS [} 2 DHSL|C}

#2 credential2 0{2] 40| S R5H &5 oot M7t 2= MELICL

TEST p N\ PROD
test-service prod-service
POLICY
test secret ref prod secret ref
test DB only identity prod resource
short expiry _> T IEGD _> approval required
resource
operation

cross-environment credential2 ZE|X| 42

0|2 HEFALECLCL policyZt Z28tLIC}. Identity-resource-operation-expiryE serverOlA gHH| Z4AFehL|Ct.

T2l 5 MEAELE policy?t £ HLICE Identity-environment-resource-operation-expiryE server®| A &1 ZAAFSHL|CE.
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Z2 credentialS 05 2140] ZRoHH ofF Rt 27t 22

TEST
test-service
POL
test secret ref
test DB only ider
short expiry = ’ enviro
reso
oper:

cross-environment cre
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Test &5l|7} production 222 =& Blast radius7} sl2t stAo| S

7} of BHZOM ARE=X| 25 Identity2} eventZ environmentof| 1Z
31H Al 2E &H80| SAl0| ST SHEE uN-43 7ts

7HEEX} localdl| 2 secret At Workload identity@} %2 token A2

6.2 Reference®} {22 L E2EL|Ct

good config:

database_secret_ref = secret://test/app-db/v7

avoid:

database_password = actual-secret-value

Reference0f| = &4-owner-version-expiryE &L|C}. 0|£0| test 0{% resolver policy?t production secret2
HetetH SX|= MujiL|ct

= identity valid
identity.environment == resource.environment
operation in allowed_operations
token.audience == target_service

now < credential.expiry

6.4 Attt workloadE 22|t

WXL 70l Met2 2 pipelineD} production deplo

yE ASHSEK| &SLICE Source review, artifact publish, production
approval, production execution?| identity@t 2= L 28HL|LC}.

z0

pd
gjo

Developer Source-dev resource, production deploy
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Cl builder

Test runner
Release approver

Production deployer

7. H[2

02
=
rir

SOURCE
8tM seed
7%}t customer

113 24 records

Source read-artifact write, production access Qi2
Test resource only
Exact release &9/, runtime credential gi2

&9I= release Aot

shM

dataZ AI2EL|Ct

& 7hset gt datas AlEEiL|Ct

M EE Bx-FA-2RE B casez USLICL

DATA GATE

production origin=0

TARGET
test database

isolated account
write scope test

reset 7t _> sensitive field=0 _> cleanup evidence
owner-retention
seed digest
29 snapshot0] & E 23t 0f]2|= 0] x| ML= 'Hof privacy-security owner2| HE £013} EX||7} 28 |C}.
T2 6. 2ot 12 AN ARl record?t OtL|Et B2 -FA 2R -2A Q| &4 caseZ MSetL|Ch
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SOURCE

M seed DATA

71t customer

1A 24 records productiol

reset 7ts _’ sensitive
owner-r

seed (
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GATE

n origin=0

s field=0 —>

etention

digest
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o FA[H-Hl-TA = SEH

0.

L]
il

2.=7H3 volume X

o Migration ¥-% schema &%t

A2 ObELLt. 22|17} Mlsta = A2 g SEYLICt

0| &M 1A seed®} fixtureE THSM [ £17| reset-version-3|7|&t & Y&L|CH

7.2 Data gate?| |4 Z2

Candidate 7|&

SourceZ} 9217}t

AN AFZfat CHA| 8 7HsE

otk

Seed versiond} digest7} =7}

Reset-cleanup evidenceZt =7t

Test identity7} productiond|| &25t=7}

~N

ol
ol
ks

Io
>-|

—_—
ol
e
ol

HeIE HojaLct

7.4 SC-07~SC-09

Scenario

ot7| 022 Hletel Aed|7t R

%-il_/.\_ field-THAH Jtsd -2 HE
A
=

oL

otL|

of

of

otL|

.3 2 snapshot 0f|e|= Ek ¢jel A™IL|C}

QUELICE JZOEE "OfAZM oL HECP 2 ZUX| ZELICH SA-Ciet
H|-&91-0t2 E privacy-security ownerZ} EH ZAESHL|C} 0] O+ 9|

Expected

SC-07 2Y & =H|

SC-08 &M seed
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Scenario Expected

SC-09 Test—prod write authorized=false , write O 29 record #HZ

8. 2|5 217{|= sandbox®} allowlistE 7{ZIL|C}

H|2A 2|8 217|= sandbox®} destination allowlistE& 7{Z!L|C}

0| Y- Z|-webhook-Al endpoint= AX| £2H8 0157} 8t S AFSLC

f ) MAIL
NONPROD it
est inbox
application EGRESS GATE
environment=test environment

synthetic payload ' destination PAYMENT

live recipient O sandbox charge
data class

side-effect cap

WEBHOOK

. / local sink

UI0j] TEST2}Z HOJE live destination2 S&51M 2 2A32IL|CE. Network & M code gate0f|A| BHEL|LCE.

-

12l 7. UIS| TEST EAl= network Q&S K| 2&L|CE Q& Hof| environment-destination-data class-side-effect cap2

codeZ ZAfEHL|CE.
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T = Y | . T e T o T ST ST T ST e T

H| Y- ZAX|-webhook-Al endpoint= AlX| 2X2 087} 3tAS AXE!

NONPROD
application EGRESS G/
environment=test environmet

synthetic payload _> destinatior

live recipient O
data class

side-effect c
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8.1 2|5 Q30| SAS AWLICL

H| 2 destination 29 destination

Mail Test inbox Mx| D2 F=A QUL HH RE
Payment Sandbox merchant Live merchant AH &ol-FA-H|E
Webhook Local sink Partner production QE AR B

Al API Nonprod project-8Hd input Prod project-& S input Data-H|2-quota EM
Object storage Test bucket Prod bucket SOMT|-AH|- =&

8.2 Data?} destinationZ &hH| ZAFEtL|C}

ALLOW_EGRESS = environment matches
AND provider_account matches
AND destination in allowlist
AND data_class allowed
AND side_effect <= cap

AND idempotency valid

2 payloadZ live recipientOf| 7| ELHE 2%+20[11, 2 Y=S sandbox0i| L= data boundary |EFIL|CH

8.3 Ul 411 HLC} code gateZ} X QIL|C}

&LI|CE External

fas)

w2t banner2t &0l dialoge= S835}HX|2t API client-batch job-Z{A| = workerE x| 2&t £
7

requestZ} Lt7}7| Z1™ server-side gatewayLt SDK wrapperO|A destinationS ZZ&giL|Ct.

8.4 Provider account& 22|&tL|C}

rio

7}sotH dev-test-stage-prod?t provider2| ¥ project EE= accountE AFEELICE Provider?t 21X s 22| £ X|RI5H]|

9tom credential-recipient-quota-webhook secret-auditE H4HZ L1 ZH0o] Q&S 7| =2 gL Ct.
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9. Account-network-resourceE Zig|gtL|C}

&4 account-project-network-resourceE =22|&tL|C}

HEAF§F 2AHELCHHEE policy boundary?t default deny7t A2 ZQIL|CH

DEV PROJECT TEST PROJECT PROD PROJECT
dev network test network prod network
default deny default deny default deny

[ =

14 Ato| o2 £ o5t 5t Whek-operationZt 5] 2311 source identity?} destinationg auditgtL|LC}.

|
o
|0
12}
qn
>
rr
(o]
l__'-

8. 0|2<9| "prod-" OHLHQIL|CE AMA| Z7|= account-identity policy-route-firewall-resource permission@lL|C}.
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h Wﬁm
MEAL st 2XHELCH HEE policy boundary?t default deny7} A4+E 2

DEV PROJECT TEST PI
dev network test ne

default deny defaul
-
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ROJECT PROD PROJECT

stwork prod network

t deny default deny
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9.1 0|82t BAIE #=eiLitt

Kot AA7t £l
Resource name AtZto| B2 & PolicyZt name-tagE Z&3al0F &
Tag:label Inventory-cost-automation B U5t} required tag ZAF ZQ
Namespace =2 2R Network-RBAC-quota policy Zg 22

Project-account 3 22| £kl Cross-account role} billing-identity A|gt 2

Network A A2 EX| Default deny-egress-audit ZL

9.2 &8 Afo] AZ S oflel2 FLCt

&8 Ato] S4l0] 235HH HX| networkE X[ FELICE.

source identity
- source environment
- exact destination resource

- one operation-protocol

- expiry

audit

0l S0 stagingO| production databaseE 9= ¢1Z2 7|2H o2 FA| FSLICL L st 2 HZ2E
replica-synthetic mirror-&QIEl query workflow X% L|sl H1Q|E =0l Lot MA|EHL|C}.

9.3 lIaC= desired stateE MQIStL|LC}

ConsoleOf| A =& OL= resource= W2 X| Bt review- X34 -drift EFX|7F O{Z&L|C}

Account-network-role-database-queue-provider destination2| 2 MEIE codeZ2 MGt AlX| AENRQ H|mEL|CT.

9.4 Blast radius= Z238h|C}

Test credential st-t7t =&%™ O™ production resourceZtX| Z £ U712
Test networkZ7t QUE|M 0|~ account®t destinationZtX| HAEE|E=74?

ARE delete command?t Ol= #HH9| resourceE Xg = U717

Candidate &2 “production 070f 7}7k2|Of gHL|CL.
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7*§3F 742 source 0|Z0| 0H_|a} 3 build7} BHE ;gi_j_ art'factolthl.

SOURCE BUILD ONCE TEST STAGE PROD

revision abc digest 2401 digest 2401 digest 2401 digest 2401

i

£HA40iC} rebuildstX] 21 S digestE &

220)|M CHA] build5t7{L latest tag= sl|Al5ted |85t 240} C}2 Zal7t & 4 910] GateS AfchatL|ct.

1219, A@st Zd2 branch O|£0| OfL|2f exact bytesRIL|C}. SHA0tC} rebuildstX| 210 HASSt digestE CHE FZILICE
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L B — TR A e A s —Ean —Ja —— 2une
A2 source 0|£0]| OfL|2} 1 build7} Bt= Hetst artifact@L

BUILD ONCE

SOURCE
digest 2401

TEST

digest 2.

G

revision abc

23

0}C} rebuild3stx]| €
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|C}.
—

STAGE PROD
401 digest 2401 digest 2401

GEED | @R
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10.1 Er40lCt buildsh™ F9l0] EEtX|=7}

Zt2 source revisionO|2tE build A&} 40| B2HX|™ dependency resolution-base image:-compiler-network

=
response-timestamp-runner stateZ} E2t&! 4 &L|C}

test build A: sha256:111...

prod build B: sha256:999...

Test7t AS I production BE AHEILICH O[T} “Z2 code’BHe T artifact EUMS SW5HX| RELICt

10.2 Build once:promote?| SE

canonical source revision
- isolated build
- immutable artifact digest
automated test
staging validation
exact release approval

production deployment of same digest

gha9 X0l artifact 2| ABE config reference=2 ZgfelLICY.

10.3 Tag?}l digestE {1 =2¢etL|Ct

Gate A2

v1.4.0 tag Atzto] olatist7]| 412 SH0J2 4 QI registryE IS B

latest tag Z[4l pointer A|Zt0| X|Lt0{ CH2 bytes x|

Digest Ligo| ZoH &3 AEhol 87| o542 g
Release ID Artifact-config-migration §& DigestE E&H5HX| YoM IS o 22

10.4 220 M rebuildE 3t&L|C}

Deployment job2 sourceZ checkoutd}7 Lt compilerS AMali5HR| LSLICH &Q1El registryOf|A pinned digestS
7

pull3td, signature-provenance-target environmentE 46t | deploy2t =aliSHL|C}.
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10.5 SC-13-SC-14

Scenario Expected Block CHAF

SC-13 Test—stage source digest = target digest Rebuild-bytes 81

SC-14 Production rebuilt=false , mutable_tag_used=false latest dH4d-prod build

11. ProvenanceZ 7|cHZrof] 25| ZSshL|C}

Artifact?} provenanceE 7|ClZ}of] 25 ZHSsHL|CH

Digest@t SF=X| OfL|2} =7} OftH source®t parameterZ build{=X| = &tIEHL|CT.

o1 02 03

ARTIFACT PROVENANCE EXPECTATION

subject digest builder identity allowed builder

immutable bundle source revision canonical source

registry reference _> build type-parameter _> recognized parameter
signature

Provenance= H2H3t A= SH|7} opL|C. BiE F0]| signature-subject-builder-source expectationg ZIA}gHLILC}.

121 10. Provenance?| QICH= AFAHLCEH X|2 HiZE artifact@} & builder-sourceE H&ts| MHSH=X|7} ZL&tL|C}.
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01
ARTIFACT

subject digest
immutable bundle

registry reference

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

Digest2t SH=X|# OfL|2} 57t O{™ source®t parameterZ build3H e

02
PROVENANCE

builder identity
source revision
build type-paramet

signature
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er

03
EXPECTATION

allowed builder
canonical source
recognized parameter

—>
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11.1 Digest2} provenance?| 2igt

Evidence

Digest Bytes7} 227}
Signature 58 signer?} 0| subjectE MY =7t
Provenance =7} Ot source-parameterZ buildgi=7t
Verification policy 0| signer-builder-source-parameterE 3{&5h=7}
Digest7} ZHOIE =7} BHEQI=X| ZZ 4 917, provenance L}0| Q0= ZZX}7} HFE artifactZ 7f2|2 2~ QSLICEH

£ subject digest2 210 expectation% AAFstL|C}.

1.2 45 2|4 field

subject.digest == deployment.artifact.digest
signature.valid == true

signer in allowed_signers

builder.id in trusted_builders
source.repository == canonical_repository
source.revision == approved_revision

build_type in allowed_build_types

parameters do not enable forbidden target or debug

11.3 SLSAE Ql&= tiud

SLSA v1.2 specification2 software artifact2| supply chain £ZA S 2|5t framework@!IL|C}. O] MXHAME BE ==l
EXH levelZ2 At5 Q51K LEL|C LAl artifact verificationO|A Z4Z=5H= ZAX & provenance?| authenticity2}

7|cHzrE &elsta, provenance?}t subject-build HO|-run MEALEHS 0L G1ZSH=X| M7 Ql2ioZ AtEEtL|Ct.
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11.4 XZHat 5}= provenance?| Alij

bad:

provenance.json It ZEX - PASS

good:
signature valid
AND subject digest exact
AND builder allowed
AND source canonical
AND parameter allowed
- PASS

11.5 SC-15

Candidate= digest_matches , builder_allowed, source_revision_allowed 7} 25 true0iOf
PROVENANCE_VERIFIED QJL|C} SHLI2IE false™ artifactE quarantinedtd HiEZZE Z=CHehL|Ct

12. Migration2 expand?} contractE L}sL|C}

Database H1Z42 expand®} contractE LI50{ S2istL|C}
Code®} schemaZ} SA|0]| §F 1ol HFACHT 7F&SHA rollback} rolling deployZ} HEIL|CE.
EXPAND DUAL SWITCH CONTRACT

M field 7} ’ old+new &%t ’ M version 22t ’ 0|H field ®|AH
STEP 1 STEP 2 STEP 3 STEP 4

Zt chA|of| A O] release®} M releaseZ} &HH| SZ+511 rollback 7Hs3loOf gL|C}.

\

oY El= EE Sol-YE-51 AIEE 276l AF Foll= &4 migrationS H#sHA| etSLICH

21 11. Rolling deployment S0t O|F 1t A applicationO] €74 &t 4= U0{0F health &3} rollbackO| 7+HsEfL|CE.
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I B A Sk T T TR A L bR b B L
Code?} schemaZ} S A|0f| ¢ HHoj| HFHCHD 71 SHA rollbacka} rollir

EXPAND DUAL

M field =7} ’ old+new &%} _'
STEP 1 STEP 2

Zt CHA| 0| A{ O] release?t M release?}
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o — | B | T 2 1 = | |
1g deployZ} 7THEIL|C,

SWITCH

> M version 2zt ’

CONTRACT

0| field M|

STEP 3 STEP 4

shH| S=+511 rollback 7hssHoF gho|C}.
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12.1 Code?} schema= SA|0]| st =7tof| HFX| e=L|Ct

Production instanceZ} 042{ 7H2FH M version2 Hi %= 5}
schemaZ 2 2!7{L} old codeZ} Al schemaOi| A 7 X|H

rr

bl

S0t 0| version= 282 XM2|§LICt M code?} old
47

HYZ 2} rollbackO| 27+sELICEH

0

12.2 4] THA|

Expand M field-table-index 37} Old-new app 25 S=t Old field AtH|
Dual Dual read-write-backfill U= A2t &I 2Hsto|E 2
Switch M AZ2E primary2 ™3t Metric-data integrity 98 Z=A| old M|A
Contract Old consumer & F| H|A Dependency O-backup-&¢! x7| Tt

12.3 Migration plan?| |4 field

schema version

compatible application versions
estimated duration and lock
backfill volume and rate
verification query

stop condition

rollback or roll-forward plan

backup-restore evidence

owner and approval

12.4 m2|N ChA|= W SolghL|Ct

Column AHH|-type EA-CHEF rewrite= data 2411} 71 JockS OHE 4= QSLICH LBl release £Q10]| &=7|X| &1 exact
step-¥&F-backup-restore-window &Sttt 7|&8 HEZ HESIL|CE

12,5 A529| otX ZHA

41& engine migration2 A&llstX| F&LICL executed=false, destructive_step=false,
2 ot fieldPt H| S| T},

r—l-
m\l

rollback_plan_present=
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13. Feature flag0ll =23} HAE FL|C}

[ o2 ]
Feature flagt

Z2 artifactE S2ZstHAM 7|5

=

ZWE 2UFI|E TR

L£8 =22|5l%| owner-scope-default-Bt2 S 2t2|EHL|C}.

rrﬂ

o1 02 03 04
DEFINE SCOPE OBSERVE EXPIRE
owner- 5% 2HA-At2x} metric-error A 7|8t
safe default '> safe default '> safe default } safe default

Flage 971 27|t 3t |7t ofHLICE 2 enable2 Hk 4910} 2HH-ZA| disable Z27} Q8L

72112, FlagE DtE = 27t owner -8t scope-safe default-ZHa metric-&|A 7|8+ &4 BHSL|CY.
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Wﬂ:'__l—c_l—rr

£ 2 artifactE 54s51HM 7|5 =2 2|5tk owner-scope-defau

01 02

DEFINE SCOPE

owner-23 etg- A8}

safe default -> safe default -'

PROD 7|23
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03 04
OBSERVE EXPIRE
metric-error X7 7|st

>l safe default -> safe default
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oh

13.1 Flag7} &

Flag7} CAI5HX] 23H= 2

Server authorization

Code =S} 7|5 =& 22
Secret-data-network isolation

stA- At X ®E rollout
Artifact integrity

=X 7|5 w2 disable
Exact release approval

Experiment variant H{&

dietstH

UIO||A] flagZ7t OFFO1E =& APIZ} production datas

13.2 Flag #|<¥

Xl
=

Field

ol ExH5H=7t

Key-purpose
Ol eHHollM "ItEl=0t

Environment scope
S0l A ot variant@l7}

Targeting
Default-fail-safe Provider Zof i 2ois Btatst=7t

=7} rollout2} incidentE ZQUX| =7}

Owner
Metric-alert S00] Litem 1=}
Expiry QAH| M7t Lt "SU5H=7t

13.3 Production enable2 @ b{iZdolL |C}

TestOl M ON?Q! flagZt productionOf| = X}= ONO| E|X| &= environment scopeE £2|gtL|C}. Production enable2

exact release@t Q&2 HO0J =1 £9l-aqudit-rollback =g 7}&IL|LC},

13.4 Flag debtE =QlL|C}

ReleaseZ} QHHE|M temporary branch®} targeting rule€ HM|7{gL|C} @eiEl flage =

SE'E 27| oA ehsLIt
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14. Staging parityS As&lstA| sjAdetL|C}

14.1 Staging?| 7}x|
Staging2 productionz} At runtime-deployment-network shapeO|A| C}2& oi|aigh|Ct.
o HStst artifact pull?t config binding
o Migration &=AQF A2 A|Zt
o Startup-readiness-smoke check
« External sandbox 917

o Traffic shift2} rollback X}

o Release evidence 24

14.2 StagingO| productionz} Z2 £ Q= 0|

xto] ol Y=gt Z7} Production Gate

Data AN ArEXES 8t canary-business signal

Traffic E-IiE CHE Progressive delivery-capacity
External provider Sandbox%} live X}O| Provider account-destination X{ZAt
Credential 24 identity 22| Prod token audience'scope A%
Network-quota HI8at A2 laC plan-quota-route &l

At S R 298 Y= %2l-on-call-runbook ZH|

14.3 “Production?} S” LAl £ 2xF

Staging2 runtime-deployment-migration mechanismO| 21} QAfstL|CH,

Data:credential:provider destination-traffic-quotas £2|=|0f U&LICE.
2Y R0| 222 release evidenceZ 7|1 production health gatedN Hx= ZHSELICH

14.4 The Twelve-Factor App2} parity

Dev/prod paritye= A|ZHARRHEO| X}O|E | SX|5t2tn AMESL|CE Build, release, run codeZ buildZ, &4
config®t Z&tst Z4ES releaseZ, M| processE run@ 2 FL28HL|CE Confige HZOICH 22X = ZF2 codelt £22|5H=
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i

[ [=}

15. 22 &£242 exact release AEl 7|A|L|C}

2% £242 exact 221-X{ZA}-health-rollback AE} 7|A|2iL|C}

QI HHE S}LE7} ofL|2t Ot releaseE OfC[0]| O{™H configE HiZsH=X| D FILICH

PROPOSE APPROVE REVALIDATE DEPLOY HEALTH
digest-config exact release sh-state SHAIA traffic pass or rollback

health &!ill-payload ¥Z-#gt 3t& — STOP-ROLLBACK

o

Staging Stz 2 5212 S& evidence0|H| 2 SYMO|L FAIDNE HESHX| t&LICE

2113, Genericglt ‘H3Z £Q1I'0| OFL|2} exact artifact-config-migration-targetS £9I5t10 A&l XIF0|| ChA| ZAFSHLICE.

=4

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

2|2 ®MZELICL o] M| §1=l2 & o™ “QAFSt mechanism + 22|F 82 Zt + SY artifact $Z"2Z O|0{FL|Ct
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e el — = e
5Ql H{E 5Lt OfL|2t O™ releaseS MHLC|0]| OffH config= HY 5}

PROPOSE

digest-config

APPROVE

exact release

REVALID

Hsk-sta

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP
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ATE

DEPLOY

HEALTH

pass or rollback

te CHA|A traffic
—
§t otg — STOP-ROLLBACK
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15.1 CHA1 AFEQ

PROPOSE
- APPROVE exact release

- REVALIDATE unchanged state
- DEPLOY progressively
- HEALTH pass or ROLLBACK

15.2 Exact payload

Target environment prod-kr—-primary

Artifact digest sha256:demo-2401

Config version prod-config-2026-07-16.3
Migration version schema-042-expand

Flag snapshot flags—prod-184

Evidence bundle ev-release-2401
Window-expiry 2026-07-16T21:00+09:00 , 302

291 £ digest-config-migration-target-#sh-window = StLI2IE HIRM 7|&E £0212 25QlL|C
15.3 Separation of duties
B4 XM XL review £9IXL production release 91Xt A3 identityE 22| CL ZH2 teamOf| A= ALEHO| HF 5|

Ct27| {22 4= JUX[TH X|ASH XS Gate-immutable evidence-AlE review-ZH2 credential 2 Sttt A4S EQILILCE

15.4 Health Gate

Alifl outcome

Startup Config-dependency =7|3} Process A|ZH SEt
Readiness Traffic =41 Z=H] RouteOll 'EX| 2=
Smoke SHAl read-write-integration Promotion hold
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oHA|
Progressive health

Data integrity

15.5 Rollback&

‘BNH EE2IcP = S25HK| 2&L|CE 0| digest-config-compatible schema-traffic reversal-2

o

%1% evidenceZ R

ol

[

ol

I

Error-latency-business safety

Record-queue-migration AEH

7{|€lo] ofL|2} A==l A= QL|C}

QFtLIC

B

16. Drift2} Release GateZ &hj| EL|C}

£l Release Gate:= L] 21211} dri

ft 0=

st
=

Scenario-Critical-control coverage@t € ot ZAA|7} B 5 S1tal0f gfL|Ct.

o1
IDENTITY

6/6

02
DATA-EGRESS

6/6

.>

desired state = actual state

24 drift-cross-environment secret-production data copy-artifact mismatch 8t Z1= &

rio
_O'h
rr

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

03

ARTIFACT

6/6

H|mstd, 4| 29| Critical controlz}

H

ShL
=

04
PROMOTION

6/6

L|Ck

.>

Alil outcome

Traffic & =S¢

Rollback-incident

05
BOUNDARY

live-real O

v

HSER}-Of| AP A ZE-Z| 2

RELEASE_READY

0|&¢l drift 02 &M Q+&L|Ct
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hmﬁ—c—r—l“

Scenario-Critical-control coverage®} gt otF AA|7} B &= E1}5/ 0}

01 02 03
IDENTITY DATA-EGRESS ARTIFACT

6/6 Pl 66 Pl 66

desired state = actual state
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04 05
PROMOTION BOUNDARY

-> 6/6 -> live-real O

v

RELEASE_READY
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16.1 Desired2} actual

desired:
environment=prod
artifact=sha256:demo-2401
config=prod-config-3

secret_ref=prod/app/v7

egress=[mail-live-approved]

actual:
environment=prod
artifact=sha256:demo-2401
config=prod-config-2 « drift
secret_ref=prod/app/v7
egress=[mail-live-approved, unknown-webhook] « drift

16.2 Drifte] &

Identity Test roleO| prod permission &%
Config Debug true-old config version
Data-egress Unknown destination &7}
Artifact Runtime digest7} £91=2 1t CtZ
Promotion Flag-migration-approval mismatch

16.3 Manual changeZE &7|X| &L|CH

Incident & console®fA 715 HAE = JELICL HA S SX[SICH= MRATte 2
.I

E m

=7|10 incident | desired stateOi| BtQi5}

16.4 Drift 02| H&lst 5

“XI017} St QALK 7t OfL|2t SelElX] 921 MYE|X]| 42 X}0|7} 00[2H=

9|5t canary replica X & &1& XI0|= rule2 H#leiL|Ct
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ELHX| &

Revoke-deploy block

Safe value-investigate

Network block

Traffic stop-quarantine

Release block

1, 2X-£&9%l-event-expiryE

L|C}. ProviderZ} BtE= dynamic field2}
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17. 127l EX|E evidence0]] 91ZstL|LC}

Control Z enforcement LHE scenario

CTRL-01 ZEX-AZX}-data-&S-ownerZt Y=t Manifest-review 01-20-24
CTRL-02 Identity7} €X|5t10 L2 A| HEETH Startup-resource policy 01-02:03-06-12
CTRL-03 Config schema-source-version-defaultE AZ&st=7} Config loader 04-06-18-23
CTRL-04 Secret-service identity7} 22|5=7} Secret resolver-IAM 04-05-09-12-19
CTRL-05 M data®} prod access 0917} Data gate-policy 07:08:09
CTRL-06 Sandbox-allowlist-capO| =7} Egress gateway 10-11

CTRL-07 Account-network-resource?t Z{2|g=7t IAM-network-laC 03:05-07-09-1119-23
CTRL-08 Z+2 immutable digestE £45H=7} Build-registry-deploy 13-14-15
CTRL-09 Provenance®} exact artifactE AZS5H=7} Verification gate 14-15-21

CTRL-10 Migration-flag lifecycleO| Q& &7} Schema-flag controller 16-17-18

CTRL-1 Exact £¢l-health-rollbackO| =7} Release controller 16-17-19:20-21-22
CTRL-12 Drift-audit-Gate evidenceZ} =7} Reconciler-review 12:22:23-24

17.1 Control O|2HLC} ZHA| SIX|S £L|C}

”»

rlo

evidenceZ} OFEIL|CE CH2 X2 code®} policy XIS ®&L|CL

CTRL-04
secret resolver: reference.environment == workload.environment

resource API: token.subject and audience verification

IAM: test identity has zero prod role bindings

evidence: deny event + access review + scenario SC-04-05-09

= control StLt O|AQ| scenario?t evidenceE 7t 0F 5111, 2= scenario= E&5t2{= control& 7140 &L|Ct.

Orphan control2 Mo1! 80|11 orphan scenario= 2ff A3HSH=X| 22 = testQIL|C}.
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18. 247l scenario£ L Qdcio =

Scenario
Manifest 2&-owner 12

01
Identity F2t

02
HEA|-runtime-resource

03
TestQ| prod secret reference

04
L2 service identity

05
Production unsafe default

06
18.2 L|O|E{-2| & 14| - SC-07~12

Scenario
test seed2 2x|

07
1 &M seed@} reset

08
Test identity2| prod DB write

09
Dev mail-payment live &

10
Test webhook?| prod destination

1
Telemetry environment-release

Scenario

2 digestE staging@ 2 &4

13

14

aistc

- SC-01~06
Expected code

ENVIRONMENT_IDENTIFIED

ENVIRONMENT_ID_REQUIRED

ENVIRONMENT_MISMATCH_BLOCKED

CROSS_ENV_SECRET_BLOCKED

CROSS_ENV_IDENTITY_DENIED

PRODUCTION_SAFE_DEFAULTS

Expected code

SYNTHETIC_DATA_REQUIRED

SYNTHETIC_SEED_LOADED

PRODUCTION_WRITE_DENIED
SANDBOX_DESTINATION_USED

DESTINATION_NOT_ALLOWED

TELEMETRY_ENVIRONMENT_LABELED

-secret O

Expected code
ARTIFACT_PROMOTED

REBUILD_BLOCKED

Production rebuild-mutable tag
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Scenario Expected code

15 Provenance-digest Z& PROVENANCE_VERIFIED

16 Expand-contract £t MIGRATION_COMPATIBLE

17 I} & migration DESTRUCTIVE_MIGRATION_STOPPED
18 Flag scope-owner-expiry FLAG_SCOPED

18.4 524-2H = - SC-19~24

Scenario Expected code

19 Developer role?| prod deploy PRODUCTION_DEPLOY_DENIED
20 Staging evidence®} prod X}0| STAGING_EVIDENCE_ACCEPTED
21 Exact artifact-config-migration ¢! EXACT_RELEASE_APPROVED

22 Health A2} rollback HEALTH_FAILED_ROLLBACK

23 Desired-actual drift DRIFT_DETECTED

24 T x| Release Gate RELEASE_READY

SC-11 expected:
code = DESTINATION_NOT_ALLOWED
request_sent = false

destination_allowed = false
sensitive_fields = 0

A7t LFH O field7t ©2t=X| Ht2 20|11 defect@} retestE BHS 4= QISLICE

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-01-64/78



19. AEL|20|M M| version2 H|m&HL|LC}

YEONCORE « M11-01 SYNTHETIC LAB

Ea g,ﬂ a""l"“ é'IETE‘IQ Y AR H 8 - AGI0E-Y secret-cloud- 2 §2 live WZ 0

01 8 identity 02 config-secret —~ 03 data-® — 04 artifact-migration —~ 05& -rollback — 06 Gate

n 1271 &4 B8 n 2471 #HM AlLt2|2 m qg4¥  dojEed  NeEwd  eAeY n Alglmhy

& nment-boundary 1.0.2 - -]
environment-boundary-s i05-1.8.8 ] oy oY ] =4 A%
e s RE b
CTRL-01 g B 38 WE sc-01 e g -wE #3 20 environment-manifest application-start s
2} o) B X-RE-data- 25 €N 5|8 ¥E 83 identity-config-data-sandbox-artifact-migration- &2l
absnt-fated 5C-02 B AEaE x5 201 missing-environment-id application-start PasS roliback-drifte] BHd A4S IE B
CTRL02 7] BHE 82 identity sc-03 B ANl 8 20 nintime-metadata s
3 A 24 N2 i
SC-04 LT R Y -secret Y config-bundle secret-resalver PASS

LR e EE

SC-05 LR R 4% secret B service-identity resource-api
CTRL-03  Config schema2} @&| o
674 &1 et
) w2 0jatE 8 5C-06 8 yg-uy runtime-config production-start s
sC-07 c0|Ef 982 o) 7 Nion-en sl - release_ready
g ot g 74 g production-sna; est-database PASS
CTRL-04  Secret-service identity &
sC-08 CHOJE] 4% 21| CAOJE] ZA Hut est-c s AL Critea
24/24 100%
sc09 eoled 9= @A coje] 24 flg test-service production-database s
sci0 ROl 21 2y oI WAIR development-app external-provider s 12/12 4/4
scn test-webhook production-destination PSS
PV E=] CTRL = AlLJeIR ~ B
CTRL-06  g|M 02 sandbox@} sca CHOJE 91 gy M secret M application-event telemetry PASS j— — —
egress
iy sC13 AERuy HTE QY artifact-registry staging-runtime Pass CTRL-02 5 case - 0 fa LINK
SC4 Hagwz 48 Uy deployment-job production-runtime o CTRL-03 4case - O fa [
CTRL-07  Resource-network 22
cTRL-04 S case -0t LK
b SC15 AEEwE NEE 9aY artifact-registry deployment -gate PASS
v
craLs 3case - DF L
5C16 LEE WY migration-plan shared-schema PASS
CTRLO6  2case- O L
CTRL-08 4 W build®t @ artifact
" 82 Afojol 2812 & sca7 sagwa &2 -drift destructive-migration production-database PASS cmLa7 7 cown -0 B ™
— s . = xx q i = o =l = s
2115, AT X|E, scenario mismatch, 222 version-H| - 3|7 panel& &t StHO|AM HIZASHL|C

19.1 M| version?| st& 2|0|

Version Decision

label-only-v1 6/24 18 blocked_environment_cross O|E0t 22laliM= A7t ot

ing

separated-but- 16/2 8 blocked_promotion_drift A 22|20 F artifact-5Q! drift7f
rebuilt-v2 4 H$s

verified-promotion-v3 24/2 0 release_ready 04 B2t 52 evidenceZt AAE
4
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19.2 7|&M2| 187} Aluj

7|&ME SC-01-06-08-12:13-202F ETBLLICE 0|2 - E safe default-§A seed-telemetry-7|= promotion-staging
xt0] 7|22 UX|Tt, L2t identity®?} cross-environment secret-data-destination-artifact-approval-driftE
2FX| RetLlch

19.3 &7t version2| 87{ Alujf

prod secret reference
production data copy

production webhook destination

production rebuild-mutable tag

provenance not verified
generic approval

silent drift

release gate blocked

Of version2 “server?t project= LEgCl = 20| &ff S=235HX| 42X £0{ FL|C.

. decision = release_ready
. passed = 24, failed = 0
. critical_pass_rate = 1.0
. control_coverage = 1.0

. lane_coverage = 1.0

. all gate_checks true

. safety boundary real data-secret-network-prod access-live deployment-side effect 0

19.5 H|u2} 3|

H H|@E fixed=18 , regressed=0, accept_candidate IL|Ct 3|7 Ot 4A AFE I™EHLICY

7|&E

rx

fr

1}

REG-01 o|Sat =23t 28 182 EX|
REG-02 22 22| g 8 Ex|
REG-03 SH 24/24 E1t

REG-04 | lane 25 coverage
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ID A|2f
REG-05 A= control 25 coverage

REG-06 4l data-secret-network-prod access-live deployment-side effect O

20. 22 SIHO|AM £ evidenceE UX| oSL|C}

YEONCORE - M11-01 SYNTHETIC LAB

£ ZA d+ ARCIR
B4 Al HE - HojojE]- 4 secret-cloud-2Y B2 -live H{Z 0

01 83 identity — 02 config-secret —~ 03data®@d — 043

n 127 842 E5|

environment-boundary-controls-1.8.8 - environment-
boundary-scenarios-1.8.8

CIRL-01  gi SX2 8|2 WS

2} $he| METHEH data- 2|8 WM 58 WE owner® WX DHHICH

cTRL02  7]2f HS £ identity

application resource-telemetry?t &2 environment IDE AHE S| 5

o -ERYY Al fail closedfic)

CTRL-03 Cnnﬁg schema®} @&

éx
ih

CTRL-04  Secret-service identity 82|
PO Y& secret reference®} service identity B I8} T B2

scope-PHE -S| E HBHC

CTRL-05  §14 data®} 8 T2 At
-4 8 data®h AHB ST 2 database-object-queue &2

falsy

CTRL-06  2|& 917 sandbox2} egress

e 28 webhook Al & H2Y 2% HAHE sandbox-allowlist £ 28
HER YHd

CTRL-07  Resource-network 22

ren it nrsiart namacnara . metuenrk . rac e s TR L nelieeS 81240

[

u
>
il
ro
tol

FHOAM = QeF-version-scenarioE MZZ 2111, {2 T slife A oo ATt 222 O|S &L T

20.1 3M2 evidence?| AH| AZQlL|C}

back-end evidenceZl QIO{&= UIZt 24 PASS Bt H0{ =M ALKt O targetl} digestS HAEIMP=X| & £

o
— O
ASLICE E|45H ChES &ele 4= QL0{0F SfLCt.

il
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o AISHSH variant?} contract version
e Scenario ID-title-risk-control

o Expected-actual-mismatch field
e Critical-lane-control coverage

o Release decisionZ} failed gate

o B FAIRr 2 claim H|gF

20.2 £=XI0j|M scenario2 Li2{ZL|C}

summary metric

- failed lane
scenario ID
mismatched field
control enforcement

defect owner:retest evidence

20.3 Trace0f| 222 H7IX| gisLICt

Al traceE= run ID-variant-scenario count-decision 22 metadatalt XHZFetL|CE AKX A|AEIO|A = secret-personal

data-connection string-token-raw config dumpZ evidence HO|E 0|RZ log0f| =7|X| Z&LI|Ct

21. Release GateZ evidence |20 2 245t |LC}

21.1 €t candidate Gate

Gate

Scenario pass 24/24 Block

Critical pass 100% Block

Lane coverage 4/4 Block

Control coverage 12/12 Block

Real data-secret 0 Block-Qt& Z#| 2t
External network-prod access 0 Block:Z=A}
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Live deployment-side effect 0 Block-Z=A}

Orphan-duplicate 0 Contract =3
Residual risk Owner-&9l 9l g1o™ Block

21.2 AA| releasel]| &7}&t evidence

Domain AlF| evidence

Identity IAM binding-access review-short-lived token claim
Config Schema validation-snapshot-source version
Secret Reference-rotation-resolver audit

Data Synthetic seed-prod access query-retention
Integration Provider account-destination allowlist-egress log
Resource laC plan-network policy-inventory

Artifact Digest-signature-registry metadata

Provenance Verification result-builder-source expectation
Migration Dry run-compatibility-backup-restore evidence
Promotion Exact approval-revalidation-separation of duties
Health Smoke-canary-threshold-rollback exercise

Drift Desired-actual diff-exception-remediation

21.3 release_ready 2| H&t5t o|nj

release_ready = O| &4 contractOf|Ad] 2= Gate?} true2h= EHYRQILICH AH| cloude| oHH- M5 A5 SE2

A& 2E5HA| FELICh T2l Hel-version &3 AlH-data-H[gS BH E2reLiCt

—

21.4 =A] Block =74

o Environment identity 2t LE= target mismatch

o Cross-environment secret-identity-production data access
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o Nonproductiond|A live destination &

o Artifact digest-signature-provenance expectation mismatch
e Production rebuild EE= mutable tag 5H4d

o O]9l destructive migration

« Generic approval EE= release H1Z S| XHZAA} Alf

o Health threshold A2} rollback £7}

 Production artifact-config-permission2| 0|&Q! drift

o Critical scenario AI}-evidence 52704 2|& 0|42l

21.5 oflel= THeE|= e 2HYLICE
= 1= HEA 7S A
Scope 0{= environment-resource-operation®!7t
Ol® dI71EE XF L 5 el=7t
ge HIHSHH F20f|A 20| LOoL=Tt
2ot S| L|sl 7ts-d 1t HelE oEH E0l=7t
Owner-approver 7t MAX| D =7t +=85h=7t
Expiry QN RS2 B} EE=7t
Retest trigger Ofte BdZ-incident- S0f| CHA| H=T}

22.1 NIST SSDF<} CI/CD supply chain

NIST SP 800-218 SSDF 1.12 &5t software 7HE 232 Z=ZI9| development lifecycledl| E&517| st 3
10| E H|2EtL|Ct. O] i 2| versioned control-scenario-evidence-owner= 1 23S &tA A7 A40f L6t

st 2xQLICt

NIST SP 800-204D+= cloud-native application®| CI/CD pipeline} software supply chain 29+S CHEL|CH
Source-build-artifact-deploymentE ZtZt| identityt trust boundary2 211, production deploy #5tS 2 7H
Astnt F2|5H0F 5h= O|RE HARLICH
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https://csrc.nist.gov/pubs/sp/800/218/final
https://csrc.nist.gov/pubs/sp/800/204/d/final

22.2 OWASP CI/CD%} secrets

OWASP CI/CD Security Cheat Sheet2 pipeline execution node-configuration-third-party
service-credential-artifactE& 24MO 2 FL|Ct. A20|M= runnerE ephemeraldtA| BHE11, pipeline permissiondt

networkE £0|0, artifact integrityS ZZS&HL|CE

OWASP Secrets Management Cheat Sheet2 secret2| M-M-XZEH-H X -rotation-revocation-audit lifecycle2

AYHBIL|CE 8t variableZ AL 4= UCH= AMALL secret lifecycleO| 22| EICH= AHAM 2 CHEL|CE

22.3 SLSA

SLSA build track basicse= build platformz}t provenance2| 252 CHAMOZ =0|= 2H S HSELICE ZE2 X9
L&t XY capabilityof] A S EE Motk HHE GateOf|M exact subject-trusted builder-canonical source-allowed

parameterS A Z5H0F EL|C}

22.4 GitHub deployment environments

GitHub deployment environments= workflow job2| target environment0i| protection
rule-secret-variables-deployment historyS ¢145t= 71d & H|2¢etL|Ct &t4 22|2} deployment controlQ| 1H| 7|5+

Hgt2 plantt 70 HEfof et HEtE 4~ o8 = AE35h= AFe| &4 EME EelgtL|ct

o

22.5 7|3} implementationg JEgHL|C}

22| systemO0| 3|0} 5t= A

3E Y-H2-4T 2 Environment ID2} =5

Supply chain2} secret lifecycle Provider-account-policy %
Provenance-approval 74 Expected signer-builder-source
Deployment protection 7t TS}t reviewer-branch-Gate
Parity2} config 22| 2= Safe default-schema-release bundle

A BME 2133HCH= AfAlIRto 2 130| QHMBHX|X| 9&LICE Zt 21212 code-policy-scenario-evidence-owner2
=3
20
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https://cheatsheetseries.owasp.org/cheatsheets/CI_CD_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html
https://slsa.dev/spec/v1.2/build-track-basics
https://docs.github.com/en/actions/concepts/workflows-and-actions/deployment-environments
https://docs.github.com/en/actions/how-tos/deploy/configure-and-manage-deployments/manage-environments
https://docs.github.com/en/actions/how-tos/deploy/configure-and-manage-deployments/control-deployments

23. [}2 o2 HZ handoff

23.1 M11-02 - =EH|2I-HTTPS-22IEE HiZ5}7|

Ol =01 C1Z 224S Ftlsf HLIC

e Production environment ID-owner-region

o Exact artifact digest2} provenance verification policy
« Config schema®} production secret reference 22

e Account-project-network-resource desired state

o Domain-DNS-certificatedi| Z 5t identity2t approval
o Deployment strategy-health check-rollback point

o External live destination allowlist

o Release evidence bundle &4l

M11-02= AA| provider®flA domain-HTTPS-cloud deploymentE CHELICE M11-012] &4 release_ready RS2
AH| Bi=ZSHX| &L Ch

o

23.2 M11-03 - BL|E{E- - Zol CHS
O|tH Oj7Lof| M CtHS signalt contractS 'EZILICH

o Environment-release ID7} 22 telemetry

o Startup-readiness-smoke-release health threshold

« Environment mismatch-cross-env access alert

o Artifact-config-permission drift alert

o Rollback trigger®@} O|H release reference

o Migration-data integrity signal

o Residual risk@} exception expiry

M11-032 dashboard-alert-backup-restore-incident-postmortems Cf Z1H| AAgL|C}.
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24. Y HE H3Z|2E

24.1 5H-identity

Zt environment?| At XH2H 5| & data-side effect-owner?Z} R&LILCE

Canonical environment ID7} application-resource-telemetry-deploymentO| A Z&LICt

=2t-unknown-mismatch= production default 810| fail closedgfL|Ct.
Environment name-branch-URL-namespace2tO 2 AHE F=7tstK| L&LICH

Ephemeral-persistent £+432| MM -reset-expiry-H|7| 7&10| Q&L|CE

24.2 Config-secret-data

oA

Config keyOILC} type-required-source-version-safe default?t ! &L|Ct.
Secret /2 CHAl EtAH reference®t workload identityS A2 EHLICE.
Cross-environment credentialz} role bindingO| OIL|C}.

H| 292 versioned synthetic seedE AFE5}1I resetst 4= QISL|CE

Nonproduction identity2| production database-object-queue F20| 7|2 HAEZIL|C}

24 .3 External-resource

24.4

Mail-payment-webhook-Al provider?} 8F4% account-sandboxE& AtgtL|Ct.
Request & destination allowlist-data class-side-effect cap= ZAFELILCE.

Account-project-network-resource policy?| et4dH 2 22| ElL|Ct.

ot

4 AtO| Y122 exact source-destination-operation-expiry 2 H|&HelL|C}.

Desired state= laC-configuration as codeZ review& &= QSLILC}

Artifact-promotion

St | buildst immutable digestE test-stage-prod2 £ZgHL|LC}

Production0f|M source checkout-rebuild-mutable tag siAlS 5tX| t&L|Ct
Signature-subject-builder-source-parameterZ Hij I Hof ZZ&HL|C}
Migration2 expand-contract?t compatibility window& 7&IL|Ct.

Feature flag0l| environment scope-safe default-owner-metric-expiry?t ! &LICt.

Exact artifact-config-migration-flag-target0i] £/ ZgkstL|C}.
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24.5 Health-drift-Gate

Startup-readiness-smoke-progressive health 7|Z0| Q!&L|C}.
0|H™ digest-config-compatible schemaz rollbackZ H&3HELICE.
Desired®t actual?| O|&Q! driftE EFX[-RFEHRfLICE

12 control-24 scenario-Critical 100% evidenceE 1ZgtL|Ct.

o4 2|& 1t of|2|0fl owner-approver-expiry-retest triggerZt Q! &L|Ct.

AlA| releasedl|= cloud-security-privacy-operations evidenceS F7}gHL|Ct.

25. 3028 AT HAE

25.1 25|

10.
11.
12.
13.
14.
15.
16.
17.
18.

19.

20.

. EnvironmentZ branchLt URL StLtE H2|5HH ¢t &= 0|R= RaAUL|7f?
. Dev/prod parity2} environment isolation2 O{&H| SA|of| TEEEHL|77P?

. Environment manifest2| A 04 fieldE MM|Q.

. Environment ID7} =242 [ production@ £ defaultst™ ff Q|&stL|7f?
. Config schema0]| Z 235t metadata 4| 7}X|E MM|Q.

. Environment variableO| secret manager?} Otl O|R= AL 7?2

. Secret 21} secret reference?| X0|= FAQUL|7}?

. Service identityS SHAHZ LH+=M O™ 1|3l HQ|7t SO{ELIIR?

. 2% snapshot CHAl synthetic seedE M= M| 7HX| O|”2 2o L|7}?

Sandbox endpoint2t AF23HH data boundary?t AHS S 2 OHESHEIL|7F?
H|2% egress GateZ} gh7| &0l | ZHE MM Q.

Resource name2| prod- FFAZL 2o A7t Ot O|RE FAYULII?
B4 AO] network (A2 OfH X|A CHR|2 5{&sHof &L|7t?

Build once:promote?} &t4H rebuild2LCt otFSH 0| R= 2L 7f?
Mutable tag®t pinned digest2| X10|= R QIL|7}?
Digest-signature:provenance?} Ztzt &st= 222 2oL 7p?
ProvenanceS M0t 511 AS5IX| o™ 210| HHEIL|7}F?
Expand-contract migration2| 4| EtAIE &AMCIZ MM|2.

I}1|A migration0l] = SQ10| 2% O|f= FALULIN?

o

Feature flag7} authorizationS CHAIE &~ 9l = 0| = BAQULTF?
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21. StagingO| productiont RAISHE SRS o = Gl= M 7HX| XH0]= BALI7F?
22. Exact release approvalofl Z&t&t field CHA 7HX[E MAM|R.

23. 592! F revalidationO| Z 5t O|F= BAUL|7I?

24. Readiness AT}2} health threshold A1{2| outcome O{=E 7| CtEL|7F?

25. Rollback contractOf| 25t 4| 7HX| evidenceE MM|Q.

26. Configuration drift2t 2L |77f?

27. “Drift 0°9| Hetst o|0|= FAYLIIR

28. CandidateZ| 24/240{= &H| cloud”} QPHSICH D Bet =~ gl= O|fe RFAYULIIR

29. Release GateZ} = pass rate 2|0]| Critical 100%E 315l0} 5H= 0|R= 2ailL|n?

30. M11-022t M11-030]| 2t2} 0 evidenceS EAHO0F &L|7t?

25.2 3 chot
1. Branch@t URL source-address EA|Y &2
identity-config-data-credential-destination-resource-artifact-approval2 ZA|stX| 27| i2IL|Ct.

2. Runtime-E=31-&EX}-artifacte= Z7{LE QARSI §X|6t1, identity-secret-data-permission-provider destination2
stZEE Z2RLc

3. 2™ AKX}, 5|8 data, external integration, 318 35, ownerQlL|Cl 31 Q1= &4 M Z4LIC
4. 715 25tAI5 MEHO| M 1R 2 AN G2 J1El resource®t credentialofl GIZE 4 Q17| 2 QIL|CE AR

7. AE2 A HEHE 0= T 2H0]1, references 22| system 92| f|X|-versionZ 7|2|7|= AHEXIRILICY.

1]

8. TestL} deve| .. & 277} production resource®@}t & H| AFRXALE SHAE|= blast radius?t £20{SL|CE
AN

X| ot 22 AERE reset- XS5, 2ot AA- 2F -volumeS versioned case®2 118st

r

10. OFEIL|Ct 2N 212 S sandbox® ELH™ data boundary QEFIL|CE. Data class®@} destinationS SHH| ZAFELICE

.
MO

11. Environment match, provider account, destination allowlist, data class, side-effect cap, idempotency = 4|
Z o|ML|CH

12. 0|22 AI2t0| E= OHLHY 88 [AM-network-resource permission0| 71 0|2& ZA|5HX| & %= Q7| WEIL|CE

13. Exact source identity-source environment-destination resource-operation EE=

protocol-expiry-audit TF| LT}

fjo

14. A|&st exact bytes®} production bytes7t ZH0FA build A|&-dependency-runner X}0|2 M7|= &2 814
21017| 2 IL|CH.
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15.

16.

17.

18.
19.

20.
21.
22.

23

24,

25.

26.
27.

28.

29.

30.

Mutable tagi= A|Zt0] X|LI0{ CHE bytesE 7t2|Z 4= L1, pinned digest= artifact LI&0f| Z&tEl
pSEire]s AltladxHJ:I |_||:|._

o™/ =

Digest= bytes S UM, signature= &{& signer?| MY, provenance= builder-source-parameter®} build
Z4=2E HeiLich

Signature authenticity, exact subject digest, trusted builder, canonical source, allowed parameterZ} A& 7|CH2}
UX[SH=X| &l5HA| ZefL|Ct
Expand, dual, switch, contract@!L|C}.

Data &4!-71 lock-O|& version Tf&-rollback 27} 70| A exact step2} backup-restore-windowE HE 2
HESHOF gfL|Ct,

Flage 7|5 & £7|2 & 9H identity?} resource permissionS server®i| A ZH|5HX| 47| mi2QlL|Ct.
Data, traffic, credential, provider sandbox:live, network-quota, AH| Al2t Y = M| 7FX|QIL|CF

Target environment, artifact digest, config version, migration version, flag snapshot, evidence bundle,
window-expiry & C}& ZFX|QILIC}.

QI A3l AtO] artifact-config-#&t-target- AE{ 7t HEE! &~ Q7| 2 ULICE E2IF ™ 7|E 5218 FE 2 §LCt.

Readiness A 1l&= instanceE trafficol| '@X| &1, HZE F| health threshold A 1l= traffic EICHE
H=THL} rollbackErL|Ct.

>

O|H™ artifact digest, O|™ config, compatible schema range, traffic reversal, 2StAt, Of| A A[ZH =2 A& S
Ul ZEX| 4L

&9l config desired state@t & A| runtime config?t A|ZH0| X|Lt0{ 2Rl AE{QIL|CY,

Xt0|7t M3 gich= 20| OtL|2t SQI=|X| 210 AHE|X| 42 XI0|7t 00|2h= SSRLICY.

et system@t Mg 11 AIK| cloud account-data-credential-network-pipeline-providerE ZAAlsHX|

SE7| WERIL|CE.

{7#0| =0} cross-environment secret-production write-digest mismatch 2t st to| Critical AlTf7} & H|S|E
%

A7| WZLCE

M11-020]l= environment-artifact-config-network-domain-deployment evidenceE, M11-030f|=

telemetry-health-drift-rollback-backup-incident trigger& EZIL|C}.
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DEFINE

local-dev-test-stage-prode AtEXi-=X-data-side effect-owner

IDENTIFY
canonical environment ID + config schema + fail closed

SEPARATE

secret reference-service identity-data-destination-account-network:resource

BUILD
canonical source - trusted builder - immutable digest

VERIFY

signature + subject + builder + source + parameter + provenance

PROMOTE

same digest + environment config + migration + flag snapshot

APPROVE

exact target-artifact-config-migration-window + revalidation

OBSERVE

readiness-smoke-health-data integrity + rollback

RECONCILE

desired state vs actual state + unapproved drift @

DECIDE
24/24 + Critical 100% + 12/12 + 4/4 + residual risk owner

261 M=SE
. Environment manifest

. Config-secret-identity table

. Data-destination-resource boundary

. Artifact digest-provenance policy

. Migration-flag lifecycle

. Exact approval-health-rollback contract
. Desired-actual drift record

. 247l scenario-12 control evidence

. Residual risk-exception-retest
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M11-02-M11-03 handoff
serverE 012 Off 2t== O] OFEL|Ct Z2 code?t HE HAlS RXISIHAM AH| FEF0| 410[X|

artifact@t evidence} &y U o= £745t= lL|C}
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