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5.5 Record MEH

Hostname 2|X|2} provider 2310f| %= recordS MEHEIL|C}

Subdomain®} zone apex= ZH2 HAlo 2 HZAL|X| o2 £ Q11 certificate validation record = HEQIL|C}.

01 02 03

SUBDOMAIN APEX VALIDATION
app.example.test example.test _acme-challenge

CNAME — provider host A/AAAA EE= provider alias TXT/CNAME — ZZ token
& record=0 & record=0 &E record=0

Provider 272} Ji2 AHE

AH| M2 H™ 315l zone2|] CNAME-A-AAAA-alias £&3} dangling-old target2 B5F 3H&LIC}

21 7. Subdomain-zone apex-certificate validation2 2 record7} CHEL|Ct. Provider?t M|&8t exact name-type-value2t

Sixlf zoneQ| EES SIH AAFELICE.
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Record

A Hostname—IPv4 Provider IP lifecycle Q!
AAAA Hostname—IPv6 IPv6 path-firewall= Z4Z
CNAME Hostname—LC}Z hostname Apex H|st-CHE record &=
Alias:ANAME Apex—provider target Provider H|EZ 7|5 -S%t &0l
TXT Domain validation-policy Token-owner-lifecycle 22|
CAA 3|2 CA policy XZ| certificate &} Mgt
NS Delegation Parent-child x|

5.6 Conflict2} dangling

Conflict: Z+2 hostname0| CNAMEZ} QF2lst 4 9= C}2 record?} &4 7L}, providerZt 7|CiEt targetdt CHE 40|

2 JEiILICt

Dangling: DNS7} AtH|=l cloud resourcel} I O|A AKQSHK| 22 external hostnameE 7127 |= MEfQL|CE MI3Xt7F O

resource namesS LCA| S &~ QICHH subdomain takeover LIS 2 O|0{&! &~ QSLILCE

AR 2 A:

traffic H#
- DNS record H|# target Fgt

- cache-access &¢I
- cloud resource H7|

- inventory:certificate Hz|

5.7 DNS evidence &

Evidence HIE A| 7|28 ¢

Ownership Registrar-registrant-owner-expiry
Delegation Parent NS-authoritative NS

Record Name-type-TTL-target

Resolver Resolver-time-answer-observed TTL
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Evidence HICA| 7|28 2}
Cutover T-72h-TO-T+5m S timeline

Rollback Previous target-TTL-verify route

6. Certificate-TLS-HTTPSS| £ 7|

6.1 Certificate7} 325}= 2

TLS certificate= serverZ} i hostname?| private keyZE 71X|11 R0, trusted chainO| 1 identity binding®i|
MYRCH= 2712 M| ZELICL CI2 S XIS ZSWSHK|= L&LC

o oo — Loed

Application code7} Qtx&t

« Domain account?} &I E|X| 42
« OriginO| private®!

« User authorizationO| 2HIZ

o Database #3t0| Z[A 2

o LCI2 renewalO] A 2&t
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6.2 Certificate lifecycle

HTTPS QISME WL BAUNK|IL SHFEI|LIC

Hostname-SAN-chain-7|Zt-issuerE &HQ15}t 11 validation record-renewal owner-2tZ alertE {X|gfL|Ct.

o1 02 03 04 05
REQUEST VALIDATE ISSUE SERVE RENEW

hostname-SAN ’ DNS/HTTP ’ chain-issuer ’ TLS handshake ’ x}S-alert

§
=
[Y)
=4
=]
3
o
(a)
=}
(=%
ifn
-]
40
8
_I:l_
mjo
_>'|_
ofn
o
r=
o
124
=
Mok
4>
30
o>
L
iul

IS ASME XIS 22 OFLLICt 30-14-7 Z K2} renewal failure runbookg FH|EHLICY.

121 8. SixY certificate AX|2 BLIX| %&LICE Validation record-AHS Z4AI-8tZ alert-failure runbookO| CHS F=719]
availabilityE Z&gHL|Ch
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D T = e el e Gd B 1 | T

Hostname:-SAN-chain-7|Zt-issuerS 2215111 validation record-rene

01 02 03
REQUEST VALIDATE ISSUE
hostname-SAN _> DNS/HTTP _> chain-issuel

A

Validation recordE X|M L}
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=T S T T |

T
swal owner-2t& alertE€ S X|gtL|C}.

04 05
SERVE RENEW

r ’ TLS handshake ’ X}=-alert
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Request

o Exact hostnamel} SAN 22
e Wildcard ZoXM
o Managed certificate &= BYO

o Owner2} endpoint inventory
Validate

o DNS-01-HTTP-01-provider-specific validation
 Validation record?| owner2} TTL

o XIS Al 0z = Q5HK| Bt

— e

Issue-serve

o Hostname match
e Complete chain
o Trusted issuer

« Validity period

e Private key E&
Renew

o Auto-renew enabled

« Validation path £X|

e Renewal dry run-status
o 30-14-7¢ alert

o Failure runbook

6.3 Hostname-SAN-chain-time U] ZA}

ZAL Expected N ES

Hostname 2A host7} SANZ} match Name mismatch

Chain Intermediate Z &t trusted root 912 Unknown issuer
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AAM Expected

Time Not before < now < not after

Endpoint EdgeZt Ml certificate serve

Not yet valid-expired

Old certificate X|&

Certificate manager &t 1t A H| public handshakeE = Ct &QISHL|CtH Manager?} “issued’0{E edge bindingO| O|™

certificateZ served &= QU&L|C}

6.4 ACME

ACMEE certificate 255 validation-renewal X}5s}lE /St protocolQIL|CL X=Sst= B2 ZHAS Z0|X|2F C}

SLOHX| 25 LTt

« Domain owner®} account recovery

Challenge record-route?| availability

Private key-account key ES

Renewal failure monitoring

EndpointZ} M certificateZ servest=X| A4S

6.5 TLS version2} HTTPS

RFC 84462 TLS 1.32 Ho|gtL|Ct. AR policy= client S&tut =
configuration2 A5t & @2HEl protocol H|&HA5}61H= i
selection2} configuration?| 11

RO 2 F[ JES THA| =RIRfLIC

=
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Olo
2

o
fjo

7|1Z=E 1243} TLS 1.22+ 1.32] otx st
ZESILICE NIST SP 800-52 Rev. 2= TLS

E2MX[2E NISTE= 2026. 5. 7. planning note0| M 3l{Et publicationO| review =0|2t11
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6.6 HTTPS edge?} private origin

HTTPS edge £|9| origink Q1=5t1 &ZiL|C}

2eteX—edgeZt HTTPSO{= origin0| 37H=| 7Lt forwarded headerE BZxZ UOH edgeE 23|& 4 UELICE
CLIENT EDGE ORIGIN
HTTPS request public policy private service
TLS 1.2+ certificate edge identity

trusted hostname ’ host routing ’ allowlisted host

no mixed content HTTP handling trusted forwards

security headers

origin & F4£ public clientOf|A] E2H51X] 22

HSTSE= EE hostnameO| HTTPSE Z=H|El §| 2 max-agefE| tHAIZo 2 Ma2shC}.

121 9. Client~edgel| HTTPSZIO 2 S26}X| &&L|CH Origin direct accessE Bl edge identity-Host allowlist-trusted
forwarded header2 edge—origine 2 gtL|Ct
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W
B2t X —edgeZt HTTPSO{ L origin0| &7l=|7{L} forwarded heade

CLIENT
HTTPS request

EDGE
public policy

TLS 1.2+ certificate

trusted hostname ’ ‘ host routing

no mixed content HTTP handling

security headers
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r& X4 1o edgeE 25|84~ QSLICT
ORIGIN

private service

edge identity

’ allowlisted host

trusted forwards

. clientOf|A] =EH51X] o2
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Origin bypass?| ¥2|™ ZZX}= WAF rate limit-host routingS ZIHE £ JUSLICL CH2S & M FHL|Ct

Origin private network EE= firewall source X|&t

o Edge-to-origin identity-mTLS-signed request

o Exact Host allowlist

o Trusted proxy sourceO| M2t forwarded header A=
o Admin-debug route O|&

« Alternate provider URL 27} 018 ZAHN

6.7 HTTP X{2|

Web pagel| HTTP @& HTTPSE redirects} 4= &EL|Ct API2F unsafe methode= client S%t-body XX < -method

HZES 112{5 WA|ROR redirect EE= reject§LICE “BE 301" 242 5 & ML SEGHK| USLICE

6.8 Mixed content
HTTPS page 2t9| HTTP script-image-font-API'= protectionS 2F&}5t 10 browserZ} XHEtsh 4= QISLICE
AL CHA:

HTML resource URL

o (CSS font-image URL

o JavaScript API endpoint
o WebSocket scheme

o Redirect chain

e Download URL
6.9 HSTS= M H3|

HSTSZ Ht2 browser= max-age ¢ HTTPZ HTTPSE HFELICE includeSubDomains = 2E 319 hostol| a2
&ELICL preload & browser AAH SE1 71 £H{F7| 20| Hr S210| ZEL|CH

2E hostname HTTPS =H|

- 2 max-age

AA| navigation-asset-API ztE
includeSubDomains Y& ZHE
712t oy

preload #H:= &Y
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6.10 Security response headers

Header

Strict-Transport-Security
Content-Security-Policy
X-Content-Type-Options
Referrer-Policy

Set-Cookie Secure

Header= application context0fl 25| A

SH7t ot = USLICE

HTTPS-only 7|2}

Resource source H|st

MIME sniffing 24|

Referrer M |5t

HTTPSO| A2t cookie HZ&

nosniff

SRR

HL

HttpOnly-SameSite= ¥

SEfLIL}. Copy-pastedt 2t policy7t X 7|15S MEE|ALE, HF =3 Ot

7. Identity-Config-Secret2 Releasel]| S7|

Y identity2} &8l identityS Ea|5t1 XA wiL|c}

At2te| Z7| admin key CHAl exact target0ll 9! deployer@} runtime H& workload identityS AF2EHL|C}

DEPLOYER
short-lived identity

exact account

exact region

no admin .

POLICY GATE

release digest
config version
secret reference

target environment

RUNTIME
workload identity
secret value O

DB least privilege

audit metadata

Secret 2122 manifest-log-tracedf| ‘2X| 2t versioned referencedt exact release®}t ZgtgiL|Ct.

J2110. B identity2} runtime identityS £2|8L|Ct Long-lived admin key CHAl exact targetOl] 59! short-lived deployerE

M, runtime0i|= secret 2120| OtL|2} referenceE FEetLICH.

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

M11-02 - 42/ 82



- METTesTwTT T eTeE g T Iem & f e rweresogiEes == 1
A2te| 7| admin key CHAI exact target0f] S9! deployer®} runtime

DEPLOYER
short-lived identity POLIC)
exact account
release
exact region ]
no admin
secret re
target en\

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-02 - 43 /82



B Bl -1 ' BENN | BN — — | I

2 X & workload identityS At&¢tL|LC}.

( GATE

» digest

version —> ‘

»ference

/ironment
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RUNTIME
workload identity
secret value O

DB least privilege

audit metadata
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7.1 M| identity

Identity

Human reviewer HH HE-59l Read-approve Runtime credential 2%
Deployment identity Exact release M Exact account-region-resource Global admin

Workload identity Runtime?| DB-API &2 ZI 25t operation Deploy-IAM admin

7.2 Short-lived federation

(@)
N
o
(@]

[y

Q.
=)
12l
ry
ok

repository0l| long-lived access keyE XZ&HSHK| 9411, &9l issuer-audience-claim2 &8l e

token2 2 wstst= BHAS @M HESH|CL
AAL:

e Trusted issuer

o Exact audience

o Repository-branch-workflow claim
e Environment claim

o Short expiry

o Exact role

e Audit event

7.3 Secret reference

Release bundled|| 22 #:

secret name

secret version or alias policy

expected environment

consumer identity

rotation owner
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secret value

private key

access token
database password
validation token

7.4 Exact target binding

Approval2 “Bf=Z3H= E"0| OfL|2} CHS tupledi| Z&tEL|CH.

artifact digest
config version
secret references
IaC revision
migration digest

target account-project-region-resource

traffic plan

rollback target

StLi2te HHY '™ approval2 MZAEgHL|CE

8. Managed Database®} Migration

8.1 Managed?<] 2|O]
Provider?} backup-patch-replication LE2E H|Z& 4= Q0| application team Ct=2E ZAFStL|Ct

e Public EE= private connectivity
o Workload identity-database role
e TLS requirement

e Schema design-migration order
o Connection limit-timeout

o Data residency-retention

e Backup-restore SE2t A4S
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8.2 Private data path

Public runtimeO| BtEA| public databaseE 15t= 42 OFLIL|Ct EdgeRt public® 2 F11 runtime} database=

private network-private endpoint-service policy2 1Z&HL|C}

Expected:

public_database = false

workload_identity_scoped = true

tls_required = true

production_role_only = true

8.3 Migration2 releasel}l S&tA|7|7]

€D
Managed database H1Z T application2} S&tk|A| LIsL|CH

Cloud?} databaseZ Zt2|sH= schema S2&t-lock-&18 A|ZHdata 271 QU2 service teamOf| HF&L|CE

PLAN EXPAND DEPLOY OBSERVE CONTRACT
impact-backup £t field old+new query-health = 50l

}0II

Tt HE2 2ol vzt 22

0| release?t M release7} gh| 2tE5H= F1ZHE BHE D 2F thA0]] stop =711t 7 evidenceE SLICL

T2l 11. Managed database= application compatibilityE Xts il Z25HK| &&L|Ct Expand®t contractE LH+=10 0T - Af
release?} @i S&f5h= F17HS EHSLILC
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_“WW

Cloud?7} databaseES

22|38 schema &2Hlock-A3 A|ZH-da

PLAN

impact-backup

ta 54

EXPAND

- 53t field —>
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B B~ BN | B B —

. xiol
=

Y

27 Ui 22t 22|

2 service teamOf| EF&L|LCH.

OBSERVE

query-health
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Plan 45k lock-duration-backup-owner

Expand <&t field-table-index &7}

Deploy M codeZ canary2 &

Observe Data-performance-compatibility 2l
Contract Qef =l field H|A

8.4 Tz

o

CE2 371 traffic Metat 22 §t 9| stepo 2 &

« Column-table AtX|

o Type F&

o Large backfill

e Long lock

« lrreversible transform

o Old release?t g2 + Qi HE

8.5 Backup2 M11-032 & w7|g| HIZto

0|1 manuald|A|= Z|A handoffS 7|2¢gL|Ct.

e Backup owner

e Backup schedule

» Restore evidence location

o RPO-RTO =9t

o Migration O|™ restore point

« Incident contact

212 |og-monitoring-backup-incident &7|= M11-030{| A &t
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Dry run

Old-new 2 & S=&t
Error-latency-query
Stop = 0|55

3l

=

He

ol

o83

X
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9. Exact Release?} IaC

9.1 Build once-promote

M11-010|M 2t= S digest 22 /%2 public deployment0i| M &8tL|C}.

source revision
- build once

- artifact digest
- test evidence

- exact release approval

production target

ProductionO|M Z2 sourceE CIA| buildst® dependency-builder-time XI0|2 Ct2 bytes?t LIS 4= RSLICE

Subject digest = deploy digest

« Signer-builder = £9Ql identity

o Source repository = canonical source
« Source revision = &¢l revision

« Build parameters = 291 2}

« Signature valid

9.3 laC plan

Apply ® plan0Of| A £35] FLIC}.

Operation 198 2

Create Public surface-cost-quotaZ} £0{LH=7.

Update Ingress-IAM-DNS-certificateZ| H} =7}
Replace Downtime-data-IP-hostname Q&f2 22017}
Delete Domain-rollback-backupOfl 23t resource@!7}.
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9.4 Desired state®} actual state

Cloud consoleOf|A 23| HFE 22 actualdl|Zt @11 source desired stateOf|= Q12 4 Ql&L|CE 0| out-of-band

change= Ct2 HHZO| M ARER|ALE A1 drift2 &L

oA

desired = actual - evidence 7|2

desired # actual - release block EE= &2l exception

unknown actual - ZAF & block

10. Progressive Release®} Health

[ 0212
Traffic2 health evidenceE HO{ CtA| Moz SEIL|C}

Cloud HiX 32 process7t EHCH= 52 # AF| public pathe| H&F SES B&SHX| &LICH

Default URL-canary-public hostname2 X}2| 2 &t2l5} 11 error-latency-dependency &0 stop =

12112, Provider?| deployment success 5| default URL-canary-public hostname=& x| 2
L|Ct.

2 ZtA

stop condition= 45

health Ailf A trafficZ 0| digestE ZA| 271
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o1 02 03 04

DEFAULT URL CANARY 5% TRAFFIC 25% TRAFFIC 100%
smoke health observe verify

stop =71 stop =7 stop =7 stop =

Ag St

SHOIBtL|Ch. 2t A= 2HE AlZtat

[y =]

A il
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W
Cloud Hi{Z MZ2 process/| HCt= 52 & AX| public pathe| 4

01
DEFAULT URL

smoke

stop =
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02
CANARY 5%

health

stop =

health

Alil| A] trafficS
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03 04
TRAFFIC 25% TRAFFIC 100%
observe verify

> stop = . stop =

0| digestE SA| 231
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10.1 CpAd CHA|

Traffic
Resource apply 0% laC-runtime-identity Stop
Default URL smoke 0% Startup-readiness-core route Stop
Canary 1~5% Public path-error-latency Rollback canary
Expand 25~50% Business-dependency-capacity Pause-rollback
Full 100% All Gate-monitoring handoff Continue observe

10.2 Health signal2 release IDZE L}=LC}
HA| service WOt HM canaryQ| 22 AMilj7} &&L|C} Metric-log-traced]| £A C}2 labelS 2QILILC}
o Service
o Environment
e Region
o Release ID
o Artifact digest EE= short ID
e Route

e QOutcome

10.3 Stop condition 0|

Condition

Startup SILIEHE X|& Al ZA| Stop
Readiness Healthy capacity & 2~582 Pause

HTTP 5xx Baseline =1} 52 Rollback
Latency SLO threshold =1} 5~102 Pause-rollback
Data error Integrity violation SiLtetE Stop-isolate
Certificate Hostname-chain failure SHfEHE Traffic Stk
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Condition Window Action

DNS Unexpected target StLtEtE Cutover =Ett

Threshold= AH| baselinezt SLOOH| St FELICE | AlZH2 7HE O A|O[X| 2= MH|A2| 2 7|Z0| OFElLICt.

10.4 Deployment success®} release success

Deployment success = resource change accepted + process ready

Release success = public user path healthy + business correctness + recoverability

L eventE HEZ J|2¢EHLLCE

11. DNS-Traffic-Release Rollback

€D
Rollback2 DNS-traffic-release M| &2 & 22&H|C}

CodeBt O|H version@ 2 HHFYL DNS7t A edgeE 712|7|7{L} incompatible schemaZt 2™ S717F ELIX| &L CE

CURRENT STATE KNOWN-GOOD STATE
DNS — edge-B DNS — edge-A
Traffic — release-B ROLLBACK Traffic — release-A
Digest — sha256:B Digest — sha256:A
Health — FAIL Health — VERIFIED

Hgt ™ previous target-digest-config-schema £&H-TTLE 7|E35l1 27 & public hostname2.Z CIA| ZASEhL|LCt.

2113, Rollback2 code StLtZ} OFEIL|CE DNS target-edge traffic-artifact-config:schema compatibilityZ known-good
state2 1 SgfLICH
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m
Codelt O] version@ 2 HIR X DNS7t M edgeZE 7t2|Z|7{L} incon

CURRENT STATE

DNS — edge-B

Traffic — release-B Ic

Digest — sha256:B

Health — FAIL
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I — g e =
\patible schemaZ} oM 217} BLIX| &4&L|CH

KNOWN-GOOD STATE

DNS — edge-A

OLLBACK

Traffic — release-A

Digest — sha256:A

Health — VERIFIED
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11.1 Known-good state

H =z Fofl 7| ZgfLct

= Previous Candidate

DNS target

Edge config

Traffic rule

Artifact digest
Config version

Secret reference
Schema compatibility

Public health Verified Pending

11.2 Rollback = of
1. Traffic ECHE HELICE.
2. CandidateZ 7}= edge weightS 092 StEL|CE
3. Previous release?| healthy capacityS &QIgtL|C}t.
4. ZQ3IMH DNSE previous target@ 2 E|S&IL|C}
5. Resolver answerZ ZHEF§HL|CH,
6. Previous digest-config-schema compatibilityE &HQIgHL|C}.

7. Public hostname2 £ smoke®2} business pathE XZASEL|C}

8. Desired state-incident-evidenceZS ZHAITIL|CE

Argtof| w2t 2= M7t ZetE 4 Ao O 2 M| runbook architectured]| SEA| AFE ASEHLICE

11.3 DNS rollback?| X|¢1

DNSE E|E3{ = Y resolverE TTL S¢t candidateE H|% 7t2|2 4= /LELICE J2HA edge-level traffic switch7}
DNSHCL} W= 1X} rollback 4=Et0| & £~ QI&L|CE J2{L} edge REA|7F 2R UL target ownershipO| /|2 DNS
rollbackO| = &L |C}.
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11.4 Roll forward

Schemalt} state 20| previous release2 =0}7t7| {ECIHH

E£EX o= ofX| 1 L3S WLt

Restore Of|&F A|Zt

o Data &4 7tsd
e Previous compatibility

=

ok
0z

o Fix

Traffic XI&t 7tsM

e Owner 9l

Al domain S0f

DNS record B4

o Certificate &5

o External network &
e Cloud account ®Z

Production resource ® 2

e Live deployment-traffic-migration

AlH| H|2-side effect

o A IHQIFE secret At
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12.2 0IA3E 5P

YEONCORE - M11-02 SYNTHETIC LAB

= I 4 A T8 - & domain-DNS- 915 Af-cloud-network-live B Z 0
S HiE Hy ARCR

01354y — O2coudruntime - 03 domain'DNS — 04 certificate'HTTPS — 05 release-cutover — 06 Gate

n 127 27 vj= 5| ﬂ 247 84 ALE|2 m Cloudruntime  DomainDNS  HTTPSedse | Relesse cutover ﬂ Alsy.mr

public-cloud-controls-1.8.8 - public- LR
cloud-scenarios-1.8.0 D oy ] 2 = qAR
s 37 =8 ~
CTRL-0T  HiE Helel 3 & &g SC-01 Cloud HH-runtime Cloud 24 28 deployment-manifest cloud-plan PASS
Service §%-public surface-provider #2712 #2 28 M2-cloud DNS TLS origin-exact
owner-region-datad| & ¥ eiX DHHCE 5C-02 Cloud A runtime Cloud 4 28 deployment-target cloud-control-plane PASS release-migrationhealth-rollbacke] 84 HoHE BF 8%
CTRL-02  Production 5C-03 Cloud HH-runtime Edge-origin £ runtime-ingress public-internet Pass
account-region-inventory 2470 ALi2|2 ald
'8 production account-project region resource sC-04 Claud A runtime Cloud 74 28 runtime-contract managed-runtime ot
label-quota-budget-inventory® desired state® #2|
aick J|EM FR Hl@
5C-05 Cloud AR-runtime Cloud 74 28 resource-pian billing-quota Pass
CTAL-03  Runtime ingress®} health 67 &7 Alet
L2# public port® routed! edaed] B 5C-06 Cloud AP2-runtime Cloud 14 28 runtime-identity managed-database pass

admin-debug-origin &M H2& oo

startup-readiness-health® HE 8} public_release_ready

SC-07 Domain'DNS DNS A2 2F registrar-account domain-registration PASS
CTRLO4  Domain A& H3} delegation sc00 P ons 42 o8 porent-sone athoritiverzone s et
Registrar 2R MFA-lock-authoritative name server 24’24 100%
delegation-zone owner & ZZ$
sC-09 Domain-DNS DNS 32 28 dns-change-plan autharitative-zone PASS
= EE
CTRL-05  DNS record-TTL target
"8 sc10 Domain-ONS DNS 32 28 current-zane public-resolver PSS 12/12 4/4
A AAAA CNAME alias & provider 27 record}
target B8 TTL-cutover rollback® versioned plan2
2 Yagict scn Demain-DNS DNS #z 28 cutover-plan public-resolver PASS
EH 5 CTRL- AlURl2 = B
CTRL-06 o 244l sca2 Damain DNS Edge-origin 93 resolved-record ublic-edge
elEA xhEsiet el e arigin 3| o 5 PASS RO dcase ol e
Demain validation SAN-chain issuer-7|ZF-validation
record AHE 4122 alert Rl#ict SC13 HTTPS edge LFA-TLS A certificate-chain browser-handshake PASS cTRL02 Scase 0 fa LINK
TRL-03 case - 0 fal ™
CTRL-07  TLS-HTTPS-HSTS sc14 HTTPS edge QIBATLS ATf damain-validation certificate-manager PASS (a5 A0 i
Al protocol cipher policy HTTP 42 mixed — = &
G i )
content-security header® YE8T HSTSE 4 S35 — T . — 04 dcase- O fa u
HTTPS ZH| 5 E124 - edge g y client-request ttps-edge o
CIRLOS 6 aase: O fal LNk
L SC-16 HTTPS edge IBA-TLS AT certificate-inventory operations-handoff
CTRL-08  Edge-origin ZH e CTRLOG  3case- Ol Link
Host allowlist edge routing-origin
authentication-private path-forwarded header trust@ sc7 HTTPS edge RUFA-TLS AT security-header-plan brawser-policy PASS CTRL-07 3 s Ofall LINK

public edge 2B AFCIBiCt

12014, Candidates= 24/24-Critical 100%-control 12/12-lane 4/4E E3}8tL|Ct. SC-132 MEHSH certificate expected®} actual

evidenceZ &M H|w&h £ QI&LICEH

—h

2.3 518 9| M| panel

2|22 . 12 control
= o
o

al
[=)

MOl runtime-domain-DNS-certificate- TLS-origin-identity-artifact-cutover-driftZ scenariod|| Q1 ZgtL|C}.

724 - 24 scenario

Lane-risk-source-sink-resultES H| W35} ot S MEHSH expected®} actualE SL|CL.

QEZ - N-TY

Variant-pass count-Critical-control-lane-traceability-run logE& &L|C}.
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12.4 BHI! 5}

ﬂ As-Ery

EELE

Managed edge-0|HE & w

Managed runtime-DNS-certificate® AHE#X|8F admin ingress record
conflict-renewal-origin-exact release-health evidence?t E21H

2474 M| dd

JjE2Mat 2H H|@

67H &1 At

blocked domain_release_drift

ALt g Critical
16/24 50%
EH @y
12/12 4/4

=5 5

CTRL —~ A2z = &4
CTRL-01 4 case - 1fa LINK
CTRL-02 5 case - O fa LINK
CTRL-03 4 case - 3 fail LINK
CTRL-04 4 case - 2 fail LINK
CTRL-05 & case - 1fa LIk
CTRL-06 3 case - 2 fail LINK

12115, Managed edgeE A3l = admin ingress-DNS conflict-certificate renewal-origin-exact release-health evidence7}
©M “blocked_domain_release_drift” /L|C}.

12.5 X}= evidence

M

Contract-engine-server-frontend 333 tests PASS
Public deployment audit 57/57 PASS
Regression contract 6/6 PASS
Baseline 6/24-18 fail
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A 2

Partial 16/24-8 fail
Candidate 24/24-0 fail
Comparison fixed 18-regressed O

12.6 AlsH

XMEr =M= 90 HEME WHELICE

cd gibalja-public-cloud-deployment-practice/app

python3 app.py ——host 127.0.0.1 ——port 4295

Browser:

http://127.0.0.1:4295

LoopbackZ} Ol host= serverZt A& EHL|CY.

13. 9= 2l 3= Control

Control Owner 0f|

CTRL-01 Hi:E Heet 2= =l Public surface-provider-11Z24-H|& ziel0| DX SH=7} Service owner
CTRL- Production Exact target-quota-budget-resource7} 2t=7}. Cloud owner
02 account-region-inventory

CTRL- Runtime ingress2} health ZI 25t port2t P2| 1 startup-readiness?t £E1t5t=7t. Runtime owner
03

CTRL- Domain 28# 1}t delegation Registrar ownership-MFA-lock-NS7} 2t=7} Domain owner
04
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file:///Users/yongchanchoi/Documents/%EA%B8%B0%EB%B0%9C%EC%9E%90%20%EC%8B%A4%EC%A0%84%20IT%20&%20AI%20%EC%84%9C%EB%B9%84%EC%8A%A4%20%EA%B0%9C%EB%B0%9C%20%EB%A1%9C%EB%93%9C%EB%A7%B5/02_Labs/G11_Deployment_Operations/L11-02_deploy-domain-https-cloud.md

Control

Owner 0f|

CTRL- DNS record-TTL-target

05

CTRL- QIBM KtEstet Al

06

CTRL- TLS-HTTPS-HSTS

07

CTRL- Edge-origin 47|

08

CTRL- Config-secret-workload identity
09

CTRL-10 Artifact-provenance-migration

CTRL-1 Progressive cutovere} rollback

CTRL-12 Drift-evidence-Public Gate

13.1 Control2} checklist2| x}0|

Checklist &=0| M|AEHE AK| enforcement2} scenario evidenceZt 8125 controlO| OFlL|CE.

Control statement
- implementation

- scenario

- expected oracle

- actual evidence
- defect-retest
- release decision

13.2 Orphan O

o Orphan control: 1% -scenario-evidenceZ}

o Orphan scenario: O{tH 2|&-control&

= L} 00[0{OF gfLCt.

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

Type-conflict-TTL-approved target-rollbackO| St=7}.

| -

SAN-chain-validation-renewal-alert7} =7}

TLS 1.2+-HTTP-mixed content-header policyZ}

=7k

Origin direct access®} forwarded header 2|7}

A2AE=7L

Production reference®} |4 #35t0| release0|

FR=7L

Exact digest?} compatible migrationZt £25H=7}.

Health® H1 traffic® 22|10 O|F MEjZ 23
7+s$tt.

Desired=actual0| 1 Zt0{ 9|&0| &QI5H=T}.

e SH

HATT

Sot=X| ZEE At

DNS owner

Certificate owner

Edge security

owner

Network owner

Config owner

Release

engineering

Release owner

Operations owner
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14. 247} 8t Scenario

14.1 Lane 1 - Cloud account:-runtime

Scenario

SC-01 2= zMol- Il Hel-owner

SC-02 IR E| 3ccount-project-region A&
SC-03 Admin-debug-origin =& S7H RH:t
SC-04 Port-startup-readiness

SC-05 Resource label-quota-budget
SC-06 Managed DB private path-Z|A 2t

14.2 Lane 2 - Domain-DNS

Scenario

SC-07 Domain ownership-MFA-lock
SC-08 Authoritative NS delegation
SC-09 Apex-subdomain record type
SC-10 Conflict-dangling-old record Xt&t
SC-11 TTL-resolver-rollback ZH|

SC-12 Public hostname—approved edge

14.3 Lane 3 - HTTPS-edge

Scenario

SC-13 Certificate hostname-SAN-chain-7|Zt

SC-14 Validation record-auto-renew

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

Expected code

DEPLOYMENT_SCOPE_IDENTIFIED

CLOUD_TARGET_MISMATCH_BLOCKED

UNSAFE_INGRESS_BLOCKED

RUNTIME_HEALTH_READY

COST_GUARD_CONFIGURED

PRIVATE_DATA_PATH_VERIFIED

Expected code

DOMAIN_OWNERSHIP_VERIFIED

DNS_DELEGATION_VERIFIED

DNS_RECORD_TYPE_VALID

DNS_CONFLICT_BLOCKED

DNS_CUTOVER_PREPARED

PUBLIC_ROUTE_VERIFIED

Expected code

CERTIFICATE_VALID

CERTIFICATE_RENEWAL_READY

Critical

No

Yes

Yes

No

No

Yes

Critical

No

Yes

No

Yes

No

Yes

Critical

Yes

Yes
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Scenario Expected code Critical

SC-15 TLS 1.2+-HTTPS-mixed content HTTPS_POLICY_VERIFIED No
SC-16 Expiry alert-renew failure runbook CERTIFICATE_EXPIRY_MONITORED Yes
Sc-17 HSTS A & HSTS_STAGED_SAFELY No
SC-18 Edge—origin private-authenticated ORIGIN_BYPASS_BLOCKED Yes

14.4 Lane 4 - Release-cutover

Scenario Expected code Critical

SC-19 Exact digest-config-secret ref-provenance EXACT_PUBLIC_RELEASE_VERIFIED Yes
SC-20 Compatible managed DB migration CLOUD_MIGRATION_COMPATIBLE No
SC-21 Deployer least privilege-exact target DEPLOYER_SCOPE_VERIFIED Yes
SC-22 Default URL—canary—public health PROGRESSIVE_RELEASE_HEALTHY Yes
SC-23 DNS:-traffic-release rollback PUBLIC_RELEASE_ROLLED_BACK Yes
SC-24 247l A etz 2IE Gate PUBLIC_RELEASE_READY Yes

14.5 Expected®} Actual

Example SC-14:

Expected
validation_record_present: true
auto_renew_enabled: true

renewal_dry_run_passed: true

Defect actual

validation_record_present: false

auto_renew_enabled: true
renewal_dry_run_passed: false

Switch SHLIEE true 2t control2 E3HA|F|X| 2&LICE Lifecycled 25t CH2 evidencet 74| H|mEHL|C}.
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14.6 M| version2]| st

o>

ojo|

6/24 - FARE 3|
Domain2} runtime 0|22 {IX|2t account-delegation-record-certificate-origin-release-rollback evidence7}
407 USLICE.

16/24 - Managed edge-0|Z4& 52
Managed runtime-DNS-certificate 7| s& Q! X|2t unsafe ingress-record conflict-renewal-origin-exact
release-health7} St&SL|CE.

24/24 - S 3 &

B E evidenceZ} 8t expected?} 211 Critical-control-lane-Qt™ ZAA|7} Ep&tL|Ct.

15. Public Release Gate

M11-02 - 14

01
CLOUD

6/6

st

(4

a2 16. Ul lane 674447t ot A2 25
W H42 SIAHR| oALICH

02
DOMAIN-DNS

6/6

>

desired = actual - residual risk 29!

9| origin 'tZ-DNS S&

03
HTTPS-EDGE

6/6

Public Release Gate:= L] Qiciz} otx AAE 1

FR|-Critical-control-lane coverage 100%2t domain-HTTPS evidence-Zt0] & &

.>

-4 Mijl-mutable releaseT HF M4

£ 2780}

2lo] & 2ol

04
RELEASE

6/6

05
BOUNDARY

real-live O

v

PUBLIC_RELEASE_READY

2 3| M5HK| QAL

EtsfoF §HLICE Origin '==-DNS conflict-renewal &IH-mutable release 8t 71
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HA|-Critical-control-lane coverage 100%2} domain-HTTPS eviden

01 02 03
CLOUD DOMAIN-DNS HTTPS-ED

6/6 Pl 66 P ©/6

desired = actual - residual risk &9l
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04 05
GE RELEASE BOUNDARY
P ©/6 P reallive 0
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v

PUBLIC_RELEASE_READY
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15.1 Gate 7|=

Threshold
Scenario pass rate 100%
Critical pass rate 100%
Lane coverage 4/4
Control coverage 12/12
Orphan control 0
Orphan scenario 0
Duplicate scenario ID 0
Real data-secret 0
External network-cloud account 0
Domain purchase-DNS change-certificate issuance 0
Production access-live deployment-side effect 0

15.2 Decision

Decision

blocked_public_exposure Public ingress:DNS-certificate-data & U3t =&t 42 20| S
blocked_domain_release_drift Managed 7|52 2Lt domain lifecycle-origin-exact release-health drift7t &3
public_release_ready B Hele| BE GateZt Sl MM HiZ AE SHI} &

15.3 AlA| U= ™ =7} Gate
EHd PASS o= A =EoME TS S F7HELIC

e Current provider-region-plan validation
o Organization IAM-approval

o Real domain ownership-registrar recovery
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o Real DNS change window

o Real certificate endpoint test

e Security-privacy-legal review

o Capacity-load-cost test

o Backup-restore evidence

e Monitoring-on-call-incident readiness

o Change management-stakeholder communication

—h

6. M| ZENE XE

MH>
x

Phase O - Scope
MEE:
e One-sentence public objective
« Service owner-domain owner-cloud owner-release owner
o Public hostname-surface
e Region-data-cost-availability 23

e Provider shared responsibility record

Gate:

Unknown owner = BLOCK

Unknown account-region

Unknown public surface

Phase 1 - Runtime HX| ZH|
Custom domain=2LC} provider default URL EE= internal pathOj|A CI2 2 &tolsh|Ct.

Exact artifact digest

Startup-readiness
o Config version-secret reference

Workload identity

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP
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« Managed database private path

¢ Admin-debug disabled

Phase 2 - Domain2} DNS inventory

o Registrar ownership-MFA-lock-expiry
« Parent NS-authoritative zone

o Current record-conflict-dangling

e Target record-TTL

« Validation record

e Previous target-rollback

Phase 3 - Certificate2} edge

e SAN-chain-validity

» Validation-auto-renew

e HTTPS policy

o Host routing

o Origin private-authenticated
o Header baseline

o Expiry monitoring

Phase 4 - Pre-cutover

e TTL lowered early

o Default URL smoke

e Canary rule prepared
o Exact release approval
 laC plan reviewed

o Migration compatibility
e Known-good state

« Stop-rollback owner
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Phase 5 - Cutover

apply exact release
default URL smoke
certificate handshake
authoritative DNS change
resolver evidence
canary traffic
public path health

traffic expand

Phase 6 - Post-cutover

e Public hostname from multiple networks

Error-latency-business correctness
o Certificate serve-expiry

e DNS answer-TTL

e Runtime capacity-database

o Cost-quota

o Desired=actual drift

e Monitoring-M11-03 handoff

Phase 7 - Cleanup
Old targetZ} record2 ZA| X|RX| O&L|CE

1. Rollback window £& &9l

2. Resolver cache®} traffic 0 &2l

3. Certificate binding-alternate hostname &2l
4. DNS record 9tF H|7

5. Cloud resource H|7| &¢I

6. Inventory-laC-cost M|
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17. 2N siZ x|

DomainO| 2|X| &%=

U AZXITE old site

Certificate name mismatch

Certificate 2 2t=

HTTPS page asset 7%l

Edge= A, origin 403

Direct origin A2 7t5

Deploy success, 502

Wrong database

Migration Z rollback AIf

CanaryRt 2=

Traffic Mgt & x|

HIE 2

0l

DNS rollback =2!

HSTS & subdomain €7}

Provider default URL =&

laC Lt HHZ It 1=

Secret7} log0ll ¢!

Deployment admin key =&

Public path2t Amj

Delegation-DNS

DNS cache

SAN-edge binding

Renewal lifecycle

Mixed content-CSP

Origin auth-Host

Network policy

Port-readiness

Environment binding

Compatibility

Release labels

Capacity-cold start

Budget-loop-attack

TTL-edge traffic

HTTPS readiness

Alternate surface

Drift

Logging boundary

Identity

DNS-TLS-edge

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

NS-record-TTL

Resolver® answer

Actual served cert

Validation-owner-alert

Browser network-console

Edge identity-Host allowlist

Public IP-firewall

Listen port-startup log

DB endpoint-role

Expand-contract

Candidate metric

Instance-quota

Cost labels-request

Resolver cache

includeSubDomains

Ingress policy

Console vs source

Sanitization-trace

Revoke-audit-federation

End-to-end check

TTLS TOO|2t &=

Browser warning £A|

Manual |2t gh=

Header H& H|A

Origin public 274

WAFZH &

dlo

Health check H|2Hd35}

Credential 2A}t

2|5t scaling

Resource 2&71 AHY|

H % record ¥4

2| browser &7 otLl

Security by obscurity

Console XM£=H

LogZt AFX|

Key rename

RuntimeRt restart
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17.1 28| sHZ =A

=N el
- public hostname 7|& &7 37|
desired®t actual &%

latest change-release ID ¢1Z

stop condition EH
rollback £&= 23

ze 32 W

desired state? runbook 4l

18.1 DNS-TLS-ACME

e RFC 1034 - Domain Names - Concepts and Facilities

e RFC 8446 - The Transport Layer Security Protocol Version 1.3
e RFC 8555 - Automatic Certificate Management Environment
e NIST SP 800-52 Rev. 2 - Guidelines for TLS Implementations
e Let's Encrypt Documentation

NIST page?| 2026. 5. 7. planning note= SP 800-52 Rev. 27} review =0|2t1 Yr&IL|Ct O] manual2 review dateQ|
(o)

7HE 22 AFRSHH AA| policy= Z|4l publication?t =% 7|&=& SHQISHLICY

18.2 Web security

e« OWASP Transport Layer Security Cheat Sheet
e OWASP HTTP Strict Transport Security Cheat Sheet

o OWASP HTTP Headers Cheat Sheet

18.3 Shared responsibility

e AWS Shared Responsibility Model
e Microsoft Azure Shared Responsibility in the Cloud

e Google Cloud Shared Responsibility and Shared Fate
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https://datatracker.ietf.org/doc/html/rfc1034
https://datatracker.ietf.org/doc/html/rfc8446
https://datatracker.ietf.org/doc/html/rfc8555
https://csrc.nist.gov/pubs/sp/800/52/r2/final
https://letsencrypt.org/docs/
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Headers_Cheat_Sheet.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://docs.cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate

18.4 Provider custom domain examples
o AWS App Runner Custom Domains
e Azure Container Apps Custom Domains and Certificates
e Google Cloud Run Mapping Custom Domains

Provider 7|52 At HHELICE O] EMS2 §% provider 30| OfL|2t

ownership-record-validation-renewal-production suitabilityE &HQI5t= Of| 2 L|LC}.

185 EXE gi=EE
1. 0] 2A|= Ot service region-plan0f| ME&|=7}.

E

k.
E

5. Certificate 222} renewal U2 =310 /=7t

N

2. FeatureZ} GA-preview-X|gt & 210l

rr

Hu
oy

&5t

3. Domain ownership2 £2io

J

4. Apex2t subdomain record 77t CIE

6. Validation recordZ % {X|3l{0f 5H=7t.

7. Origin2 private-authenticated& 4= Q=71

5
ro
S

8. Production #%t architectures= £

50
ro
S

9. Rollback} deletion lifecycle2 2

10. M update date?} deprecation notice= £a1Q17}.

19. M= H|AE 30

QO1. Domainx} DNS2| X}0|= FaiolJ}.

o got
Domain2 0|52 S5 af dde #2[2t 22| 0|1, DNS= 11 0|FS nameserver-record-resolverg S3l
target2 2 siAl5H= 24t system@L|CE Domaing ARl delegationt record?t E2|™ serviced| H1ZAZ|X|

FaLch.
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://learn.microsoft.com/en-us/azure/container-apps/custom-domains-certificates
https://docs.cloud.google.com/run/docs/mapping-custom-domains

QO02. Parent delegation2} authoritative recordE 2j I[}2 &ll5}=7}.

Eui |:|-o|-
Parent NS7| CF= nameserverE 7t2|7|™ L7t &= st zoneO| authoritativestX| &S 4~ QI&LICE Parent

NS-zone NS-AIH| authoritative answer7} Zt2 2| ZH|1S &ksH=X| rQIsOf SH|C}.

QO3. DNS HF0| 2E AIZX}0|A| S A0l HO|x] 3= Ol/= FALIIL

oty chot
Recursive resolverZt O|™ answerE TTL S0t cached}t?| INEQIL|CE ResolverOtCt query A|&0| &2} cache

expiryc CI20 2 2AA A|Zt old2} new targetO| &4 ZHEHE! £ Q& L|CH

QO04. TTLZ cutover Z1Xo0f| Lt

EE.' |:|-o|-
K[|t AbHof| S23] 25 L3

o[0] O|™ &2 TTLE cache?t resolver= 1 TTLO| 2 W{77HX| old answerE
7|Z cacheZ} M| &S TTLZ ZAIE A|ZHS Fof &HLICH

2H 11—

oy ghot
gk DNS F[0f|AM apexe= NS-SOA S L2 record2t §HH A0 CNAME H|2F0| MZILIC} Provider= apexd|
A-AAAA-alias:ANAME S& 2316t11 subdomain0fl= CNAMES 2718t 4= Qoo 2 ZAl Q12 SholsHL|C}.

QO06. Dangling DNS record?| $|&l2 £aiolv}.

o chot
DNS7} AFH|EHHALE O O A AKQSHA| %42 cloud-external resourceE 7t2|7|™ H|3XI7F 11 target= &HE 5l
hostname traffic2 2t 7tsA0| MZIL|C} Traffic?t recordE M M2|St F| resourceE H|7|&HL|CE.

QO7. Certificate2] SAN2 221 & &tQl5}=71.

= ot
L|C}t. Client7t &3t hostnameO| SANZ} matchal{Of

Certificate”t H& ot E W El DNS hostname-IP SE¢]
server identity Z450| E1tgtL|C}.

M11-02 - 77 / 82
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IIIIIII
jlolI
ro
Qi
°
_o'l_-
rir

QO08. Certificate manager0||A issued7} H0{x public handshake

oIOI— |:|o.|o|7|.

ervestHLt CH2

se
QlgfLCt.

=

=1 I:I-cl>_|-
CIE 4 QI&L|C} Edge?t O|™ certificateE

[= -]
HEL AFERQ} edge binding-AIN| serve AEf= CHE 4 Q&
ASBZ public endpointdf|A hostname-chain-7|7tS &

hostname route0f] 23S 4= o

Q09. Auto-renew= ZI=0|t renewal0| Alzfgt 4 1= 0| N| 7}X|E 222}

=g got

Validation DNS record7} 8=l
S0| JAEL|CE T2 validation evidence-dry run-expiry alert-ownerE &

certificate manager2| domain #&t0| AI2tE! route-challenge path7t HHA =l
A e[t Ct.

Q10. ACMES] 2j&te 2919l

oty chot
Domain control validation, certificate request-issuance-renewal2 At=3lst= protocolL|C} XH=3t6 =

Bole LLch

domain ownership-key E<-failure monitoring

£ SUsH| ot 0|RE 2RI

Q11. HTTPSZ} application ot FHN|E ofL=

0

oty chot
HTTPS= =2 £ encryption-integrity?t endpoint identityS ES8fL|Ct. Authorization-input validation-data
permission-origin exposure-secure coding-renewal A&7IX| ZH3}X| L&L|Ct

Q12. Mixed contentZt 291017},

oty chot
HTTPS page?t HTTP script-image-font-APl S & ESEl resourceE 22{2= AENRL|CL BrowserZf XFEFHSHEALE
ZAX}7} resourceS HAS 4= 0 2= resource®} redirect chaing HTTPSE ZZgtL|Ct

Foielvt.

rir

Q13. HSTSE ®'2 max-agetE| ME35}= 0|Q

oty chot
Browser?} policyE cachestE 2 Z2 M E61H S A| serverOf| A E|E2 L clientdl] 2&LICE 2= hostE =H|std

A AlEist 5 A&k} includeSubDomainsE ZAEs| 7|17t2 S2ILIC
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Q14. Origin bypass= 2oi9l7}.

o thot
Client7} £9! public edgeE 7{X|X| &1 application origin0f| =& &2st=
]

policyE 23|6tE 2 private path-firewall-edge identity-Host allowlist2 2+&L|Ct.

Q15. Forwarded headerZ O} sourceljjAML} 2o of £|= 0| Q= SoiolJ}.

o clot
Client7} X-Forwarded-For-Proto-Host S& /=3l IP-HTTPS-host 7|8t policyE £
sourceOf|A Bt headerTt A 2|5} LI X|= R|74-KHEFAISH|CY,

o
N
a2
o>
s
o
of>
ro
=)
o
x
<

Foielvt.

rlo

Q16. Shared responsibility model2| a4l

2 gt

Provider2t 117HO| service layer M S LH=Ch= SSQILICEH Managed H2(7t 22t =
account-identity-configuration-data-domain-release S 112 QIS service Z4! 22X 2} owner2 ™5l 0F
[2(=(=g

——

Q17. 3 27§ MH|A0| managed runtime0| R2|& = = 0= Fiolit.

oy chot
Server patch-basic scaling-routing Z2 2% 2EF2 =01 applicationZ} release evidenced|| ZE& 2 QSL|CH

CHot E2= network-runtime:compliance 212} provider H|stS &M ZEEIL|CE

2 grot
Organization-account-project-subscription-region-environment-resource ID-artifact digest-config
version-approval IDRIL|Ct 3H AMO|Lt O|F ®SFAL Ci4l immutable IDE H| W &L|CE

Q19. Managed database?} X}EO & HESIX| o= 7 L] 71X|E *e}.
2 erot
Private connectivity, workload least privilege, application schema compatibility, migration &AM}

CHEZXQIL|CE Data residency-backup restore objective-query correctness® &l ZiQIO 2 LS 2 Ql&L|C

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-02 - 79/ 82



Q20. Startup-readiness-liveness?| x}0|= FiolJ}.
Eui |:|-o|-
Startup2 x7|3} 2tF, readiness= M traffic =41 7}5, liveness= g|= E7tsdH restart7t 2 6HX| S whEtsh
Z2 endpoint 5tLIE 2= dependency= ZotH AASHH restart cascadeZt M2 4= JUELILCE
e
Hetah 2t Ch S ]6tH

workload= Als = DB-API

Q21. Deployment identity2} workload identityS ol £2|5t=7}
ESES

oty ghot
resource-release 14 #sto| 2 235}
runtime Z!5{7t deployment admin gt 2 SHCHEIL|CE.
secret valueE 2X| o= 0|Q =

HY Z Xt =
= HRTF AHELICE

Q22. Secret referenceZ release bundle0j| £
manifest-log-approval0i| S5}

ielvt.
HEE
oF ZgtetLICt

Hi cClo}

En H -
O{tH secret versions %l=X|= X5l 0f 5FX| St
Reference-version-consumer identity-owner

L

Y 24

Q23. Exact release& 0| £ =
2 gt
Pinned artifact digest, config version, secret references, 1aC revision, migration digest, exact target, approval

traffic plan2} rollback target@IL|Ct. Mutable tagBt© 2= exact release”} OFElL|CH
oiol 7},

Q24. 1aC plan0Oj|A| replace?} deleteE EW35| EH &= 0]
i = 2= Q171 deletes= rollback-certificate-database-network
L|C}. Of|AMSEXR] 242 destructive operatione apply Z0f| XFSHHL|C}

Replace= downtime:IP-hostname-data lifecycle2 H}Z=

2 ot
resourceE QI 4= Q&
Q25. Expand-contract migration2] 22 goiol7}
2 ot
St AXE MK Ftsta o™ Ztot 5| Qeflel xS HE thA| 2 M3 rolling deploy2}
S42 sasts ZolLIC
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Q26. Canary metric2 release IDZ L} O} 5= 0]

S 29017},
2 ot

Canary traffic H|20| 2™ MH| WA 2F2} latencyZ} S|MEILICE Environment-region-release-route
label2 candidatelt 22|5f aselmeJ.f H| W gL|Ct.

Q27. Deployment success®} release success?| x}0|= FaiQl7}.

=g got

Deployment success= resource®} process’t X&-&=H|El

=| AEHO| 1, release success= AA| public hostname
A2 -2 7|5 dependency-recoverabilityZt 7|&& St AEQIL|C}

Q28. Rollbacke] M| £ 2aiel7}.

e cho}

[= I =

DNS EE= edge target, traffic policy, artifact digest-configuration{L|C}. 0{7|0i| database schemaZ} previous
release@t SEHz|=X| HEEA| EHOIEH|C}.

Q29. Candidate?} 24/240{ & &!H| production £2l0] O}l 0]

oL O
FE Faelvt.

H

cClo}

—

=
344 I Af2let loopback EZEH 37| HEILICE AF)

provider-account-domain-DNS-certificate-traffic-:data-cost-organization approval-incident readiness= &
evidenceZ} 2 QetL|C}

==

Q30. public_release_ready 2| Hsetst ojOj= FalolT}.

=

Jon o opp

H

r-?-

0z

ofgt gy

A H1Q|0f| A 2471 scenario-Critical-12 control-4 lane-Qt& Z7{|-Xt0] & =
HI} Sict= &

\

10| 2F St | B =
HE

0

T QIL|CE Cloud-TLS EQt QI=0|Lt EAtT HZ0| OFEL|Ct.
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Browser URL

Parent delegation

Authoritative DNS record-TTL
Public resolver cache
Certificate-TLS-HTTPS edge
Private authenticated origin
Exact digest runtime

Private least-privilege data

20 H O YE

1. 7t £835=7}: Domain-account-resource-cost-incident ownerZ} =7t
2. o{C|E 7I2|7|=7}: DNS-edge-runtime-dataZt Z2 production target@l7t.

3. o8| B &35}=7}: Certificate- TLS-origin-identity-secret Z7|7} =7},

4. 2012 H|ESH=7}: Exact digest-config-migration-approval0] DT&FH=7},
5. o2 A| E|E2|=7}: DNS-traffic-release-schema known-good stateZ} Q=71
Gate

Cloud 6/6
Domain-DNS 6/6
HTTPS:edge 6/6
Release-cutover 6/6
Critical 100%
Control 12/12
Real- live action 0

public_release_ready

Cie o

M11-030llAt= O] 27 endpoint7} X4 O FAeIX| 21-BLIE|Z- M- Fof iS22 0[o{A MABHLICE M11-029]
handoff= environment-region-release ID label, public path health, DNS target, certificate expiry, database backup

owner, rollback trigger@L|C}.

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-02 - 82 /82



