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7.5 Error Budget Policy
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8.1 14| Golden Signal
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£2 alerts AL = HAIK|Z} OILIZL S A2 ALICH

AHXF kol M A|ZHH rule-route-acknowledgement-runbook-27 ZZ7IX| O|{FIL|C}.

o1 02 03 04 05
USER IMPACT RULE ROUTE ACK ACTION
SLI-burn _} window-threshold _} owner-severity _} escalation _} runbook-verify

dedup - inhibition - silence expiry - route test

Ownergt FA| & 50| giCHH page7} OFL|2t dashboard B & 52 7hs40| FLICt

12l 8. Actionable alerte= AFSXH AEF0| A A|ZHSH rule-route-acknowledgement-runbook-57 AESZ O|{EIL|LCH.
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Signal-rule O{tH query-window-threshold®!7}
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9.3 Noise Control

Deduplication: Z2 alert §H=2S SILIZ S5LICE

Grouping: Zt2 service-incident?| & alertE S&LICH
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9.4 Route Test
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escalation simulation

resolution notification
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Case A: AMH|ATL HAO|2} error eventZt SiCH.

Case B: collector?t & error event?t TASHK| %=L

Dashboard2t EM & C OXMZ E 4= ASLICEH

10.2 Pipeline SLI
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[ RESTORE EVIDENCE integrity-business validation ]

Backup job 422 20| OHLIC}. H2| Sl 2HY 22 AF0| lofof $7 THs 48 TR 2+ YL

21 10. Backup critical asset inventoryO|A{ A|Ztalf RPO schedule retention-encryption-isolation-immutability-separate
identityE 7{A restore evidenceZ tMEEIL|CE

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-03 - 44 /90



Rl gy = T e S | L | B~ 4 | T =

= Xt inventoryOf| Al A|ZHSH schedule-retention-ZA2|-&HM-BE id

N\

INVENTORY

7

POLICY

PROTECTION

RESTORE EVIDENCE in

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-03 - 45/ 90



entityE /&0 StA| A1 -L|Ct.

critical data-config-identity

RPO schedule-retention-owner

encrypt-isolate-immutable-separate identity

tegrity-business validation

N\

~

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP

M11-03 - 46 / 90



11.1 Backup?| 4| &2
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14.1 Select
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e Production write path O
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14.4 Validate
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15.1 18| IncidentE& Meoi5t=7}
CHS triggerS 0|2 FELICH
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o Recovery objective 9|t 2|3

o 02 El-provider =™ €2

o 117 communication 2

Me10]

Alr
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15.5 Handoff
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16.5 Recovery Verify

. Public pathZ} FAfO|C}.

. Critical journey SLIZ} SOftCt.

. Data integrity?t 12 Z17t FAO|Ct,

. Known-good release-configZt ZQISHC}.

. QIA| access-silence-traffic ruled|| owner-expiryZt QILC}.
. 2™ observation windowZ X|%tCt

. Stakeholder status7} AK| AtE{QF X[

17. Postmortem H|Lt0| OtL|2} System sh&O|Ct

1717|158t 2
15 R
Impact £t 2o HotLt AR ETL
Timeline O1N| EfX|-Mo1-2t5- 218 =T}
Trigger 2olo] M =S ==t
Root cause O™ system Z710| SH&l0|AE=7F
Contributing factors 2010] Zoh- XA |2 =7t
Detection gap of o Y™ ExteTt
Response gap o1&t runbook-#$H0| &ff =Rt
Recovery gap RPO-RTO-business validation2 O{H=7t
Worked well oftd EX|7t L|SHE EH =7t
Action FAUE 57t AN ofEAH HEEt
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17.2 Blameless2]| 2|0O|

Blameless= &i2l0
7lele|

L} action:

o Cf oIt

| 9iCH= 50| OFELct.

Zo|HHCt systemO| I QtFIsH MEHS

CEA| HE-tool-pressurediM @ O

USEE B = AL

o Production target mismatchZ preflightol| A blockstC},

o Missing release label&

Restore drill& £7|0}C} A

o Alert0| owner-runbookO|

17.3 Action 2l& =

Field

Action

Risk reduction
Owner

Due
Verification

Revalidation

Google SRE Workbook?2| postmortem culture= st&1 ZEIX J|ME 2

S 2Y5HOF BfLC.

contract test2 MIHA|ZIC}

Asist1 RTOE Ats 7|SEHC.

ojom mergeS ok=C},

HA—1— i

of

Query canary 7}

Monitoring blind spot ErX|

Observability owner

YYYY-MM-DD

Collector St &M test

SC-06 PASS
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I_

ZZIL2 |egal-security-HR 212t
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18. Operations Readiness Gate

TELEMETRY

OPERATIONS
SLI-SLO-ALERT GATE OPERATIONS
READY

24/24 - critical 100%

BACKUP-RESTORE

INCIDENT-LEARN

221 evidenceL} action owner L2t E giomM ZH| k27t OfL|2} residual risk?t Mz A&l LHZL|Ct.

(==}

121 14. Telemetry-SLI/SLO/Alert-Backup/Restore-Incident/Learn U| laneZt ZtZf 6/60| 11 critical-control-safety gate7} 2 &
Ef5t ufjok $HA " operations_ready’ S ZHAEHL|CH

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-03 - 67 /90



_-?_'mr“_c_l—l—c_lr

HH|-critical-lane-control coverageZt 100%0| 11 &K| side effect7} 0L

TELEMETRY

SLI-SLO-ALERT

BACKUP-RESTORE

INCIDENT-LEARN
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OPERATIONS
GATE OPERATIONS

READY

24/24 - critical 100%
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18.1 4] Lane

Scenario

Telemetry 7|2F SC-01~06 Scope-schema-context-data boundary-pipeline health
SLI-SLO-Alert SC-07~12 User SLI-budget-dashboard-route-black-box
Backup-Restore SC-13~18 Inventory-protection-RPO-RTO-restore evidence
Incident-&t& SC-19~24 Declaration-role-status-mitigation-postmortem

18.2 Mzf Gate

scenario pass rate = 100%
critical pass rate = 100%
lane coverage = 100%
control coverage = 100%
orphan controls = @

orphan scenarios = @

real side effects = 0@

18.3 Safety Gate

AIX| 7HOI™ H-secret O

Q|& network-cloud account O

Production telemetry-resource access O

AlA| alert-notification O

AlH| backup write-restore 0

| & recovery 0

Live side effect-cost O

Raw payload O

_

Ho

of o]
o =

. Ho

Ol

x% 0

18.4 operations_ready 2| H&lst 2|0]
Folgt et A ofol|l M 2471 scenario®t 2= gate?t S1fol X 2Y AEE A2l I} fiCH= SSQILICH

CHEE 5ot sl
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o AIH| production £9!

o Security certification

« Disaster recovery certification
. REOES

e Provider SLA EZ&

o AX| backup 22l 2t=2

(=) A
29 FH| 24 ARC

b

VEONCORE - MII-03 SYNTHETIC LAB
o0 =X A E
29 & ¢ AR

Ol service'owner 02 teleme 035UISLO — Odalertbacup — O5incidentrestore —+ 06 Gate

) wiegzuEn B 2o ey Az

operations—controls-1.0.0 - operations-
X

s ) w
CRLO 298 Hel-service owner PUS— Teemetry N2
iy e AR g0 ey g 000
ownerst S5 A ey T

sc03 Telemetry Aot Signal yrE B
CTRL02 8 event schema
UTC timestam severty-event
oo A scos Telemetry A5t Telmetry M2IEE
o Ao et verion o A AcH
SC-05 Telemetry A2} Telemetry AR{EICH
CTRL-03  Context-correlation
Reauest racespanobiniere 051 P — [———
dependency release marker® signal A0/ 2
e st chanc
ot sustomer Siomer 28
mLos T
elemetry data 34 5C-08 SLI'SLO-Alert SLO-Alert 2F
74917 secret token R payload® M
skttt scees eention megity sipene
health® ajict. SC-09 SLISLO Alert Signal 4EEDY B
RS @R B SLISLO scro Sstonen soaor
2 cvencst €4 even® SUB Bl
‘window target-error budgst owner policy® & scn SLISLO Alert SLO-Alert 95
i
) s Sstonen [a———
CTRL-05  Golden signal-dashboard
dependency release-region drill-down 7Hs# sc13 Backup-Restore Backup 3%
G
s Sdopietoe Sadp 34

CTRLO7 gl JHs Bt alert
& i bum scis Backup Restore Backup 3¢
fate-owner severityroute runbook dedupinfibition-acknio

8 testtict
sci Backup Restore Backup 391
crRL-08 -box-pipeline health
Blackcbox pipelng heakt sca Backup Restore B
Public psth synthetic hecks telemetry 28 &
4RI rop query AT RME WE LAIECE
scas Backup Restore =2 s
CTRL09  Backup inventory-E&.
sca9 Indent 2t o 25
Data-confidentity materilel
scope schedle retention encrypton isolation immutabilt
ity sc20 ncident 2tes o 2 4m
CTRL10  Restore-RPO-RTO scan Incident 2tes ot 2 4
Recovery prioiy dependency
order RPO-RTO iclsted ) ey —
restore ntegity-business valdation ceanup@ h i =
Wl evidence 2Hc,
sc Indent 2t =2

CTRLIT Incident command.- 2t}

Severity dechare trigser-ncident sc24 Inddent &t ot x5 am
Commander-operations-communications scribe-escalation

o5 EEE egt

ECER T
CTRLA2  Postmortem-Operations
Gate SURFACE - £ 27l B4

Timeine mpactigger oot

cause contributing fctor action owner gt 74
# evidence readiness® TP

“backup-recovery-vault",

"CTRL-10"
)
O 2% M1 ¥ )
Telemetry ARIRIC - &6 event metic ace7} 271
U 43 piveine 551 LOMEX| R4 L
‘Signal 22 £ ¢
Request race reease-environment dependencyl
et e

SLOAlert @8 - A} S8 noisy symptomod g
S817iLt error budget AT R WRiE

Backup @4 - 52 datconfig key?H e elSIPiLE
backup0) 47|45 B12-AlTHg N

#7481 RPO-RTO dependency arder-restore %3
01 201 known-good statei2 BOPIH| 28

BONEH A - 400 severiy SR A5 I8l 8
owner3} gl cigol e

2115, 212 127 control, 7FRH| 247l scenario?} expected-actual, @22 variant-decision-coverageS

SHHOIM AZEILICE
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HYNATE Y

w s as
service-catalog operations-scope s
application-event log-record s
public-request corelated-sgnils pass
sensitive-event sanitized-log s
instrumentation telemetry-seres pass
telemetry-exporter observabilty-store o
slorspec slistream Pass
sto-policy error-budget s
telemetry-store service-Gashiboard s
alet-rule synthetic-on-call o
slitime-seres slert-manager pass
synthetic-probe operations-alert o
asset-inventory backup-plan —
backup-policy backup-catalog oass
backup-object recovery-vault o0
backup-iob backup-evidence o
business-impact recovery-plan oo
restore-point isolated-recovery-target oass
alert-symptom incident-record pe
incident-record response-team s
page-event response-channel e
incident-facts stakeholder-status s
incident-decision known-good-service s
readiness-evidence operations-gate e

SC1B  solted rstore ety business 23 cleanup

FLOW - o ot

restore-point",
‘isolated-recovery-target”,
backup-recovery"

ACTUAL - s 424

"synthetic_restore_passed”: true

B e

EEL]

ds eI R

Telemetry SLISLO-dlert backup $45: restore dillincident
command postmortem actione| &4 Aol 27 83

247 AUl alY

JlEMN SE A

671 813

Aot

operations_ready

Agele

24/24

=
1212

A2

o a0
e 0w
ame 0w
amos 0w

LS 2ame OB

o o
cos 2ameom
Cm0s sceom
OO dce- 0B
Cmn scmon
cmn o0
EL RS

100%

TR A2 - 5

1 verfed-operationsv3: 24724 PASS, operatins.ready

2 CTRL 12715 A1 24708 BetSELC
3 2 8 EH e e

=

e

e

e

e

e

e

e

e

e

e

e

e
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19.1 MM

./02_Labs/G11_Deployment_Operations/L11-03_create-operations—-readiness—practice.sh

Evidence

Unit-contract-frontend-server test 3337l PASS

Contract audit 57/57 PASS

Regression contract 6/6 PASS

Safety boundary Real-live side effect O

Runtime Python EZ 2}0|E2{Z]| only
19.2 &

cd gibalja-operations—-readiness—-practice/app
python3 app.py ——host 127.0.0.1 ——port 4395

Browser:

http://127.0.0.1:4395

QI2=: ControlS =2 92 scenariodt EL|C}
7k2dl: Scenario?| source-sink-risk-resultE E11 &g MEHS expected?t actualg H|mEHL|C.

QREZZ: VariantE A 3Hsl pass-critical-control-lane coverage®} decisionS FL|LC}.
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19.4 Mobile

O uses

a2l 16. 52 51H0|| A= control-scenario-executionO| 2|0f|A] OF2HZ O|0{Z!L|C}. Lane filter2 670 ZI= &t&EH 2~ QI&L|CH

=

r2

20. M| Version@ £ H{<7|

20.1 Dashboard@t Q2 - 6/24

0| version0l= inventory-SLI-backup scope-recovery objective-incident declaration-roleQ| 2242t Q&L |Ct

FE

Ch

AlTj:

o Event schema g2
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« Signal correlation g2

o Secret-7HQIHE =&

o Metric cardinality-sampling £X{

o Telemetry pipeline blind

o SLO budget policy 812

« Alert route-runbook g2

o Backup protection-restore evidence Qi2

« Incident handoff-safe status-mitigation-postmortem O|Z4Z

Decision:

blocked_operational_blindness

20.2 Signal2 QoL B3 0|HS - 16/24

Structured telemetry-SLO-dashboard-backup schedule-incident workflowZ7} MZi&L|C J2{Lt CF2 8710| &L CE

SC-04 Telemetry sensitive data boundary
SC-06 Pipeline health
SC-10 Alert route test
SC-12 Black-box-heartbeat
SC-15 Backup protection
SC-18 Restore drill
SC-22 Safe status
SC-24 Full Gate
Decision:

blocked_recovery_readiness
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K .24/24

203 43 2Y

ol

D= scenario?| expected®} actualO| YX|EHL|CE

operations_ready

24/24 PASS
critical 100%
control 12/12
lane 4/4

20.4 H|2

dashboard-only-v1l
verified-operations-v3
fixed 18
regressed 0

accept_candidate

Z|A Evidence

CTRL-01 2% He|-service owner Service-journey-dependency-owner-coverage
CTRL-02 X3} event schema UTC-severity-code-outcome-release

CTRL-03 Context-correlation Request-trace-span-dependency-release link
CTRL-04 Telemetry data Z7| Secret-7HRI™ H raw payload 0-access-retention
CTRL-05 AKX =4 SLI-SLO Good-total-window-target-budget-policy
CTRL-06 Golden signal-dashboard Traffic-error-latency-saturation-drill-down
CTRL-07 A 7155t alert Owner-route-runbook-ack-noise control
CTRL-08 Black-box-pipeline health Public synthetic-heartbeat-drop-lag-canary
CTRL-09 Backup inventory-E2& Scope-schedule-retention-encryption-isolation
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Control |2 Evidence

CTRL-10 Restore-RPO-RTO Dependency order-isolated restore-validation
CTRL-1 Incident command-&tst Severity-role-timeline-status-mitigation
CTRL-12 Postmortem-Operations Gate Action owner-due-verification-residual risk

21.1 Controlz} Tool2 FE3IC}

“Log platform =" controlO| OF=IL|CE Control2 {8 -owner-statement-scenario-evidenceZ} !0{OfF ErL|LC}.

?I&: collector SHE MH|A FY2=ZE 20!

control: pipeline heartbeat? query canaryS BT ZiA|

owner: observability owner
scenario: SC-06-SC-12

evidence: M heartbeat Ztt-alert-query result

22. 247} Scenario

22.1 Telemetry 7{|2F - SC-01~06

Scenario Expected

SC-01 Service-journey-dependency-owner inventory 4 dependencies-owners-24x7

SC-02 UTC-severity-event code Schema 1.0-parse 7t5

SC-03 Request-trace-span-release Cross-signal links 3

SC-04 Secret-7H@I1™H raw payload Sensitive field O

SC-05 Metric-cardinality-sampling Unit-bounded label-histogram-policy
SC-06 Drop-lag-retention-access-tamper Pipeline healthy

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-03 - 76 / 90



22.2 SLI-SLO-Alert - SC-07~12

Scenario Expected

SC-07 User journey good-total Versioned exclusion-owner

SC-08 SLO-error budget Target-28d-calculation-policy

SC-09 Golden signal dashboard 4 signal-release-dependency-region
SC-10 Alert route test Owner-runbook-route-ack-real delivery O
SC-1 Multi-window-noise control Fast-slow-dedup-inhibit-expiry

SC-12 Public path-heartbeat DNS-TLS-HTTP-business-canary

22.3 Backup-Restore - SC-13~18

Scenario Expected Al

SC-13 Critical asset inventory Data-config-identity-owner

SC-14 RPO schedule-retention Interval 10m < RPO 15m-alert

SC-15 Backup copy protection Encrypted-isolated-immutable-separate identity
SC-16 Job-checksum-catalog-deletion Integrity evidence

SC-17 Recovery objective-order RPO 15m-RTO 60m-minimum service

SC-18 Isolated restore-validation Synthetic pass-RPO 12m-RTO 48m-cleanup

22.4 Incident-st

ml>

- SC-19~24

Scenario Expected

SC-19 Declare-severity-incident ID Trigger-UTC start

SC-20 |IC-operations-comms-scribe Role-runbook

SC-21 Ack-escalation-handoff-timeline Ack 120s-8 entries-decision

SC-22 Safe stakeholder status Impact-30m-speculation 0-sensitive O
SC-23 Mitigation-recovery verify Traffic-known-good-public-data-controlled

YEONCORE - GIBALJA IT-Al SERVICE DEVELOPMENT ROADMAP M11-03 - 77 /90



ID Scenario Expected {4l

SC-24 Postmortem-Operations Gate 24/24-critical 100%-action-risk

23 NN ZRHE Mg &M

Phase O - Scope
MES:
¢ One-sentence service outcome

« Critical journey-dependency graph

e Service-observability-on-call-backup-recovery-incident owner

Production environment-region-release handoff

Data classification-operation window

Gate:

unknown journey = BLOCK
unknown owner = BLOCK

unknown dependency = BLOCK

Phase 1 - Telemetry Contract

 Structured event schema

e Metric type-unit-bounded label

o Trace operation-context propagation
o Release-environment correlation

o Sensitive data allowlist

o Retention-access-integrity

Phase 2 - Reliability Contract

e Good-total SLI

e SLO target-window
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Error budget calculation
e Error budget policy
e Golden signal dashboard

Release-dependency-region drill-down

Phase 3 - Alert-On-call

o Fast-slow burn

o Owner-route-runbook

e Dedup-grouping-inhibition
o Silence owner-expiry

o Synthetic route test

o Handoff-escalation

Phase 4 - Monitoring of Monitoring

e Public path synthetic
o Collector heartbeat
« Drop-lag-queue

e Query canary

o Separate failure path

Phase 5 - Backup-Recovery

o Critical asset inventory

o RPO-based schedule

¢ Retention-catalog-checksum

o Encryption-isolation-immutability-separate identity
e RPO-RTO-minimum service-dependency order

o Isolated restore-integrity-business validation-cleanup

Phase 6 - Incident-Learning

Severity-declare trigger

« |C-operations-communications-scribe
e Timeline-decision-status cadence

Controlled mitigation-recovery verify
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o Blameless postmortem

o Action owner-due-verification

Phase 7 - Gate-Revalidation

Chs Wt A M CHA| AS LT

Critical journey-SLO #&

« New dependency-region-runtime

o Telemetry schema-backend-retention H14
« Alert route-on-call team 1

o Backup policy-key-vault 214

« Incident EE= restore drill Aaf

e Major release-migration

24. =X si|Z K| =

Graph7t 2% 0

Pipeline health
Log M 27} Schema-context
Metric H|E & Cardinality
Trace7t 224

Context propagation

Secret7} logoi| 2¢! Data boundary

Alert7} 12 ot2 Rule-noise
Alert7} =8 SLO-burn
EX releaselt Q2 Correlation

Monitoring0| X%t Monitoring-of-monitoring

Backup job AT} Backup pipeline
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Heartbeat-drop-lag-query

Service-env-release-event code

Label value count

Traceparent-sampling

Allowlist-mask-export

SLI-dedup-inhibition

Window-route-ack

Release marker-label

Collector-canary

Source-quota-catalog-alert

Free-text Cf =&!

Z o5t signal & Ay

User IDE correlation@ 2 At

KEEA recordTh ALK

= alert silence

CollectorZt restart

Retention Tx| AHH|
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Backup &=, 52 Anj Restore

RTO =2} Recovery plan ZM-automation- &t

Restore data 2 X| Integrity-business

U

Trigger-severity SLI-impact-authority

CHE channel &2t Role-handoff IC-scribe-decision log

StatusZ} XtZ= HIE Fact boundary Confirmed impact-cadence

Rollback & error ZtA Recovery verify Public path-data-SLI

ActionO| @2} 0|2tz Postmortem governance Owner-due-verification

Dashboard7t HE & ZI2-drill-down Overview vs diagnostic

H|2 MS7L 0|4 M11-04 handoff Volume-retention-license

24.1 =X slZ =M

AERL Fgk 2ol

signalzl pipeline health 22|
environment:release-dependency context ®Z

incident trigger-role EC

one controlled mitigation
public path-data:SLI #Z
timeline-evidence 7|2

action-x{&

25, ZA 27{e} six|M

25.1 OpenTelemetry

e OpenTelemetry Signals
e OpenTelemetry Semantic Conventions Concepts

¢ OpenTelemetry Semantic Conventions 1.43.0
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Key-format-dependency-validation

Recovery point-schema-relation

Root cause Z=7| £ty

ZA| incident &2

2M close

GraphZt o =7t

Reliability control 2% XA
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https://opentelemetry.io/docs/concepts/signals/
https://opentelemetry.io/docs/concepts/semantic-conventions/
https://opentelemetry.io/docs/specs/semconv/

o OpenTelemetry Context Propagation

Semantic convention} SDK:-collector version2 BA&HL|Ct AX| 18 & SXY stable status?} migration
noteE &QIgHL|C}.

i I = |

25.2 Google SRE Workbook

¢ Monitoring

e Implementing SLOs

o Example Error Budget Policy
e On-call

o Incident Response

e Postmortem Culture

SRE Atz 2| St policy O|Al= 22| YT AH|of- =% 2eh-riskol| 53 Z=FetL|C.

25.3 Logging-Alerting

e OWASP Logging Cheat Sheet
e Prometheus Recording and Alerting Rules

o Prometheus Alertmanager Configuration

EX HNZ configuration2 JCHE &7|7|ELC} event-SLI-route-owner-evidence A|2f2 MX BtSLICF

25.4 Incident-Recovery-Continuity

e NIST SP 800-61 Rev. 3 - Incident Response Recommendations and Considerations for Cybersecurity

Risk Management
e NIST SP 800-184 - Guide for Cybersecurity Event Recovery
e NIST SP 800-34 Rev. 1 - Contingency Planning Guide
o CISA StopRansomware Guide

e CISA Cross-Sector Cybersecurity Performance Goals

NIST SP 800-61 Rev. 32 2025 4& finalJL|Ct AH| incident-recovery plan2 Z| 4l #11-41) 778X policy@t
e AESL|CH
25.5 EXE o= @ 7K EE

1. 0] X2 update date®t version2 231217}

2. 7id-recommendation-required control & £91217}.
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https://opentelemetry.io/docs/concepts/context-propagation/
https://sre.google/workbook/monitoring/
https://sre.google/workbook/implementing-slos/
https://sre.google/workbook/error-budget-policy/
https://sre.google/workbook/on-call/
https://sre.google/workbook/incident-response/
https://sre.google/workbook/postmortem-culture/
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/alerting/latest/configuration/
https://csrc.nist.gov/pubs/sp/800/61/r3/final
https://csrc.nist.gov/pubs/sp/800/61/r3/final
https://csrc.nist.gov/pubs/sp/800/184/final
https://csrc.nist.gov/pubs/sp/800/34/r1/upd1/final
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/cybersecurity-performance-goals

3. 22| service-data-region-industry0f M%| =7}

4. NEXH B4 SLI7L AN 2 £F T7HsSHL.

5. Alert7} 0™ owner®t action@ 2 O|HX|=7t.

6. Log7} 2X|5l0F & data= F2iQ17}

7. Backup E& 7|5 0{® mode-plan-regiondl| =7t

8. Restore test7} &1 H| data?} productioni| O{TH A&kS F=Tt
9. Incident roleXt communication0f] & Q7} A=7t.

10. C} review trigger?t owner= $31017}.

26. Y= HIAE 30

QO1. Dashboard?} Y & observability7} 2=

et
1
3o
rir
o
30
rr
40
X
re
A

Eui |:I-o|-
Dashboard= 0|0| =& =|11 query 7t56t signalS AlZSHRILICE E6t event?Zt AISE[X| EUHL IS
context?} gi7Lt collector-query pipeline0| HEH H7| £2 51HO| 0| ALK} St YQl-releaseE HIZE

4 glaLict

QO02. Log-metric-trace7} 22 7|7t & El5l= A2

rlo

Fodelt.

= Erot

Logs & &ts| Ot AFAO| LOISH=X]|, metric2 A|Ztol| k2t Yokt

BISH=X| trace= 5HLtQ| & 0| service®}
dependencyE 01| SR} =X|E & H0{ FLICL Release event= AX

2AK| 20| HHA=A] ZtEfL|Ct.

QO03. Signal correlation0f| €235t 38 context L 7[X|& 2:2}.
@ ot

Service-environment-release ID-request EE= trace ID7} & AIQILICE Incident-job-dependency IDE S20| 2t

71t 4= QI X|2F metric labeldl|= request ID Z2 high-cardinality ZtS 9X| Z&L|Ct
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QO04. Structured log7t A £ log2 L 2A0| |f2|8t o|F= FA LIt

=g got

Timestamp-severity-event code-outcome-service-release Z< field?} typeO| D™E) 217t HIPF O OHYE o=

parse-&7|-alertgl 4= QEL|CL Schema version@ 2 consumer AL ZH™E £ QISL|Ct

QO5. Severity2} outcome?| x}0|= F9iQl7}.

Eui |:|-o|-
Severitye= A9 7|=H
warning0| z|& 4=

AGLIL.

QO6. Secret-token-7HQAHEHE +F
Faelst.

z
n
1z
=
o
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